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1. Scope

This document comes in addition to “Smart Accounts - Technical manual for intermediary_v1” for
details regarding especially the functional flow. This document is addressed to Smart FinTech's and
Smart Accounts' partners for better understanding over the AlS flow implemented and each bank
particularities.

Please note that the document has been created by Smart FinTech and it cannot be disclosed or
redistributed.



2. Glossary

PSD2 = Payment Service Directive 2, the revised version of the EU directive that was implemented in
2007

TPP = Third-Party Provider

Intermediary/Partner = The legal entity that integrates with Smart Accounts in order to access its
client's account information, with their consent and in their benefit

X.509 = standard format for public key certificates, digital documents, that securely associate
cryptographic key pairs with identities such as organisations, websites or individuals. In order to
integrate with Smart Accounts, a TLS server certificate is needed (QWAC-Qualified Website
Authentication Certificate)

PSU (Payment Services User) = the account's holder that gives his permission to account's information

AISP (Account Information Service Provider) = the third-party provider who collects an account
holder's information. Smart FinTech is an AISP and also TPP

AIS (Account Information Service) = the service that provides the PSU a consolidated view of his
finances: bank balance, transaction history from multiple bank accounts

API (Application Programming Interface) = Open API is a free-to-use, publicly available APIs (the ones
shared by each bank on their developer portal site)

EBA (European Banking Authority) = the authority that ensures consistency in regulation and
supervision across the European banking sector. For PSD2, they are responsible for issuing Regulatory
Technical Standards and guidelines

SCA (Strong Customer Authentication) prescribes that authentication should occur using a
combination of two factors from the categories:

- Knowledge — "something you know" (password, PIN, etc.)
- Possession — "something you have" (token, smartphone, application)
- Inherence — "something you are" (fingerprint, voice recognition)

elDAS (Electronic Identification, Authentication and Trust Services) = a framework that sets standards
for electronic identification and trust services. For PSD2 it’s about SCA standards

Saa$ (Software-as-a-service) = a type of software delivered online that enables users and companies
to gain access to applications without the need to install or maintain software locally

GDPR (General Data Protection Regulation) = a regulation by which the European Parliament, the
European Council and the European Commission intend to strengthen and unify data protection for
individuals within the European Union

Open Banking ecosystem = refers to all elements that facilitate the operation of Open Banking
(enabled by PSD2): API standards, the governance, systems, processes, security and procedures used
to support participants



Decoupled (flow) authentication = the authentication of the PSU occurs outside of the interaction
with the intermediary page (the PSU must log in in the internet banking application to authorise the
consent)

Redirect (flow) authentication = the authentication of the PSU occurs through a redirect URL in the
bank's page where he must complete his internet banking's credential to log in and authorise the
consent

Resource = term used to also describe the consent
PF = personal account (retail)
PJ = corporate account (corporate/business)

Sandbox (environment) = isolated copy of production environment designed for developers to try out
APls. Mimics all interactions with banks' APIs. It returns test (mock) data.

Production (environment) = environment used to return live data



3. Postman Setup

The first step in setting up Smart Accounts is to add the related collections, certificates and
environments to Postman. For the correct addition, the steps are shown graphically:

1. In the Settings menu, go to the "Certificates" tab

SETTINGS X
General Themes Shortcuts Data Add-ons Certificates Proxy  About
CA Certificates / @ on
The file should consist of one or more trusted certificates in PEM format.
PEM file ca.ccrt X
2. Add the file named "ca.crt" into CA Certificates field.
SETTINGS X
General Themes Shortcuts Data Add-ons Certificates Proxy About
CA Certificates @ on
The file should consist of one or more trusted certificates in PEM format.
PEM file ca.crt x




3. Press ""Add Certificate", then:
- add the file "client.crt" into "CRT file" field

- add the file "client.key" into "Key File" field

SETTINGS
General Themes Shortcuts Data Add-ons Certificates Proxy

Client Certificates » Add Certificate

Host https:// mtis.accounts.smartfintech.eu
CRT file client.crt x
KEY file client.key X
PFX file Select File

Passphrase @

Learn more about working with certificates at our Learning Center.

About

4. Press "Import" in order to add the collection and the environment.

Postman

2

~ My Workspace New
O + | =
Collections

Import
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o Home  Workspaces v APl Network ~ Reports
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You can drag and drop, or search for the exact path by clicking "Upload Files".

Import

File Folder Link Rawtext Code repository New API| Gateway New

OpenAPI GraphQL cURL
WSDL NEW HAR NEW
OR
Upload Files

Learn more about the different import formats supported

After the environment and collection have been successfully added, click "Import".

Import
Select files toimport - 2/2 selected
NAME FORMAT IMPORT AS
SmartAccounts SP19 SANDBOX ENV Postman Environment Environment
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 Postman Collection v2.1 Collection
Cancel




4. Integrated banks

The list of integrated banks with Smart Accounts (SA):

Banca Transilvania (BT) — redirect flow

Banca Comerciala Romana (BCR) — redirect flow
ING Bank (ING) — redirect flow

BRD Groupe Societe Generale (BRD) — decoupled flow
Raiffeisen Bank (RZB) — redirect flow

CEC Bank (CEC) — redirect flow

First Bank (FB) — redirect flow

UniCredit Bank (UNC) — redirect flow

. Revolut (REV) — redirect flow

10. OTP Bank (OTP) — redirect flow

11. Garanti BBVA (GRT) — redirect flow

12. Libra (LIB) — redirect flow

©oNOU A WN R

1. Redirect flow - the user will be redirected in a webpage (from bank) to authorise the consent.

2. Decoupled flow - after "initConsent", the user must independently login and authorise the
consent in the internet banking application.

2.1. For BRD with "PSU-ID-Type" = "PF" (personal accounts) the user will have a push
notification and must use the code provided via Consent initialisation confirmation mail.

2.2. For BRD with "PSU-ID-Type" = "PJ" (corporate accounts), the user does not have any
notification, he must login in the internet banking application and authorise the consent. No
code is needed for PJ.
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5. Account Information Consent flow
1. Partner's authentication (api: authenticate/rest/api/token)

Creating a new consent flow will always start with partner's authentication. The partner must
successfully authenticate to obtain a pair of access and refresh tokens and the ID of the consent that
has been initiated. The pair of access and refresh token must be saved and used for calling the APIs
relative to the generated consent ID. It cannot be used to access information about other consents.

The access token expires after 5 minutes, so it must be renewed using the refresh token
provided ("POST refreshToken API"). The refresh token expires after 90 days.

When the "refreshToken" APl will be called, a new pair of access and refresh tokens will be
generated (API: /authenticate/rest/api/refreshToken).

In order to access the account's information, the new pair of access and refresh tokens must be
used. The previous "refreshToken" is invalidated and it cannot be used anymore.

In case the "client_ID" (generated and provided by Smart FinTech) is missing or the x.509
certificate is missing, the authenticate step cannot be finished and an error will be raised. If the
certificate has expired or the "client_ID" is not the correct one, an "Unauthorised" error will be raised.
For the rest of technical errors, please check the technical document.

2. Get Banks (API: /core/rest/api/banks)

"GET Banks" returns the list of integrated and available banks. Every bank object contains the
object "requiredParamters" which includes the parameters "requiresPSUIdType", "requiresPSUId"
and "requireslban". The parameters are boolean type and the value "true" means that the respective
parameter should be sent on request.

All API calls must be made using the "codeBank" specific for each bank, otherwise an error will
be raised.

3. Check email (API: core/rest/api/checkPsuEmail)

"CheckEmail" API will check the PSU's email address in Smart Accounts' database. If the email
address is already added, then this means that the PSU already has a Smart Accounts account. For this
case, the user must be informed that he must accept the Smart Accounts Terms and Conditions.

If the user is not found in Smart Accounts' database, then the user will be informed that there will
be an account created in the aforementioned database and he must agree with the Smart Accounts
Terms and Conditions. The API's purpose is only to validate if the user must be informed about the
Smart Accounts account's creation.

4. initConsent - consent initialisation (core/rest/api/initConsent/{{internalConsentld}})

At this point, the consent can be prepared to be sent to bank for authorisation. In order to initialise
a consent, Smart Accounts needs the following information:

11



API body:

codeBank — For which bank the PSU wants to create a consent

periodOfValid — the period is with default value = 180 days. If Smart Accounts receives a
different value on this parameter, a "Bad request" error will be raised. After 180 days, the
PSU must re-authorise in the bank's page. Please be aware that the re-authorisation in
the bank's page will generate a new consent ID so you must keep the evidence of the
PSU's consents to match the account information

psuEmail — it is the e-mail address of the PSU this address and it will be used to inform the
user about the consent initialisation

psulntermediarld — is the unique ID associated to the PSU by the TPP

redirectURL — is the page where the PSU will be redirected after he finishes the
authorisation phase in the bank's page. It is recommended to be redirect in the partner's
page

TCaccepted — must be true, otherwise a "Bad request" error will be raised. It is partner’s
choice if for each new consent the user must check and agree to the Smart Accounts
Terms and Conditions, or it can implement a different way of managing the PSU's T&C
agreement

All the above parameters are mandatory for all banks!

Additionally, for RZB and OTP you need to add IBAN and currency on request. These banks have
another parameter mandatory:

allAccounts — with attributes "iban" and "currency"

Example of APl body without parameter "allAccounts"

POST

Params

none

B W R R

g o

@

API_BASE_URI}}/gateway/core/rest/api/initConsent/{{internalConsentld Send v
Authorization e Headers (14) Body & Pre-request Script Tests Settings Cookies
form-data x-www-form-urlencoded @ raw binary GraphQL JSON v Beautify
"codeBank": "BRD"
"periodofvalid": 9o,
“psuEmail”: "aaa.aaaa@mail.com”,
"psuIntermediarId": "123",

"redirectURL": "https://google.com",
"Tcaccepted": true

Example of API body with parameter "allAccounts” (RZB and OTP)

POST

Params

none

A

FI_BASE_URI}Y gateway/corefrest/apifinitConsent/ : “

Authorization Headers (11) Body » Pre-request Script Tests Settings Cookies
form-data x-www-form-urlencoded @ raw binary GraphQL JSON Beautify
"allAccounts”: [

i
iban®: "ROG3RZBROBOGEEGITIFIFIIIS",
currency”: "RON"

"TCaccepted": true

12



2. APl header:
- Content-Type — mandatory for all banks
- PSU-IP-Address — is mandatory and without this information, there is a limitation over
the number of API calls that we can make (4 calls maximum per day)
- PSU-ID - it is generated by the bank. Mandatory for BRD, RZB, OTP
- PSU-ID-Type — mandatory for:
- BRD - accepted values are: "PF", "PJ" or "PFA"
- RZB — accepted value: "PJ" — only for corporate accounts. Do not send PSU-ID-TYPE
if you want to initiate a consent for an individual person.

Consent granularity

For the following banks, the user can select the list of accounts to grant access for in the bank's
page:

- BT

- ING

- CEC

- First Bank
- UNC

- REV

- LIB

For the following banks, the user can grant a more granular consent:
- CEC —the user can choose to grant consent for: accounts and/or balances and/or transactions
- FB — the user can choose to grant consent for: accounts and/or balances and/or transactions

- UNC - the user can choose to grant consent for: account details and/or balances and/or
transactions

For the following banks, the user does not have the option of selecting from a list the accounts
to grant access for in the bank's page:

- BCR
- BRD

- GRT (only login and confirm login from mobile app)

For the following banks, the IBAN will be sent on "initConsent":

- RZB

13



- OTP

BCR does not have the concept of "consent". If you will check the BCR's developer portal, you will
see that there is no consent API defined. BCR considered that the authorisation in the bank's page is
enough for gaining access to PSU's account information for 180 days. Smart FinTech has built an
"initConsent" and "GetConsent" APl to normalise the process for all banks.

ING has the same behaviour as BCR.
Smart Accounts has created internally the resources "GetConsent" and "GetConsentStatus".

BRD has a decoupled flow - this means that there will be no scaOAuth link returned. For BRD with
"PSU-ID-Type" = "PF" (personal account) it will return a code on "consentID" parameter. That code
must be used by the PSU to authorise the consent in the bank's internet banking application. After the
PSU creates a new consent, he will receive an email from Smart Accounts (the consent initialisation
email) and it will also be mentioned the code that he needs to introduce in order to authorise the
consent.

We kindly suggest that you let the PSU know beforehand that BRD has a decoupled flow and he
must authorise the consent by logging in into the internet banking's page. For BRD PF you must let the
PSU know that he needs the code to authorise the consent.

If the "PSU-ID-Type" = “PJ” or “PFA” then the "consentID" will return null/empty. The PJ or PFA
have the PSD2 flow implemented in another bank application that doesn’t require any one-time
password or code. The user is the one that should know which application he uses for that account.

initConsent request example with BRD decoupled:

initConsent ~

POST e /gateway/core/rest/api/initConsent/. Send =
Params Authorization @ Headers (15) Body @ Pre-request Script Tests Settings Cookies
Headers 9 hidden

KEY VALUE DESCRIPTION soc  Bulk Edit Presets v

Content-Type application/json

PSU-IP-Address 18212.123.32

PSU-ID 13333330

PSU-ID-Type PF

initConsent response example with BRD decoupled:

"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "RECEIVED", (please check GetConsentStatus API for details regarding consent's
statuses)
"consentId": "800000022", (the code needed by user if the "codeBank" is BRD and PSU-ID-Type is
"PF". If the "codeBank" is different from BRD or the "codeBank" is BRD and PSU-
ID-Type is PJ or PFA then this parameter will be null/empty)
" links": {
"scaOAuth": {
"href": null (for BRD will be null. If "codeBank" is different from BRD, then here will be sent

14



the link for consent authorisation of the consent)

Creating multiple consents for the same user profile

Regarding Banca Transilvania, there is allowed a maximum of one consent per PSU and per bank's
profile. If the user has a personal account and two business accounts, he will have 3 profiles: one per
each business account and one per personal account. For this case, the user can have maximum 3
consents, one per each profile. In the bank’s page, the PSU will have an additional screen where he
can choose the profile and after that continue with the authorisation process. If the user will create a
new consent for a profile that already has a valid consent, then the previous one will be invalidated
by the bank and the user will have access only for the most recent consent created.

Regarding BRD, if the user is trying to initiate a consent for a profile that already has a valid
consent, he will receive an error. The user must first delete the consent from the internet banking
application and then he will be allowed to create another consent.

Creating multiple consents for the same PSU and the same bank account

The following banks allow maximum one consent per PSU per bank. If the user gives consent for
an account which already has a valid consent, then the bank will invalidate the older consent and the
user will have access only for the most recent consent created:

- BT
- RzB
- CEC
- UNC
- LB

- OTP

For the following banks, the user can have multiple valid consents at the same time. We kindly
suggest letting the user know (or even restrict) that is not recommendable to have multiple consents
at the same time.

- ING
- BCR
- FB

- REV
- GRT

5. Get Consent (/core/rest/api/consent/{{bank_name}}/{{internalConsentld}})

The purpose of this APl is to check the consent details and the list of available accounts. The list
of available accounts means the list of accounts for which the user has granted access through the
authorised consent.

15



1. For the following banks, the APl response will return the list of the selected accounts by PSU
and the parameter "availableAccounts" will be null:

- BT

- ING

- BRD (when PSU-ID-Type = PJ/PFA)

-  RZB

- FB

- UNC

- OTP

- LIB

GetConsent response example:

"status": 200,
"messageStatus": "Success",

"payload": {

"access": {
"accounts": [
{
"iban": "ROOOBACX0000000000000000"
"currency": "RON" (onlyfor RZB and LIB)
}
I
"balances": [
{
"iban": "ROO0OBACX0000000000000000"
"currency": "RON" (onlyfor RZB and LIB)
}
1,
"transactions": [
{
"iban": "ROOOBACX0000000000000000"
"currency": "RON" (onlyfor RZB and LIB)
}
I
"availableAccounts": null
}y
"consentStatus": "valid",

"frequencyPerDay": 4,

"lastActionDate": "2023-02-02",

"validUntil": "2023-05-02",

"recurringIndicator": true, (if "false", it means the respective consent is a one-time consent so it
can be used to call the API's resource only once). For the moment, SmartAccounts
makes the initConsent calls with default value set as "true" (required by bank)

"combinedServiceIndicator": null, (only LIB implemented — flag present in Account Information
Consent Request which allows the use of consentld in the subsequent Payment
Initiation Request. It is relevant where account information services are needed
within a payment initiation)

"creationDate": null

16



2. Forthe following banks, the APl response will NOT return the list of the selected accounts by

PSU and the parameter "availableAccounts" will be null:

- CEC - if only an account is selected, then its IBAN will appear in "accounts", "balances" and

"transactions"
-  REV

GetConsent response example:

"status": 200,
"messageStatus": "Success",

"payload": {

"access": {
"accounts": [1,
"balances": [],
"transactions": [],
"availableAccounts": null

b

"consentStatus": "valid",

"frequencyPerDay": null,
"lastActionDate": "2023-02-08",
"validUntil": "2023-05-08",
"recurringIndicator": null,
"combinedServiceIndicator": null,

"creationDate": null

3. Forthe following banks, the APl response will NOT return the list of the selected accounts by

PSU and the parameter "availableAccounts" will have the value "allAccounts":

- BCR
- BRD (PSU-ID-Type = PF)
- GRT

GetConsent response example:

"status": 200,
"messageStatus": "Success",

"payload": {

"access": {
"accounts": [],
"balances": [],
"transactions": [],
"availableAccounts": "allAccounts"
b
"consentStatus": "valid",

"frequencyPerDay": 4,
"lastActionDate": "2023-02-02",
"validUntil": "2023-05-02",

"recurringIndicator": true,

17



"combinedServiceIndicator": null,

"creationDate": null

6. Get Consent Status

(core/rest/api/consent/{{bank_name}}/{{internalConsentld}}/status)

This APl will return the status of the consent sent on request. The status can also be checked on
Get Consent API.

The list of possible statuses, according to Berlin Group Implementation Guidelines:

Status name Description

received The consent data have been received and are technically correct. The data
is not authorised yet.

rejected The consent data have been rejected e.g. since no successful authorisation

has taken place.

The consent is due to a multi-level authorisation, some but not all

artiallyAuthorised .
partiaflyau ! mandated authorisations have been performed yet.

The consent is accepted and valid for GET account data calls and

valid others as specified in the consent object.
revokedByPsu The consent has been revoked by the PSU towards the ASPSP.
expired The consent expired.

The corresponding TPP has terminated the consent by applying the

terminatedByTpp DELETE method to the consent resource.

*The bold statuses are the ones we have encountered in production environment tests, until now.

GetConsentStatus response:

"status": 200,
"messageStatus": "Success",
"payload": {

"consentStatus": "Valid"

The bank's name must be according to the "codeBanks" from Get Banks, otherwise an error will
be raised. Validation performed on all resource APIs: If the bank’s name and "internalConsentid"
are not the same as the ones from "initConsent", an error will be raised.

18



7. Get ACCOUHtS (core/rest/api/accounts/{{bank_name}}/{{internalConsentld}})

Returns a list of payment accounts to which an account access has been granted through the
"initConsent" endpoint by the PSU. Parameter "PSU-IP-Address" is mandatory on APl headers.

Example of GetAccounts headers

GET v APLEASE LRIgatewayiore/estaplcoountsIBT e ER

Params  Autherizations  Headers (7)  Body  Pre-requestScript  Tests  Settings Cookies

Headers 6 hidden

KEY VALUE DESCRIPTION we  Bulk Edit  Presets v

PSU-IP-Address 19212123.32

GetAccounts response:

"status": 200,
"messageStatus": "Success",

"payload": [

{
[ESSoUEEETAN: KISRONCRT006021430I, (resourcelD is needed to call the next resource

APIs)

"iban": "RO98BTRLRONCRTOABCDEFGHI",

"currency": "RON",

"name": "Cont de disponibil", (name of the account. For ING, REV and LIB it will be the
same as owner's name. Detailed at each bank)

"product": "Cont de disponibil", (Product name of the bank for this account, proprietary
definition)

"cashAccountType": "CurrentAccount", (ExternalCashAccountTypelCode from ISO 20022)

"status™: null, (notavailable for all banks. Represents account's status — can be "enabled",
"deleted, "blocked")
"bic": null,
"accountOfficerDescription": null, (only for LIB)
"openingDate": null, (only for LIB)
"customerSector": null, (only for LIB)
"customerType": null, (only for LIB)
"accountUsage": null, (only for LIB)
"workingBalance": null, (only for LIB)
"onlineActualBalance": null, (only forLIB)
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 485.55
}s
"balanceType": "expected", (described after the response example)
"referenceDate": null, (indicates the date of the balance)
"creditLimitIncluded": "false", (indicates if the credit limit of corresponding

account is included in the calculation of the balance, were applicable)
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"creditDebitIndicator": null

"balanceAmount": {
"currency": "RON",
"amount": 485.55
}y
"balanceType": "expected",
"referenceDate": null,
"creditLimitIncluded": "true",

"creditDebitIndicator": null

1,

"sortCodeAccountNumber": null

"balanceType" - The following balance types are defined:

1.

"closingBooked": Balance of the account at the end of the pre-agreed account reporting period.
It is the sum of the opening booked balance at the beginning of the period and all entries
booked to the account during the pre-agreed account reporting period.

For card-accounts, this is composed of

o invoiced, but not yet paid entries

"expected": Balance composed of booked entries and pending items known at the time of
calculation, which projects the end of day balance if everything is booked on the account and
no other entry is posted.

For card accounts, this is composed of

o invoiced, but not yet paid entries,
o not yet invoiced but already booked entries and
o pending items (not yet booked)

"authorised": The expected balance together with the value of a pre-approved credit line the
ASPSP makes permanently available to the user.

For card-accounts:

o "money to spend with the value of a pre-approved credit limit on the card account"
"openingBooked": Book balance of the account at the beginning of the account reporting
period. It always equals the closing book balance from the previous report

"interimAvailable": Available balance calculated in the course of the account servicer's business
day, at the time specified, and subject to further changes during the business day. The interim
balance is calculated on the basis of booked credit and debit items during the calculation
time/period specified

For card-accounts, this is composed of
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o invoiced, but not yet paid entries,
o not yet invoiced but already booked entries

6. "forwardAvailable": Forward available balance of money that is at the disposal of the account
owner on the date specified
7. "nonlnvoiced": Only for card accounts, to be checked yet

8. Get Balances

(core/rest/api/accounts/{bankName}/{resourceld}/{internalConsentld}/balances)

Balance can be checked for each account - "resourceld" from GetAccounts must be sent.
Parameter "PSU-IP-Address" is mandatory on APl headers.

Example of GetBalances headers

GET v PI_BASE_URI}}/gateway/core/rest/api/accounts/BT/K13RONCRTO060214301/ o [balances m

Params  Autherization e Headers (7) Body Pre-request Script ~ Tests  Settings Cookies

Headers 6 hidden

KEY VALUE DESCRIPTION oo BulkEdit Presets v

PSU-IP-Address 19212123.32

GetBalances response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "RO98BTRLRONCRTOABCDEFGHI",
"bban": "BARC12345612345678", (onlyfor RZB)
"currency": null (is null only for BT, FB, REV, OTP, LIB)

by

"balances": [
{

"balanceAmount": {
"currency": "RON",
"amount": 485.55

I

"balanceType": "expected",

"referenceDate": "2023-02-03",

"creditLimitIncluded": "false",

"creditDebitIndicator": null,

"lastChangeDateTime": null, (Thisdataelementmight be used to indicate e.g.withthe
expected or booked balance that no action is known on the account, which is not
yet booked)

"lastCommittedTransaction": null,

"transactionStatus": null
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"balanceAmount": {

"currency": "RON",

"amount": 485.55
I
"balanceType": "expected",
"referenceDate": "2023-02-03",
"creditLimitIncluded": "true",
"creditDebitIndicator": null,
"lastChangeDateTime": null,
"lastCommittedTransaction": null,

"transactionStatus": null

9. Get Transactions

(/core/rest/api/accounts/{bankName}/{resourceld}/{internalConsentld}/transactions)

The transactions for each account can be obtained ("resourceld" must be completed from
GetAccounts).

Currently, the transactions can be obtained for the last 90 days.
Parameter "PSU-IP-Address" is mandatory on APl headers.

The following parameters are requested:

Parameter BT BCR | ING | BRD | RZB | CEC FB UNC | REV | OTP | LIB | GRT

bookingStatus M M N.R. M M M M M M M N.R. M

<
<
<
<
<
<
<

dateFrom M M M M M

dateTo M M M M M M M M M M M M

* M — mandatory
* N.R. — not requested

For Banca Transilvania, the "bookingDate" and "valueDate" have different values for PF and for PJ
accounts. For PJ accounts, the "bookingDate" and "valueDate" are completed also with the payment
initiation date. But when searching the transactions, if the payment initiation date is different from
processing date, then it must be searched after processing date. The same behaviour is in the internet

banking application.

Banks which have pagination will send on APl response the parameter "next". When "next" has a
value, then this means that another page with transactions is available. Furthermore, when "next" is
null, then no other page with transactions is available.

If you want to move to the next page with transactions, then you should send on header the "next"
parameter and its value (link).
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Please note that "next" parameter is correlated with "dateFrom" and "dateTo" and any API call
will raise an error if that period is changed. This means that if you want to retrieve transactions from
other period, then you should make a new GetTransactions call with the new values for "dateFrom"
and "dateTo" so that "next" could work with the new period.

Transactions are sent either bulk or with pagination, as following:

Bank How the transactions are sent
BT 100 transactions / page
BCR Bulk
CEC Bulk
BRD 200 transactions / page
ING 20 transactions / page
REV 50 transactions / page
UNC 400 transactions / page
RZB 50 transactions / page
OTP Bulk
LIB Bulk
FB Bulk
GRT Bulk

GetTransactions response:

"status": 200,
"messageStatus": "Success",

"payload": {

"account": {

"iban": "RO98BTRLRONCRTOABCDEFGHI",
b
"transactions": {

"booked": [

{
"transactionId": "fbcedl29e8384109ae2023020522000000012", (null
only for BRD and UNC)
"entryReference": null,
"endToEndId": null, (Unique transaction reference given by the initiator of the

transaction)

"bookingDate": "2023-02-05", (processingdate. AS-IS: all banks except BT will
sort transactions after bookingDate.)

"valueDate™: "2023-02-05", (initiation date. AS-IS: only BT sort transactions after
valueDate)

"executionDateTime": null, (only for ING)
"transactionAmount": {

"currency": "RON",

"amount": 1200.19
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"transactionType": null,

"exchangeRate": [], (object can be null depending on transaction's type)

"creditorName": "Dan Popescu", (it can be null depending on transaction's type)

"creditorAccount": {

"iban": "RO98BTRLRONCRTOABCDEFGHI"

}, (it can be null depending on transaction's type)

"debtorName": "Dana Popescu", (it can be null depending on transaction's type)

"debtorAccount": {

"iban": "RO98BTRLEURCRTOABCDEFGHI"
}, (it can be null depending on transaction's type)
"remittanceInformationUnstructured": "Merchant reference 202302
0522000000012"™, (MAX 140 TEXT - different transaction's details from core banking. It will be different from bank
to bank and depends on transaction's type. REV does not send it)

"proprietaryBankTransactionCode": null, (code or description attributed by
the bank regarding transaction's type)

"additionalInformation": null, (onlyfor BCRand REV. For BCR it shows an
integer and for REV it shows information similar with the one from parameter
"remittancelnformationUnstructured")

"transactionStatus": null, (onlyfor REV)

"creditDebitIndicator": null (only for REV)

bo
{transaction no. 2, 3, etc.}
i
"pending": [1],
"links": null
}o
"balances": []

10. GetTransactionDetails

(/core/rest/api/accounts/{bankName}/{resourceld}/{internalConsentld}/transactions/{transactionld}/detai
Is)

This API returns the same information as GetTransactions but only for a specific transaction (you
must complete the "transactionld" and "resourceld"). Parameter "PSU-IP-Address" is mandatory on
APl headers.

Only BT, BCR, CEC and GRT have implemented this API.

Example of GetTransactionDetails headers

GET v |_BASE_| /gateway/corefrest/apifaccounts/BT/K13RONCRT0060214 301/ [transactions/fbced119e838410822019111122000000011/details m

Params  Authorization s Headers (7)  Body  Pre-request Script Settings Cookies

Headers 6 hidden
KEY VALUE DESCRIPTION ess  Bulk Edit Presets v

PSU-IP-Address 19212.123.32

* Red underline — "resourceld"
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* Green underline — "transactionld"

GetTransactionDetails response:

"status": 200,
"messageStatus": "Success",

"payload": {

"transactionId": "fbcedl19e8384109ae2019111122000000011",

"entryReference": null,
"endToEndId": null,

"bookingDate": "2019-07-28",

"valueDate": "2019-07-28",

"transactionAmount": {
"currency": "RON",

"amount": 1100.2
}
"transactionType": null,
"creditorName": "Dan Popescu",
"creditorAccount": {

"iban": "RO98BTRLRONCRTOABCDEFGHI"
by
"debtorName": "Dana Popescu",
"debtorAccount": {

"iban": "RO98BTRLEURCRTOABCDEFGHI"
by

"remittanceInformationUnstructured": "Merchant reference 201907282100000001

111,

"executionDateTime": null

11. GetAccountDetails

(/core/rest/api/accounts/{bankName}/{resourceld}/{internalConsentld}/details)

This API is used to obtain account details for a specific account, not for all accounts. ING doesn’t
provide this API. You must complete the "transactionld". Parameter "PSU-IP-Address" is mandatory

on API headers.

Only ING did not implement this API.

Example of GetAccountDetails headers

GET v {{API_BASE_URI}}/gi Y /BT/KI3RONCRT0060214301/{{interna|Consentld]}/details

Params  Authorizatione  Headers (7)  Body  Pre-request Script  Tests  Settings

Headers 6 hidden

KEY VALUE DESCRIPTION

PSU-IP-Address 19212.123.32

Cookies

o BulkEdit  Presets v

GetAccountDetails response:
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"status": 200,

"messageStatus": "Success",

"payload": {
"resourceId": "K13RONCRT0060214301",
"ipban": "RO98BTRLRONCRTOABCDEFGHI",
"currency": "RON",
"name": "Cont de disponibil",
"product": "Cont de disponibil",
"cashAccountType": "CurrentAccount",
"status": null,
"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,

"onlineActualBalance": null,

"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 485.55
by
"balanceType": "expected",
"referenceDate": "2023-02-06",
"creditLimitIncluded": "false",
"creditDebitIndicator": null
}y
{
"balanceAmount": {
"currency": "RON",
"amount": 485.55
by
"balanceType": "expected",
"referenceDate": "2023-02-06",
"creditLimitIncluded": "true",

"creditDebitIndicator": null

1y

"sortCodeAccountNumber": null

12. DeleteConsent

This APl can be used to revoke access given through a consent. Parameter "PSU-IP-Address" is

mandatory on API headers.
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Example of DeleteConsent headers

DELETE ~  {{API_BASE_URI}}/gateway/core/rest/api/deleteConsent/BT/{{internalConsentid}} m

Params  Authorizatione  Headers (7) Body Pre-request Script Tests Settings Cookies
Headers 6 hidden
KEY VALUE DESCRIPTION oo BulkEdit Presets v
PSU-IP-Address 19212.123.32

DeleteConsent response:

{
"status": 200,
"messageStatus": "Success",
"payload": {
"message": "Consent has been successfully revoked"
}
}

After calling the APl DeleteConsent, any other called APl will response with the following
structure:

"status": 401,
"messageStatus": "Unauthorized",
"moreDetails": {

"text": "TerminatedByTpp"
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6. Banks flow

All flows were made made using testing accounts on Sandbox environment and data
provided by the banks.

For "initConsent" flow (after which PSU will interact with the bank to authorise the
consent), if there are Ul differences between SANDBOX and PROD environments, we will
provide examples from both types of interaction with the bank.

1. Banca Transilvania - Flow

1. Authenticate

1. Authenticate v woo Va
POST ~ {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send v
Params Authorization Headers (8) Body @ Pre-request Script Tests @ Settings @ Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION ese  Bulk Edit
client_id {{client_id-partner}}
1. Authenticate v eee Vi
POST ~  {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send ~
Params Authorization Headers (8) Body @ Pre-request Script Tests @ Settings @ Cookies
1 var jsonData = JSON.parse(responseBody) ;| T P
2 postman.setEnvironmentVariable ("access_token", jsonData.payload.access_token);
3 postman.setEnvironmentvariable ("refresh_token", jsonData.payload.refresh_token);
4 postman.setEnvironmentvariable("internalConsentId", jsonData.payload.internalConsentId);

Response:

"status": 200,
"messageStatus": "SUCCESS",

"payload": {
"internalConsentId": 101660,
"access token": "eyJhbGciOiJSUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI4alhJwWs

1YbUhFQOIONkZBckhZSzUOQndGYXFiMi1NUUF4SEJXYmlxb2Z2JIn0.eyJ1leHAIOJE2NTUYOTIyMjcsImlhd
CI6MTYINTISMTkyNywianRpIjoiNWM5SMWZINDUtM)kONyOONzg2 LWISMTYtYJI12DZ)YIM3NmI1lTIiwiaXNz
IjoiaHROcDovL2t1leWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyT
SImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TtYWFmMZ11mOTc4MTU2NDc3ZDMiLC
J0eXA101JCZWFyZXI1LCJIJhenAi01J0ZXNOY2xpZW50djEiLCIZzZXNzaWIuX3NOYXR1ITIjoiN2UyYmUSNDYtZ
WMzNCOOMWJI1LT1hMDOENTYwWMmU2MzQyNDdiTiwiYWNyIjoiMSIsImFsbG93ZWQtb3JpZ2lucyl6WyIvkKidd
LCJyZWFsbVI9hY2N1c3MiOnsicm9sZXMiOlsib2ZmbGluzZVohY2N1c3MiLCI1bWFfYXV0aGOyaXphdGlvbiJd
dfSwicmVzb3VyY2VEYWNJZXNzIjp7InR1c3RjbGl1bnR2MSI6eydyb2xlcyIloWyJlbWFfcHIvdGVidGlvbi
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JAESwiYWNijb3VudCIceydyb2xlcyIoWyJtYWShZ2UtYWNjb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtz I
iwidmlldylwem9maWx1I119fSwic2NvcGUiO1iJzbWEydGEjY291bnRzX2NvbnN1bnRfaWRfY2xhaWO6MTAX
NjYwIiwic2lhcnRhY2NvdW50c19jb25zZW50X21kX2NsYWItIjoiMTAXNJYwIiwiY2xpZWS50SWQi01J0ZXN
0Y2xpZW50djEiLCIjbGl1lbnRIb3NOIjoiMTAUMCA yNDguMzIiLCIJ1bWFpbF922XJpzmllZCI6ZmFsc2UsIn
ByZWZ1lcnJlZF91c2VybmFtZSI6InNlcnZpY2UtYWNIb3VudCl0ZXNOY2xpZW50djELiLCIjbGl1bnRBZGRYZ
XNzIjoiMTAuUMC4yNDguMzIifQ.K901Ya-ceJYwJtOm-

nqIGUk7KGOL5891B7KaHOvbpOQPez LOsnrix7RDZvX09WibXXi2rrMIw6XweBD]xpLXYYEKGI JWE]fg-
Cy5WDu3JFP_S-
PIlmk2dmHyDs5GUViw3HOdEROSuSdkyjgQjPK8IMnI18080vPnZmUAHEI3MEFYVPZ583ust45dW5 -
1lceLDbPY8F-

nEgWgdoYkjc A AoR35e4uYfZKBZKJP3uuuPJgwLPvY1lUdYOMYEyiwOFi28K07YVeilGdgsVKnnmW -
11jRje4qLTYswSRSR-Pae8062svnbkzgEjRaz fYRmCo6JhhsCwNRpSGoxUxf8e SkoA",

"refresh token": "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmMi1kMjk3LTQOYWItYJY5Ni05NTcOODRMYTU2ZDY1ifQ.eyJleHAIOJE2NIMwNG c5MjcsImlhdCI6MTY1N
TISMTkyNywianRpIjoiYTEINzM4MTctN2IwMy0OMMRKLThmY jMtOTBhZWIJNTgzOTNiIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyIsImF1ZCT
6Imh0dHAG6LY9rZX1jbG9%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNJb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2ItYWEFmMmZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi01iJPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc21lvbl9zdGF0ZSI6IjdIMmJIIOTQ2LWVIMzQtNDFiZS05YTAOLTU2
MDJINJMOMJQ3YiIsInNjb3B1lIjoic21hcnRhY2NvdiW50c19jb25z2ZW50X21kX2NsYW1tOJEWMTY2MCJ9. £4
08vBO9dkMGnw2RX0OMRsQR8TelZ vUeWowfkjRuEQOY"

}

2. initConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 1.Intermediary API's BT / 4.InitConsent v soo / =
POST v {{API_BASE_URI}}/gateway/corefrest/api/initConsent/{{internalConsentld}} Send ~

Params Authorization ® Headers (12) Body @ Pre-request Script Tests Settings Cookies

Headers @ 9 hidden

KEY VALUE DESCRIPTION o00 Bulk Edit Presets v
Content-Type application/json
PSU-IP-Address 19212.123.32
0

Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 1. Intermediary API's BT / 4.InitConsent ~ aoe / =
POST ~ {{API_BASE_URI}}/gateway/corefrest/apifinitConsent/{{internalConsentid}} Send v
Params Authorization @ Headers (12) Body @ Pre-request Script Tests Settings Cookies

none form-data x-www-form-urlencoded @ raw binary GraphQL JSON Beautify

“TCaccepted":  true

1 4

2 “codeBank": "BT",

3 “period0fvalid": 9@,

4 “psuEmail”: "catalin.zaman@itsmartsystems.eu”, B
5 "psuIntermediarId”: "123",

6 "redirectURL": "https://www.google.com",

7

8
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Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "RECEIVED",
"consentId": null,
" links": {
"scaOAuth": {

"href": "https://apistorebt.ro/mga/sps/oauth/ocauth20/authorize?stat
e=eyJ1lbmMiOiJBMTI4Q0JDLUNTMIU2IiwiYWxnIjoiZGlyIiwiY3R5Ij0iS1dUIn0. .8NZgOhkz1NK3 -
XxGPFDhfA.AaoyUSHtO0QRAB0d2wnF0XGSJ2V8jqctcU0G8016GI70JKaTk63dwwolc4 fEKhhYpW1QZgwcAk
b65DVVEjun96N78acNBaVmwIJSLOACC42 —
MeNFsul3dxHebiSEhTIQQST]jjcs9YzKhYRNaYwhEmpCE8iaDQcoeZDePjrFdK4CXcSKEvVI ai fah9lwJwe
01eb6RNvw007ziLrel JKFXTYLvGzEmtGlkHIfDMglAxZ1iUbarJCOPAJPbT6LCDbVvQOSIBtOO8IOTrw65gsWl8
FpJd6ZhzI0Ivn5SmUsAN4te6]jLGDRYa9-UejYdo-
sZo0I4yyErmmhuTF46IveP5R71MLXa60UHk7Z0b0fS39mConxycsweVPAEAOTcG1s3p7UNz61Q]) yVAXWFUL
UZg2TSrAbVRglY3EtsCHyJJYjgB4rcsboWmES8rPuhNJ6fRhbec2YuUYCJeZgnRCNPkrUfCDEINEpBgAvg4H
HMcLgwxMU1aG0byf5poiXPRTTuT35N3wXPJoGVSImmFJ70BOC8MsgvYt 8pwnWgCO50s8leJuuqy¥i7 -
MrAjdpVA4XFzqCyMBRItM1ZE8QlrVgwdke70 DzrSVED4IE3Idgyopw2VfEc5sjaW-
RpyKeqpgl8R1cIMIekPzbXJi0NwHyLZZOJIm)FAtGhYKBgrOvUF17VJIy6HODgt56yi8FITXY6BOim95SEy1XE
Zz JHzC3UH8Kyssw3I46PLsruG7YcfPzMzs4G7hoYCx9P3Hgblf8SCs3U0sAAsfMIlaVLg6EMuSOhiTXR6a
90sE0abgsejbyQDWY7VUFB6-GudcTafUVlxL8fakE01gM-WzvfPrPZbLO~-

VoSjh2Wvon2YBtgl 7N7rM5eI93SK1IIHYWLVLxKroes-22TrLxNJGf4-s O9Fx-—
SryW3eu6zi5s746epMt7sTStzlihvdf2eG4gKBWdp5JyPpb4dcm3xAutRWcMzVbWOHgqrRsSWZLroX9ZchQPEf
g6fawpoMT£34gIdBHxBWE3AzYjKjH4QkWOQJI5gH-
iWLRTSgdn7AMoQyvn4xHh71pE HYAkKgqzLB3FThErSOpoMR6m-
92EHfFCOQkCF5TNH rcKrawzfaMsTw.FFV ZGJQ2AiEgNVd4V6 jQ&response type=codeé&client id=
a36732b0-b710-4al14-813a-
88d0e3f3383a&redirect uri=https://api.sandboxaccounts.smartfintech.eu/gateway/core/
rest/api/confirmation&scope=AIS:aic5d3cle29edl6714bbf488red&code challenge=Jlrlclel
UkGzSU6gbUTLO-
JMUgLf XQ1N3Jn8Dmci3w&code challenge method=S256&nonce=nonce 1655297699218"

}
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9

Authentication

Choose the login method

ﬁ

MNEOBT

Login ID

/ Token NeoBT

Fassy

| forgot my NeoBT password

e

Authentication

Choose the login method

™

WNCOBT

ra

123

Far sure, check the first 2 digits again. They're the same? If they are not
identical, do not add the code and call us at 0264 308 028.
Add the code received via SM5:

67 - 1234567

0264 308028 = contact@btrlro
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Through the Third Party Payment Services Provider platform SmartAccounts DEMO you are going to view the IBANs, account balance and

transaction history for 90 days, from your following payment accounts opened with BT:

Select accounts

I ] currentaccount RO98BTRLRONCRTOABCDEFGHI

B currentaccount RO9SBTRLEURCRTOABCDEFGHI

Select all accounts

If you are an individual customer, please note that your personal data regarding the accounts' IBANSs, balance and transaction history will be processed by ET

and will be disclosed to the Third Party Payment Services Provider.

RETURN TO TPP

After selecting accounts and pressing "RETURN TO TPP", thus authorising the consent for selected
account(s), PSU or developer will be redirected to the established page.

3. GetConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 1. Intermediary API's BT / 5. GetConsent v ke 7 B
GET v {{API_BASE_URI}}/gateway/core/rest/api/consent/BT/{{internalConsent|d}} Send ~
Params Authorization @ Headers (9) Body Pre-request Script Tests Settings Cookies
Headers < 7 hidden
KEY VALUE DESCRIPTION ese  BulkEdit Presets v
PSU-IP-Address 19212123.32
Content-Type application/json
Key Value
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"access": {
"accounts": [

{
"iban": "RO98BTRLRONCRTOABCDEFGHI"
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1,

"iban": "RO98BTRLEURCRTOABCDEFGHI"

"balances": [

1,

{

by
{

"iban": "RO98BTRLRONCRTOABCDEFGHI"

"iban": "RO98BTRLEURCRTOABCDEFGHI"

"transactions": [

1,

{

by
{

"iban": "RO98BTRLRONCRTOABCDEFGHI"

"iban": "RO98BTRLEURCRTOABCDEFGHI"

"availableAccounts": null

by

"consentStatus": "valid",

"frequencyPerDay": 4,
"lastActionDate": "2023-02-07",
"validUntil": "2023-03-09",

"recurringIndicator": true,

"combinedServiceIndicator": null,

"creationDate": null

4. GetConsentStatus

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 1. Intermediary API's BT / 6. GetConsentStatus v ase f =l
GET ~ {{API_BASE_URI}}/gateway/core/rest/api/consent/BT/{{internalConsentld}}/status Send v
Params Authorization @ Headers (9) Body Pre-request Script Tests Settings Cookies
Headers © 7 hidden

KEY VALUE DESCRIPTION ooe Bulk Edit Presets
Content-Type application/json
PSU-IP-Address 19212.123.32

Key Value Description

Response:
"status": 200,

"messageStatus":

"payload":

{

"Success",
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"consentStatus": "valid"

5. GetAccounts

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 1.Intermediary API's BT / 7. GetAccounts

GET v

{{API_BASE_URI}}/gateway/core/rest/api/accounts/BT/{{internalConsentld}}

Params Authorization @ Headers (8) Body Pre-request Script Tests Settings

Headers <@ 7 hidden

KEY

PSU-IP-Address

Key

VALUE DESCRIPTION

19212123.32

Value Description

sae

Bulk Edit

Cookies

Presets v

Response:

"status": 200,

"messageStatus": "Success",

"payload": [

{

"resourceId": "K13RONCRT0060214301",
"iban": "RO98BTRLRONCRTOABCDEFGHI",
"currency": "RON",
"name": "Cont de disponibil",
"product": "Cont de disponibil",
"cashAccountType": "CurrentAccount",
"status": null,
"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 485.55

by

"balanceType": "expected",

"referenceDate": null,

"creditLimitIncluded": "false",

"creditDebitIndicator": null

"balanceAmount": {
"currency": "RON",
"amount": 485.55
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by

"balanceType": "expected",

"referenceDate": null,

"creditLimitIncluded":

"creditDebitIndicator":

1y

"sortCodeAccountNumber": null

"t rue" ,
null

"resourceId": "K13EURCRT0060214301",
"iban": "RO98BTRLEURCRTOABCDEFGHI",

"currency": "EUR",

"name": "Cont de disponibil",

"product": "Cont de disponibil",

"cashAccountType": "CurrentAccount",

"status": null,
"bic": null,

"accountOfficerDescription": null,

"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,

"workingBalance": null,

"onlineActualBalance": null,
"balances": [
{
"balanceAmount": {
"currency": "EUR",

"amount": 1156.51
s

"balanceType": "expected",
"referenceDate": null,
"creditLimitIncluded": "false",
"creditDebitIndicator": null
I
{
"balanceAmount": {
"currency": "EUR",
"amount": 1156.51
by
"balanceType": "expected",
"referenceDate": null,
"creditLimitIncluded": "true",
"creditDebitIndicator": null

1,

"sortCodeAccountNumber": null
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6. GetBalances

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 [/ 1.Intermediary API's BT / 8. GetBalances v ki / =
GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/BT/K13RONCRT00680214301/{{internalConsentld}}/balances Send 4
Params Authorization ® Headers (8) Body Pre-request Script Tests Settings Cookies
Headers © 7 hidden

KEY VALUE DESCRIPTION coe  Bulk Edit  Presets v

= PSU-IP-Address 19212.123.32 X
Key Value Description
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "RO98BTRLRONCRTOABCDEFGHI"
by
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 485.55
I
"balanceType": "expected",
"referenceDate": "2023-02-07",
"creditLimitIncluded": "false",
"creditDebitIndicator": null,
"lastChangeDateTime": null,
"lastCommittedTransaction": null,

"transactionStatus": null

"balanceAmount": {

"currency": "RON",

"amount": 485.55
by
"balanceType": "expected",
"referenceDate": "2023-02-07",
"creditLimitIncluded": "true",
"creditDebitIndicator": null,
"lastChangeDateTime": null,
"lastCommittedTransaction": null,

"transactionStatus": null
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7. GetTransactions

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 1.Intermediary API's BT | 9. GetTransactions [B) save v~ ooe Z =
GET v {{API_BASE_URI}}/gateway/corefrestfapi/accounts/BT/K13RONCRT0060214301/{{internal Consentld}}/transactions?booking Status=booked&dateFro Send ~
Params @ Authorization @ Headers (9) Body Pre-request Script Tests @ Settings Cookies
Headers @ 7 hidden
KEY VALUE DESCRIPTION ssc  Bulk Edit Presets v
PSU-IP-Address 1921212332
= next {{next_page}} x
Key Value
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 1. Intermediary API's BT / 9. GetTransactions B Save v o0 f =
GET ~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/BT/K13RONCRT00680214301/{{internalConsentld}}/transactions?bookingStatus=booked&dateFrom Send ~
Params Authorization & Headers (8) Body Pre-request Script Tests @ Settings Cookies
Query Params
KEY VALUE DESCRIPTION cos  Bulk Edit
bookingStatus booked
dateFrom 2023-02-06
dateTo 2023-02-07
Key Value
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 1. Intermediary API's BT / 9. GetTransactions B Save v o0 / =
GET ~ {{API_BASE_URI}}/gateway/core/rest/apifaccounts/BT/K13RONCRT0080214301/{{internalConsentld}}/transactions?bookingStatus=booked&dateFro Send v
Params @ Authorization ® Headers (9) Body Pre-request Script Tests @ Settings Cookies
1 const responselson = pm.response.json(); ¢
2 let next = responselson.payload.transactions.links;
3 if (next != null) {
4 postman.setEnvironmentVariable("next_page", next.next.href);
5 i
6 else §
7 postman.setEnvironmentvariable ("next_page", null);
8k
Response:

200,

"messageStatus":

"status":
"Success",
"payload": {
"account": {
"iban":
s
"transactions": {
"booked": [
{
"transactionId":
"entryReference":
"endToEndId":

"RO98BTRLRONCRTOABCDEFGHI"

"fbced129e8384109ae2023020622000000012",
null,

null,
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0622000000012",

0622000000013",

"bookingDate": "2023-02-06",
"valueDate": "2023-02-06",
"executionDateTime": null,
"transactionAmount": {

"currency": "RON",

"amount": 1200.19
by
"transactionType": null,
"exchangeRate": [],
"creditorName": "Dan Popescu",
"creditorAccount": {

"iban": "RO98BTRLRONCRTOABCDEFGHI"
by
"debtorName": "Dana Popescu",
"debtorAccount": {

"iban": "RO98BTRLEURCRTOABCDEFGHI"
by

"remittanceInformationUnstructured": "Merchant reference 202302

"proprietaryBankTransactionCode": null,
"additionalInformation": null,
"transactionStatus": null,

"creditDebitIndicator": null

"transactionId": "fbcedl39e8384109ae2023020622000000013",

"entryReference": null,
"endToEndId": null,
"bookingDate": "2023-02-06",

"valueDate": "2023-02-06",
"executionDateTime": null,
"transactionAmount": {

"currency": "RON",

"amount": 1300.18
by
"transactionType": null,
"exchangeRate": [],
"creditorName": "Dan Popescu",
"creditorAccount": {

"iban": "RO98BTRLRONCRTOABCDEFGHI"
by
"debtorName": "Dana Popescu",
"debtorAccount": {

"iban": "RO98BTRLEURCRTOABCDEFGHI"
b

"remittanceInformationUnstructured": "Merchant reference 202302

"proprietaryBankTransactionCode": null,
"additionalInformation": null,
"transactionStatus": null,

"creditDebitIndicator": null
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"pending": [1,
"links": {
"next": {

"href": "aHROcHM6Ly9tdGxzLmFwaS5zbWFydHBNnLmVI1L3NtYXJ0ZmludGVjaC
9zYW5kYm94L3BzZDItYW1lzcCI92MSOhY2NvdW50cy9CVCOLMTNSTO5DUL QWMDY WM EOMZzAXL3RyYW5zYWNOa
W9ucz 9kYXRIRNIvHLTOyMDIzLTAxLTA2IJmRhdGVUbz0OyMDIZLTAYLTA3ImJIvb2 tpbmdTdGF0dXM9Ym9va2Vk
InJ1lY29yZHNQZXJIQYWA1PTEWMCZwWYWA1TnVEtYmVyPTI="

by
"balances": []
8. GetTransactionsDetails
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 1. Intermediary API's BT / 10. GetTransactionDetails A oo f =
GET ~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/BT/K13RONCRT0060214301/{{internalConsentld}}/transactions/fbced119e8384109ae2019111122 Send v

Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies

Headers @ 7 hidden

KEY VALUE DESCRIPTION wo  BulkEdit Presets v
PSU-IP-Address 1921212332
Key Value Description
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"transactionId": "fbcedl19e8384109ae2019111122000000011",
"entryReference": null,
"endToEndId": null,
"bookingDate": "2019-07-28",
"valueDate": "2019-07-28",
"transactionAmount": {
"currency": "RON",
"amount": 1100.2
by
"transactionType": null,
"creditorName": "Dan Popescu",
"creditorAccount": {
"iban": "RO98BTRLRONCRTOABCDEFGHI"
by
"debtorName": "Dana Popescu",
"debtorAccount": {

"iban": "RO98BTRLEURCRTOABCDEFGHI"
by
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"remittanceInformationUnstructured":

"Merchant reference 201907282100000001

1 " ,
"executionDateTime": null
}
}
9. GetAccountDetails
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 1.Intermediary API's BT / 11. GetAccountDetails v oo / =

GET ~  {{API_BASE_URI}}/gateway/core/rest/api/accounts/BT/K13RONCRT0060214301/{{internalConsentld}}/details Send ~
Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers @ 7 hidden

KEY VALUE DESCRIPTION sso  BulkEdit Presets v
PSU-IP-Address 19212.123.32

Key Value Description

Response:
"status": 200,

"messageStatus": "Success",
"payload": {

"resourceId": "K13RONCRT0060214301",
"RO98BTRLRONCRTOABCDEFGHI",

"RON" ,

"iban":
"currency":
"name": "Cont de disponibil",
"product": "Cont de disponibil",
"cashAccountType":
"status": null,
"pbic": null,
"accountOfficerDescription":
null,

null,
null,

null,

null,

"onlineActualBalance":

"CurrentAccount",

null,
"openingDate":
"customerSector":
"customerType":
"accountUsage":
"workingBalance":
null,
"balances": [
{
"balanceAmount": {

"currency": "RON",

"amount": 485.55
I
"balanceType": "expected",
"referenceDate":
"creditLimitIncluded":

"creditDebitIndicator":

"balanceAmount": {

"2023-02-07",
"false",

null
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"currency": "RON",
"amount": 485.55
br
"balanceType": "expected",
"referenceDate": "2023-02-07",
"creditLimitIncluded": "true",

"creditDebitIndicator": null

i

"sortCodeAccountNumber": null

10. DeleteConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 1.Intermediary API's BT / 12 DeleteConsent

DELETE ~ {{AP|_BASE_URI}}/gateway/core/rest/api/deleteConsent/BT/{{internalConsentld}}

Params Authorization @ Headers (8) Body Pre-request Script Tests Settings

Headers @ 7 hidden

v oee Z B
Send v
Cookies

KEY VALUE DESCRIPTION e« BulkEdit Presets v
PSU-IP-Address 19212.123.32

Key Value Description

Response:

"status": 200,
"messageStatus": "Success",

"payload": {

"message": "Consent has been successfully revoked"

11. RefreshToken

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 [ 1.Intermediary API's BT / 1.1 RefreshToken

POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken

Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings

Headers @ 8hidden

KEY VALUE
internalConsentld {{internalConsentld}}
access_token {{access_token}}

Key Value

v see eS|
Send v
Cookies

DESCRIPTION

s

oo Bulk Edit  Presets v

Description

41




SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 1.Intermediary API's BT / 1.1 RefreshToken hd aee f =

POST ~ {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send v

Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL

KEY VALUE DESCRIPTION eeo  Bulk Edit

= refresh_token Text {{refresh_token}} x
client_id {{client_id-partner}}

Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 1. Intermediary API's BT / 1.1 RefreshToken v 9o / =
POST ~  {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send v
Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings Cookies

1 var jsonData = JSON.parse(responseBody); ¢
2 postman.setEnvironmentvVariable("access_token", jsonData.payload.access_token);

3 postman.setEnvironmentvariable ("refresh_token", jsonData.payload.refresh_token);

4 postman.setEnvironmentvariable ("internalConsentId", jsonData.payload.internalConsentId);

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 103812,

"access token": "eyJhbGciO0iJSUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICIMZTVKbU
JFW1JONWYxSWxQQ1hBOWAVMWPpQYmhlblFWOEJHUJ1KRIJALtTMZJIn0.eyJleHAIOjE2NZzU30DEYMTUsImlhd
CI6GMTY3NTc4MDkxNSwianRpIjoiZmRhMzQ3NzgtYjNkOCOOMzYwLWFMYmQtMz ZmMTYyZWIhNTkwIiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1lzZ2XJ2aWN10jgwODAVYXV0aCo9yZWEFsbXMvc2lhecnRhY2NvdW50cyT
sImF1ZCI6ImFjY291bnQiLlCIJzdWIiOiJjNJFjODcIMCOIMTNKLTOXNGY tOGQ5Ny1mZDY3NJMwYzdkZGU1iLC
J0eXA101JCZWEFyZXIiLCJhenAiO1J0ZXNOY2xpZW50dJEIiLCIzZXNZzaWIuX3NOYXR1IjoiNDc2MzUwM2 ItM
DNiNiOOMjdiLThkYWEtY2Q2MGR1IZWYXNzE1TIiwiYWNyIjoiMSIsImFsbG93ZWQtb3Jpz2lucyl6WyIgIllOs
InJlYWxtX2FjY2Vzcylbeydyb2xlcyIloWyJvZmZsaWb1X2FjY2VzcyIsInVtYVIhdXRob3JpemF0aW9uIll
9LCIyZXNvdAXJJZVIhY2N1c3MiOnsiYWNIb3VudCIbeyIyb2xleyI 6WyJItYW5hZz2Ut YWNib3VudCIsImlhbm
FnZS1hY2NvdW50LWxpbmtzIiwidmlldylwem9OmaWx1I119fSwic2NvcGUi01iJzbWEydGFjY291bnRzX2Nvb
nNlbnRfaWRfY2xhaWO6MTAZzODEyIiwic2lhcnRhY2NvdiW50c19jb25z2ZW50X21kX2NsYW1ltIjoiMTAZODEyY
TiwiY2xpZW50SG9zdCI6IJEWLJAUMIEXLjclIiwiY2xpZW50SWQi01J0ZXNOY2xpZW50djEiLCI1bWEFPbE9
272XJpZmllZCI6ZmEFsc2UsInByZWZ1cnd1ZF91c2VybmFtZSI6InN1cnZpY2UtYWNjb3VudCl0ZXNOY2xpZW
50djEiLCIjbGl1bnRBZGRYyZXNzIjoiMTAUMC4yMTEUNzUifQ.S7YGROFn82zi0dwccCseHdPM3PkCn6tjf —
A-
F33pVatglmPoAlxnQDnAznaDgG8QfZcxC3CEi1is1PW6119dg2sEDFM7yGeXu8g7dRCuIne28JAeWjhl1HIZ1
99wyqc4YOHYfb30j1lrpSMB3 -dtAXgFloztIZejlJKbs-
svCMMGehLVIALdm2vD2kumoAQyow3cszh0elGlYr-QI-
rd66KD6SHXMt1vBS1ST1qgjSYYN7afRaOk49aZKP8bi134rBQHLboDph9Q QEOH1eS3z5VAOE6bW Ga3R8We
abrCiyC6z0-EKFJO pOzVvpety8leTfgBcNXygW6Dn c64Ncwjw'",

"refresh token": "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiS1dUTIiwia2lkIiA6ICIIN]UwWN
JNmYi05ZDJ1ILTQLlZTgtOTY10C020WZhZTEOZTEWODALIfQ.eyJ1leHAIOJE20DMINTE3MzUsImlhdCI6GMTY3N
Tc4MDkxNSwianRpIjoiZTI2ZGYWZDYtNzFmMCOOZTNGLTk4YmYtMjcyOTg3NTVhMTMxIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1zZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhcnRhY2NvdW50cyIsImF1ZCT
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6Imh0dHA6LY9rZX1jbGO%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJ0YWNjb3VudHMiLC
JzdWIi0iJjNjFjODcIMCOIMTNKLTOXNGYtOGQ5Ny1mZDY3NIMwYzdkZGUiLCJ0eXA101JPZmZsaW51IiwiY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc2lvbl9zdGF0ZSI6IjJQ3NJMIMDNiLTAZzY JYENDI3Y1i04ZGFhLWNk
NjBkZWVmMTcxNSIsInNjb3BlIjoic2lhcnRhY2NvdW50c19jb252Z2W50X21kX2NsYW1tOjEwMzgxMiJ9.Ge
1I6-6j ztlJYFTQrPTMnR4LWv42h40ps33MMszZMuQ"

n n H . H .
In case the "accessToken" expires, the response will have the following structure:
"status": 401,
"messageStatus": "Unauthorized",
"moreDetails": {
"text": "Invalid access token"
2. ING Bank — Flow
1. Authenticate
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 2.Intermediary API's ING / 1. Authenticate &7 @00 / =
POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send v
Params Authorization Headers (9) Body @ Pre-request Script Tests @ Settings @ Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION ese  Bulk Edit
client_id {{client_id-partner}}
I:I client_secret {{client_secret_partner}}
Key Value
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 |/ 2.Intermediary API'sING / 1. Authenticate ~ aoe Z B
POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send v
Params Authorization Headers (9) Body @ Pre-request Script Tests @ Settings @ Cookies
1 |\far jsonData = JSON.parse(responseBody); ¢
2 postman.setEnvironmentvariable("access_token", jsonData.payload.access_token);
3 postman.setEnvironmentvariable("refresh_token", jsonData.payload.refresh_token);
4 postman.setEnvironmentVariable("internalConsentId”, jsonData.payload.internalConsentId);
Response:

"status": 200,

"messageStatus": "SUCCESS",

"payload": {
"internalConsentId": 101686,
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"access token": "eyJhbGciOiJSUzI1INiIsInR5cCIgOiAiSldUIiwia2lkIiA6ICI4alhJwWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi1INUUF4SEJXYmlxb2Z2JIn0.eyJ1leHAIOJE2NTUyOTg3MzcsImlhd
CI6GMTYINTIS5ODQzNywianRpIjoiZTU4ZmF1YTAtNMIyNCOOODBMLTKk1ZDYtY2ImZWOXMmMUwYWY4TIiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyT
SImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TItYWFMZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXA101JCZWFyZXI1LCJIJhenAiO1J0ZXNOY2xpZW50djEiLCIZzZXNzaWIuX3NOYXRITIjoiNTFiN2E3ZDAtLY
JEOYSO0YJhKkLWE4AYZzEtMzIIMmFkZjYRMGOWIiwiYWNyIjoiMSIsImFsbG93ZWQtb3Ipz2lucyI6WyIvKidd
LCJIyZWFsbVI9hY2N1c3MiOnsicm9sZXMiOlsib2ZmbGluzZVohY2N1c3MiLCI1bWFfYXV0aGOyaXphdGlvbiJd
dfSwicmVzb3VyY2VEYWNJZXNzIjp7InR1c3RjbGl1bnR2MSI6eyJyb2xlcyIloWyJ1lbWFfcHIvdGVidGlvbi
JdfSwiYWNijb3VudCIeeydyb2xlcyI6WyJtYWS5hZ2UtYWNjb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtz T
iwidmlldylwem9maWx1I119fSwic2NvcGUi01iJzbWEydGEFjY291bnRzX2NvbnN1bnRfaWRfY2xhaW06MTAxX
Njg2Iiwic21henRhY2NvdW50c197b2522W50X21kX2NsYW1tIjoiMTAXNYg2IiwiY2xpZW50SWQi01iJ0ZXN
0Y2xpZW50djEiLCIjbGl1bnRIDL3NOIjoiMTAUMC4yNDguMzIiLCJI 1bWEFpbF92ZXJpZmll1ZCI6ZmEFsc2UsIn
ByZWZ1lcnJlZF91c2VybmFtZSI6InNlcnZpY2UtYWNIb3VudCl0ZXNOY2xpZW50djELiLCIjbGl11bnRBZGRyZ
XNzIjoiMTAUMC4yNDguMzIifQ.cCvndmaj7wKOARsf5gelildhzt81JH1gcJcD8QG—
X1rgVc49RjiBavdQL89uAr60263B10Y4bavNlghlbuVjfTESfIaz5XKTaz2I8QpplrxQlwG95dZDD4GKXPz
3plaRCFOWNHXVeznXg5brEZqn9iQvOatOpXctZe8D8XDoxh-
ZmNI9TCdE20CGujk25u0mrDc6GdFsoutzd2L0ry4LgtAbsyXfFNJL6SiVFE1IhtHk47idnTxixX—

Wj lnyuMbVtMNUIKmV60ORbTR8SL26V0OcS50ey2I1B6wBLEMCxyPMR1IxZ~ fYxmrcoGu9T—
rdHX0IxoDyFqFEMIo8xRINNCIGAIG",

"refresh token": "eyJhbGciOiJIUzI1INiIsInR5cCIgOiAiS1dUTIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjYS5NiOSNTcOODRmMYTU2ZDYifQ.eyJleHAIOJE2NJMwNzQOMzcsImlhdCIGOMTY1N
TI50DQzNywianRpIjoiZjczNjZkNjAtMmIzOCOONjhjLTkzZjMtMzU4M]glODg4MWIxIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1zZXJ2aWN10jgwODAvYXV0aC9yZWFsbXMvc21lhcnRhY2NvdW50cyIsImF1ZCT
6Imh0dHAG6LY9rZX1jbG9%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNJb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2TItYWEFmMmZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi01JPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc21lvbl9zdGF0ZSI6IjUXYJdhN2QwLWIXNGEtNGI4ZC1lhOGMxLTMy
NTJhZGY2MTBKMCIsInNjb3B1Ijoic21hcnRhY2NvdiW50c197b25zZW50X21kX2NsYW1tOJEWMTY4NiJ9. Gp
713 BnvYKaegI4H4R0741Mg7I2dJXB]ZGKaOFFW6A"

}

2. initConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 2.Intermediary API's ING / 4.InitConsent [a Save v oen f =l
POST v {{API_BASE_URI}}/gateway/core/rest/api/initConsent/{{internalConsentld}} Send 4
Params Authorization @ Headers (12) Body @ Pre-request Script Tests Settings Cookies
Headers @ 9hidden

KEY VALUE DESCRIPTION cee  BulkEdit Presets v
Content-Type application/json
PSU-IP-Address 19212.123.32
O

Key Value Description
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SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 2.Intermediary API's ING / 4.InitConsent Eﬂ Save v @os / =l
POST v {{API_BASE_URI}}/gateway/core/rest/apifinitConsent/{{internalConsentld}} Send v
Params Authorization @ Headers (12) Body @ Pre-request Script Tests Settings Cookies

none form-data x-www-form-urlencoded @ raw binary GraphQL JSON Beautify

1 4

2 "codeBank": "ING",

3 "period0Ofvalid”: 98,

4 "psuEmail”: "catalin.zaman@itsmartsystems.eu",

5 "psulntermediarId”:- "123",

13 "redirectURL": "https://www.google.ro/",

7 "TCaccepted": true

8k

Response:

"status": 200,
"messageStatus": "Success",

"payload": {

"consentStatus": "RECEIVED",
"consentId": null,
" links": {

"scaOAuth": {

"href": "https://api.sandboxaccounts.smartfintech.eu/gateway/core/r
est/api/authorization?internalConsentId=101686&bankRedirectUri=https://myaccount.sa
ndbox.ing.com/granting/2e79dfe2-64f4-4274-abfb-
fabb06f804e4?state%s3DZX1IKcmFXUW1PaUl4TVAENV16VMlaaTB6TmlVeUxUUXhaRF10T1RVek1DMDJORFE
JsT1dFeE56ZGtNelFpTENKaGJIHY21PaUpTVXpJIMUSpSIkuZX1KbGVIQW1PakUyT1RVekl ESXdORGtzSWlsa
GRDSTZNVFkxT1RJINUOEUTBPU3dpY31JINklrRkpVeUlzSW1NaU9pSX1aVGM1WkdabElpMDJOR1kwTFRReUS56
UXRZVOptWWkxbV1UVMINRFpt TORBMEpUUWIMUSS50R3AFTTAXRDINWUIELUhBAGAIWIVYNECtX3pO0WXA3Y2F
mQzhDX01TLUowOFczXzNpUjNVd2pyeWtaVEFOMDhLdjhoa31nVUNOb1F5dINhT1BCVOY1LUhidGFMMHRBdAN
hWcC1lzWGhWZ05Q0dGZXeE04NV1I5Q1RNZnowQmx 3NTR6eHBKSjVZMHBNT2VrOHUXRGVYeWVOMWEibT1HNkZWd
GxLWkVFekISLXJIGVEFPpGSV1rcjZaTOVMMOxCeHJCelVEY2pYW1dTWmRENURyejdyc3BrVFZYOTZwWWIzMT R4
cOFFTk1RVihXaXVxS2xRcmQlbWOMZmITd2ZmTkNVZWIUTWYO0SJBXdmt IVJRNNkVxZDY5NFRyTndJajFOR]1c
xXVXBMcHFOYnpjTONSZDNsLXo5UlJPUVRQWD1gZGloYWR2cGNaTk5YMkVHN1J3Z22UxYW51a2RPNULhQ2¢c%3D
$26client id%3D5calable-cOca-cOla-cafe-
154deadbea75%26redirect uri%3Dhttps://api.sandboxaccounts.smartfintech.eu/gateway/c
ore/rest/api/confirmation%26scope%3Dpayment-accounts:balances:view%20payment-
accounts:transactions:view%26response type%3Dcode"

}

2.1 initCosentin SANDBOX —the example below shows how the developer will interact with bank's
internet banking application
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Welcome to your bank

Country of your ING account

ING Romania

Cancel

Next

With this permission you allow

» View balance information for a payment account
« View transaction information for a payment account

Test profiles

Please select test |.'.'C.:I€

(®) Popescu Corina

Cancel

Next

After selecting accounts and pressing "NEXT", thus authorising the consent for selected account,
developer will be redirected to the established page.

2.2 initConsent in PROD —the example below shows how the PSU will interact with bank's internet

banking application
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[ verifica intotdeauna ca adresa de internet incepe cu
https://myaccount.ing.com

[} Prima data cand folosesti contul tiu Home'Bank altundeva? Stai
fara griji, vei fi asistat pas cu pas pentru configurarea contului.

Bine ai venit! Intrd in contul tau ING

(®) ING Home Bank
O ING Business

Nume utilizator Home'Bank

| |

Parola Home'Bank

Login &, Ai nevoie de ajutor? Suna la 031 406 24 64

& Acorda acces

[l Permisiunea de a accesa anumite conturi de plata va fi valabila
pentru 90 zile.

Esti pe cale sa permiti SMART FINTECH S.R.L. accesul la:

= Tranzactii anterioare

= Soldul contului tdu

Selecteaza cont(uri)

Co
D RO
Co
D RO
Co
D RO
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RO1

Un ultim pas de securitate

Dai acces SMART FINTECH S.R.L. la tranzactiile tale anterioare, soldul
contului tau, pana la 10.05.2023. Pentru contul(urile)

contului tau de Home'Bank.

3 Completeaza codul primit prin SMS pe numarul de telefon asociat

Cod primit prin SMS

& Nu ai primit SMS-ul sau ai intrebari? Suna la 031 406 24 64

After inserting the code received via SMS and pressing "Aproba", thus authorising the consent for

selected account(s), PSU will be redirected to the established page.

3. GetConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 2.Intermediary API's ING / 5. GetConsent v ase / =
GET v {{API_BASE_URI}}/gateway/core/rest/api/consent/ING/{{internalConsentld}} Send v
Params Authorization @ Headers (9) Body Pre-request Script Tests Settings Cookies
Headers @ 7 hidden

KEY VALUE DESCRIPTION ecc  Bulk Edit Presets -
PSU-IP-Address 192.12.123.32

= Content-Type application/fjson X
Key Value Description
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"access": {
"accounts": [1],
"balances": [1,
"transactions": [],
"availableAccounts": "allAccounts"
by
"consentStatus": "valid",
"frequencyPerDay": 4,
"lastActionDate": "2023-02-07",
"validUntil": "2023-05-07",
"recurringIndicator": true,
"combinedServiceIndicator": null,

"creationDate": null
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4. GetConsentStatus

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 2.Intermediary API's ING / 6. GetConsentStatus

GET ~ {{API_BASE_URI}}/gateway/core/rest/api/consent/ING/{{internalConsentld}}/status

Params Authorization ® Headers (9) Body Pre-request Script Tests Settings

Headers ® 7 hidden

KEY VALUE DESCRIPTION son
Content-Type application/json
PSU-IP-Address 19212123.32

Key Value

7 B
Send ~
Cookies

Bulk Edit  Presets v

Response:

"status": 200,
"messageStatus": "Success",
"payload": {

"consentStatus": "Valid"

5. GetAccounts

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 2.Intermediary API'sING / 7. GetAccounts

v s00 / =

GET ~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/ING/{{internalConsentld}} Send v
Params Authorization ® Headers (8) Body Pre-request Script Tests Settings Cookies
Headers © 7 hidden

KEY VALUE DESCRIPTION ese  BulkEdit Presets v
PSU-IP-Address 1921212332

Key Value Description

Response:

"status": 200,

"messageStatus": "Success",

"payload": [

{

"resourceId": "37608cld-4d6ca-40a2-850c-2462f2e26e80",
"iban": "RO44INGB0000999908767270",
"currency": "RON",
"name": "Popescu Corina",
"product": "Compte Courante",
"cashAccountType": null,
"status": null,

"bic": null,
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"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null

"resourceId": "1el9978f-b07c-4018-960£f-0150bcefd317",
"iban": "",

"currency": "EUR",

"name": "Popescu Corina",
"product": "Compte Courante",
"cashAccountType": null,

"status": null,

"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null

6. GetBalances

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 2.Intermediary API's ING / 8. GetBalances N e Z =
GET ~ {{AP|_BASE_URI}}/gateway/core/rest/api/accounts/ING/1e19978f-b07c-4018-960f-0150bcefd317/{{internalConsentl/d}}/balances Send 4
Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers © 7 hidden

KEY VALUE DESCRIPTION eve  BulkEdit Presets v
PSU-IP-Address 19212123.32

Key Value Description

Response:

"status": 200,
"messageStatus": "Success",
"payload": {

"account": {

"{ban": "",
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"currency": "EUR"

by
"balances": [
"balanceAmount": {
"currency": "EUR",
"amount": 1073.86
by
"balanceType": "expected",
"referenceDate": null,
"creditLimitIncluded": null,
"creditDebitIndicator": null,
"lastChangeDateTime": "2019-02-22 09:16:54",
"lastCommittedTransaction": null,
"transactionStatus": null
7. GetTransactions
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 2.Intermediary API's ING / 9. GetTransactions B Save v oee f =
GET . {{API_BASE_URI}}/gateway/core/rest/api/accounts/ING/37608c1d-4d6a-40a2-850c-2462f2e26e80/{{internalConsentld}}/transactions?dateFrom=2 Send ~
Params @ Authorization @ Headers (9) Body Pre-request Script Tests @ Settings Cookies
Headers @ 7 hidden
KEY VALUE DESCRIPTION @0 Bulk Edit Presets v
PSU-IP-Address 19212.123.32
= next {{next_page}} x
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 2.Intermediary API'sING / 9. GetTransactions [Z) save ~  eee Z =
GET ~ {{API_BASE_URI}}/gateway/corefrest/api/accounts/ING/37608c1d-4d6a-40a2-850c-2462f2e26e80/{{internalConsentld}}/transactions?dateFrom=2 Send v
Params @ Authorization @ Headers (9) Body Pre-request Script Tests @ Settings Cookies
Query Params
KEY VALUE DESCRIPTION o00 Bulk Edit
dateFrom 2022-05-10
e dateTo 2022-05-12 X
Key Value Description
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SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 | 2. Intermediary API's ING / 9. GetTransactions [a Save v o0 f =l

GET v {{API_BASE_URI}}/gateway/corefrest/api/accounts/ING/37608c1d-4d6a-40a2-850c-2462f2e26e80/{{internalConsentld}}/transactions?dateFrom=2 Send v
Params @ Authorization @ Headers (9) Body Pre-request Script Tests ® Settings Cookies
1 const responselson = pm.Iesponse.json(); <
2 let next = responselson.payload.transactions.links;
3 if (next != null) {
4 postman.setEnvironmentvariable("next_page", next.next.href);
5 1
6 else {
7 postman.setEnvironmentvariable ("next_page", null);
8 1
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "RO44INGB0000999908767270",
"currency": "RON"
by
"transactions": {
"booked": [
{
"transactionId": "1225",
"endToEndId": "NOTPROVIDED",
"bookingDate": "2021-03-30",
"valueDate": null,
"transactionAmount": {
"currency": "RON",
"amount": -100.0
by
"transactionType": "Cash withdrawal",
"exchangeRate": [],
"creditorName": null,
"creditorAccount": {
"iban": null
by
"debtorName": "",
"debtorAccount": {
"iban": ""
by
"remittanceInformationUnstructured": "Unstructered remittance i
nformation example",
"proprietaryBankTransactionCode": null,

"additionalInformation": null
I

"pending": [],

"links": null
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8. DeleteConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 2.Intermediary API's ING / 10 DeleteConsent

DELETE ~ {{API_BASE_URI}}/gateway/corefrest/api/deleteConsent/ING/{{internalConsentld}}

Params Authorization ® Headers (8) Body Pre-request Script Tests Settings

Headers ® 7 hidden

KEY VALUE

Cookies

DESCRIPTION ss  BulkEdit Presets v
PSU-IP-Address 19212123.32
Key Value Description
Response:

"status": 200,
"messageStatus": "Success",

"payload": {

"message": "Consent has been successfully revoked"

9. RefreshToken

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 2.Intermediary API's ING |/ 11RefreshToken

POST ~ {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken

Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings

Headers © 8hidden

Cookies

KEY VALUE DESCRIPTION eoc  BulkEdit Presets v
internalConsentld {{internalConsentld}}
access_token {{access_token}}

Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 2.Intermediary API's ING / 1.1 RefreshToken v ks / =]
POST ~  {{IMTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send v
Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings Cookies

none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION ees  Bulk Edit
= refresh_token Text {{refresh_token}} x
client_id {{client_id-partner}}
Key Value Description
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SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 2.Intermediary API's ING / 1.1 RefreshToken v A / =
POST ~ {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send ~
Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings Cookies
1 var jsonData = JSON.parse(responseBody); p
2 postman.setEnvironmentvariable("access_token", jsonData.payload.access_token);
3 postman.setEnvironmentvariable("refresh_token", jsonData.payload.refresh_token):
4 postman.setEnvironmentVariable("internalConsentId", jsonData.payload.internalConsentId);
Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 101686,

"access token": "eyJhbGciOiJSUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI4alhJwWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi1INUUF4SEJXYm1xb2Z2JIn0.eyJ1leHAIOJE2NTUyOTk3MTksImlhd
CI6MTYINTIS50TQx0SwianRpIjoi0TcyZjg0OWQtMjczNS00Z jMxLWE4OWULZWY10GQ2ZGM2YzdiTiwiaXNz
Ijo0iaHROcDovL2tleWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyI
SImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TItYWFMZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXA101JCZWFyZXI1LCJIJhenAiO1J0ZXNOY2xpZW50djEiLCIZzZXNzaWIuX3NOYXR1ITIjoiNTFiN2E3ZDAtLY
JEOYSO0YJhKkLWE4YZzEtMzIIMmFkZ ) YRMGOWIiwiYWNyIjoiMSIsImFsbG93ZWQthb3Ipz2lucyIl6WyIvKidd
LCJyZWFsbVI9hY2N1c3MiOnsicm9sZXMiOlsib2ZmbGluzZVohY2N1c3MiLCI1bWFfYXV0aGOyaXphdGlvbiJd
dfSwicmVzb3VyY2VEYWN]ZXNzIjp7InR1c3RjbGl1bnR2MSI6eyJyb2xlcyIloWyJlbWFfcHIvdGVidGlvbi
JdfSwiYWNjb3VudCIeeydyb2xlcyI6WyJtYWS5hZ2UtYWNjb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtz I
iwidmlldylwem9maWx1I119fSwic2NvcGUi01iJzbWEFydGEFjY291bnRzX2NvbnN1bnRfaWRfY2xhaWO6MTAxX
Njg2Iiwic2lhcnRhY2NvdW50c193b252ZW50X21kX2NsYWltIjoiMTARN g2 IiwiY2xpZzW50SWQi01iJOZXN
0Y2xpZW50djEiLCIjbGl1bnRID3NOIjoiMTAUMC4yNDguMzIiLCJI 1bWEFpbF92ZXJpZmllZCI6ZmEFsc2UsIn
ByZWZ1lcnJ1lZF91c2VybmFtZSI6InNlcnZpY2UtYWNIb3VudCl0ZXNOY2xpZW50djELiLCIjbGl1bnRBZGRYZ
XNzIjoiMTAuMC4yNDguMzIifQ.zZMVGPuDdJc8 1CXMkLnazhZPejczY020QVk -
FgyTSNalhmvLdBc9I36ImbfwlnoFS5NTXTERT -
18S1CgVy3g8rFjwpwIXF70G4vcty8gbCzkwGX9GSIco8aNCzusYfDEaLllggpYqqoO0TklLKbSACNmhL7F8P
LZ9 772qJqYR4XC3gt0Q 6DEQtzkIT7E2a5Eti63gbpl6leAnQ3z1Ux6xleQ-
yHm1 kKy0J9bagstcf8X6ICDyGGNmcH jr01j49glCYoPcfT4YZC2pQamiWlwdakKNenhf LHVERPaxpfcrTk5Sh
aRP-J -cCJEQT7FyON1R7Sk3ACb7fpt8a9eqsPlgkby Q",

"refresh token": "eyJhbGciOiJIUzI1INiIsInR5cCIgOiAiS1dUTIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjYS5NiOSNTcOODRmMYTU2ZDYifQ.eyJleHAIOJE2NJMwNzQOMzcsImlhdCIGMTY1IN
TIS50TQyMCwianRpIjoiYTQOxZjR1YzMtODIOYSOOY2I0OLWESYMEtM ) IwMTN] ZWVnNGUxIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAvYXV0aC9yZWFsbXMvc21lhcnRhY2NvdW50cyIsImF1ZCT
6Imh0dHAG6LY9rZX1jbG9%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNJb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2TItYWEFmMZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi01iJPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc21vbl9zdGF0ZSI6IjUXYJdhN2QwLWIXNGEtNGI4ZC1lhOGMxLTMy
NTJhZGY2MTBKMCIsInNjb3B1Ijoic21hcnRhY2NvdW50c19jb25zZW50X21kX2NsYW1tOJEWMTY4N1J9.4Q
EDD51K5gnkUlmo2 vcAeobI9GV3061luiWJIDrnEpU"

}

In case the "accessToken" expires, the response will have the following structure:

"status": 401,
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"messageStatus": "Unauthorized",
"moreDetails": {

"text": "Invalid access token"

3. Banca Comerciala Romana - Flow

1. Authenticate

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 3.Intermediary API's BCR / 1. Authenticate A oo f =

POST ~ {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send e

Params Authorization Headers (9) Body @ Pre-request Script Tests @ Settings ® Cookies

none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION ese  Bulk Edit
client_id {{client_id-partner}}

I:\ client_secret {{client_secret_partner}}

Key Value Description

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 3.Intermediary API's BCR / 1. Authenticate e ose /s B

POST ~  {{IMTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send v

Params Authorization Headers (9) Body @ Pre-request Script Tests @ Settings @ Cookies

var jsonData = JSON.parse(responseBody);

postman.setEnvironmentVariable("access_token", jsonData.payload.access_token);
postman.setEnvironmentVariable ("refresh_token", jsonData.payload.refresh_token);
postman.setEnvironmentVariable("internalConsentId", jsonData.payload.internalConsentId);

FNETRICIN

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 101688,

"access token": "eyJhbGciOiJSUzIINiIsInR5cCIgOiAiSldUIiwia2lkIiA6ICI4alhJwWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi1INUUF4SEJXYmlxb2Z2JIn0.eyJ1leHAIOJE2NTUyOTk5MjMsImlhd
CIGMTYINTISOTYyMywianRpIjoiNWUONzBKkMmMEtYzk00S00ONZzUxLT1kODELtYTVIM2Y4ANTASZWEjIiwiaXNz
IjoiaHROcDovL2t1leWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyT
sImMF1ZCI6IMEjY291bnQiLCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TItYWFMZ11mOTc4MTU2NDc3ZDMiLC
J0eXA101JCZWFyZXI1LCJIJhenAiO1J0ZXNOY2xpZW50dJEIiLCIZzZXNZzaWIuX3NOYXRITIjoiNTAIMGQOYmYtM
TQ2MSO00ZTg4LWFMNTYtNWUzZN2V] ZTNiNjc4IiwiYWNyIjoiMSIsImFsbG93Z2WQtb3JpZ2lucyI6WyIvKiJd
LCIyZWEsbV9hY2N1c3MiOnsicm9sZXMiOlsib2ZmbGluzZVohY2N1c3MiLCI1bWEFfYXV0aGOyaXphdGlvbiJd
dfSwicmVzb3VyY2VEYWNIZXNzIjp7InR1c3RjbGL1bnR2MSI 6eyJyb2xlcyI6WyJ1bWFfcHIvAGVIdGlvbi
JdfSwiYWNijb3VudCIeeydyb2xlcyI6oWyJtYWS5hZ2UtYWNjb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtz T
iwidmlldylwem9maWx1I119fSwic2NvcGUi01iJzbWEFydGEFjY291bnRzX2NvbnNl1bnRfaWRfY2xhaWO6MTAxX
Njg4Iiwic2lhcnRhY2NvdW50c199b252ZW50X21kX2NsYWltIjoiMTAXNjg4TIiwiY2xpZW50SWQi01iJO0ZXN
0Y2xpZW50djEiLCIjbGl1bnRID3NOIjoiMTAUMC4 yNDguMzIiLCJI 1bWEFpbF92ZXJpZmllZCI6ZmEFsc2UsIn
ByZWZ1lcnJ1lZF91c2VybmFtZSI6InNlcnZpY2UtYWNFb3VudCl0ZXNOY2xpZW50djELiLCIJbGl1bnRBZGRYZ
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XNzIjoiMTAuMC4yNDguMzIifQ.LcE3b5eJDFrx3hMvVtqUspQEcqlZeAC HIOfrZ4ZSFtbOCYOL2mymlJAL
t6DzuiroXdmc90JSrgcwsl1K-
R6NJQ6UL1PP1204Znf8vmuls0XO0bvvkHBGrjqw4lqyYHIAtMLUXtoKfJw8AYrKAPQxUOGW3HVZQyHUrttJe
DXS4rILBPhl1PtLcF4bviWlW8ato70TQf1t3fYYQrXSHI1gG8XBmL7ULgYAXHEdEVheB-~
hQz9%eT yLYjWs54Hb3yrIOf70T-cumjDmzi-
CwhgGoCFQQucdULp5Q0RAZ3dk9c5fatbRu8wHOCD1Qa52XC2YY6qEO7reOPgNt09x 9331Gs1cQ",
"refresh token": "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjYS5NiOSNTcOODRmMYTU2ZDYifQ.eyJleHAIOJE2NJMwNZzU2MIMsImlhdCI6MTY1N
TI50TYyMywianRpIjoiMDEFkYTkSNWItYT11ZSO0YTIKLT1JNWYtYTAdkNZASNIkOMWEOIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1zZXJ2aWN10jgwODAVvYXV0aC9yZWFsbXMvc21lhecnRhY2NvdW50cyIsImF1ZCT
6Imh0dHA6LY9rZX1ibGohaylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJI0YWNjb3VudiAMiLC
JzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2ItYWFmZ1i1mOTc4MTU2NDc3ZDMiLCJ0eXA101JPZmZsaW51IiwiY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc2lvbl9zdGF0ZSI6IjUWNTBKNGIJMLTEONJEtNGU40C1hZjU2LTV1
MzdlY2UzYjY30CIsInNjb3B1lIjoic2lhcnRhY2NvdW50c199b25zZ2W50X21kX2NsYW1tOJEWMTY40CJ9. 30
tt7xSmfCc-Z2I5IxvDhUCKEfeg7FmMcTcONBiIyvQ"

2. initConsent
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 3.Intermediary API's BCR / 4.InitConsent &7 oee f =
POST ~ {{API_BASE_URI}}/gateway/core/rest/apifinitConsent/{{internalConsentld}} Send ~

Params Authorization @ Headers (12) Body @ Pre-request Script Tests Settings Cookies

Headers @ 9hidden

KEY VALUE DESCRIPTION ses  BulkEdit Presets v
Content-Type application/json
PSU-IP-Address 19212.123.32
0
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 | 3.Intermediary API's BCR / 4.InitConsent ~ aso Z =
POST ~  {{API_BASE_URI}}/gateway/core/rest/apifinitConsent/{{internalConsentid}} Send ~
Params Authorization @ Headers (12) Body @ Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v Beautify
1 i
2 "codeBank": "BCR",
3 "periodOfvalid”: 98, L
4 "psuEmail”: "catalin.zaman@itsmartsystems.eu",
5 “psuIntermediarId”: "123",
6 "redirectURL": "https://www.google.10/",
7 "TCaccepted": true
8
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "RECEIVED",
"consentId": null,

" links": {
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"scaOAuth": {

"href": "https://webapi.developers.erstegroup.com/api/bcr/sandbox/v
1/sandbox—
idp/auth?state=eyJ1lbmMiOiIBMTI4Q0JIDLUNTMIU2IiwiYWxnIjoiZGlyIiwiY3R5I§0iS1dUIn0. . 7nG
EO09UoFJ5d L1828va8g. 6ErnUPI9ELZxVYru8XAByOwrhXYIBriMWdxN7anLyjd8QtREVRztjsAWuzKElsS
kk6b4y5P00Gcc4oHWzz01365JrghPGF-m2-f wY-ql4-
FIJKKbORNUTCtb5gpladoPMGRk6AIIEBh4tcSCVN--FCn7WdVtQ-
z51I9myvu3tWIsEy7P4kCEb5wHEbS5Djm-5fxTkBls-2 hHravEx5uSzUIorKf9RT1B3hRuYBv3gMaRS -
pZz069XL2BUuDOduR3Zmeh7eKyN PqH6AQEBZ5YBTqo 65-bsMyqe4dS102gB7SjcvrWVWXDugssl -
T™™590i ae mmjKrJjjhXvZZMowleZemgnJXN8mdjkJfB127bSUi024a3uf9PAifPnR4pdNIL 6X-
VaSYAGmX0aIE8SXvVpYGYgZXtOAPDVaP15MCxCECAYDoxtK vET]yJwptvb5T4kjgU8uug5EQQKwWivImQ6h
RLb8tgdDtyanaTkPDeiupAhVHtO5nwsa62n447BPGDxaKLawl f31WobR65vgZBYaRu4kQ1lXKYTtmp4eEZ1lh
5h1lyg8DEi1iD9gKO0G]j-zLL4 GjA0z84IxA Kvr8q9hquNUVBw7sybzgQ9HjYo0-
MIPkczD6WTy7ualvaQWXJIhROVU548aNRnLAN6pBPjnhlsnKRI21TQlUt3EsIMzHtrcM8JgcliO2TR5twy
c0irm50I931E71AKXbK6dvIWISkop5QHT30JfLo2vzvOn84msezc80Iui2vC7ALIPjZ21Puh4XrCOSW8huz]j
nMp9eXLUTwbp8SnB2sA484 6KrnLUhWsH2e8ERYTYc4LkSckTTa36g])9mNOQ6s0E KAlgaaAwd-—
mNzHeGmN1gFp oWdcsjgIxelHuxfZ2-kifOnVMhxP rIGFF28vThZMv-
qOrUZMhxAkgkMYrzab5SmOwRR14c-s61yf5V10-9QTZ2PUGPV2rx15Cs RMdAG6Q1i1gILONW63 9KmmHK W-—
JLI9xVvKITDBTOEU4Q7 LW2RQvekjEVUX2mpgwBBHrNSoIUiSUVKQKIQS5c6JttvnyHVY . nsx2R5KPQ6okvbQBj 4
SviVw&response type=codeé&client id=abf79a52-9aed-47c6-bebd-
fbeb96e63al3sredirect uri=https://api.sandboxaccounts.smartfintech.eu/gateway/core/
rest/api/confirmation&scope=AISP&access_type=offlines&transactionId=el0e5683-49%el-
44bf-ebbb-1e3b70243ecd"

}

2.1 initCosentin SANDBOX — the example below shows how the developer will interact with bank's
internet banking application

SmartAccounts

Choose user

Log in user

Deny user
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SmartAccounts

Allows 3rd party interactions with the
bank client's accounts

Log in

a

Log in without scopes

After pressing "Log in", thus authorising the consent for all available accounts (see information

below regarding BCR concept of consent), developer will be redirected to the established page.

2.2 initConsent in PROD —the example below shows how the PSU will interact with bank's internet

banking application

BCRS

Open banking

Autentificare

Pentru a te autentifica, completeaza numele de
utilizator si codul (e)Token.

88 Cod QR &) Cod Token/eToken

‘ ©  Utilizator

‘ & Cod (g)Token

Autentificare
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After choosing the way of the authentication and pressing "Autentificare", thus authorising the
consent for all available accounts (see information below regarding BCR concept of consent), PSU will
be redirected to the established page.

3. GetConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 3.Intermediary API's BCR / 5. GetConsent v 9o s B
GET v~  {{API_BASE_URI}}/gateway/core/rest/api/consent/BCR/{{internalConsentld}} Send v
Params Authorization ® Headers (9) Body Pre-request Script Tests Settings Cookies

Headers © 7 hidden

KEY VALUE DESCRIPTION coo  BulkEdit Presets
PSU-IP-Address 192.12123.32
Content-Type application/json

Key Description

Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"access": {
"accounts": [],
"balances": [],
"transactions": [],
"availableAccounts": "allAccounts"
by
"consentStatus": "valid",
"frequencyPerDay": 4,
"lastActionDate": "2023-02-07",
"validUntil": "2023-05-07",
"recurringIndicator": true,
"combinedServiceIndicator": null,

"creationDate": null

4. GetConsentStatus

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 3.Intermediary API's BCR / 6. GetConsentStatus 2 oes /B

GET ~  {{API_BASE_URI}}/gateway/core/rest/api/consent/BCR/{{internalConsentld}}/status Send ~

Params Authorization @ Headers (9) Body Pre-request Script Tests Settings Cookies

Headers < 7 hidden

KEY VALUE DESCRIPTION seoc  BulkEdit Presets v
Content-Type applicationfjson
PSU-IP-Address 192.12123.32

Key Value Description
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Response:

"status": 200,
"messageStatus": "Success",
"payload": {

"consentStatus": "Valid"

5. GetAccounts

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 3.Intermediary API's BCR | 7. GetAccounts v b / =l
GET v {{API_BASE_URI}}/gateway/corefrest/apifaccounts/BCR/{{internalConsent|d}} Send v
Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers © 7 hidden

KEY VALUE DESCRIPTION ese  BulkEdit Presets v
PSU-IP-Address 1921212332

Key Value Description

Response:

"status": 200,
"messageStatus": "Success",
"payload": [

{

"resourceId": "11e07590-27d4-409e-914b-c248£fb945b11",
"iban": "RO77RNCB0002000000010001",

"currency": "EUR",

"name": "Peter Pan",
"product": null,
"cashAccountType": "CACC",
"status": "enabled",

"bic": "RORNCBROBOXXX",
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null

"resourceId": "62b91e%9a-3074-11e9-b210-d663bd873d93",
"iban": "RO50RNCB0002000000010002",

"currency": "EUR",

"name": "My current account",
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"product": null,
"cashAccountType": "CACC",
"status": "enabled",

"bic": "RORNCBROBOXXX",
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null

6. GetBalances

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 3.Intermediary API's BCR / 8. GetBalances ~ oo f =l
GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/BCR/62b91e9a-3074-11e9-b210-d66 3bd873d93/{{internalConsentld}}/balances Send v
Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers © 7 hidden

KEY VALUE DESCRIPTION eoe  BulkEdit Presets v
PSU-IP-Address 19212.123.32

Key Value Description

Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "RO50RNCB0002000000010002"
by
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 400.0
by
"balanceType": "closingBooked",
"referenceDate": "2017-11-21",
"creditLimitIncluded": null,
"creditDebitIndicator": null,
"lastChangeDateTime": null,
"lastCommittedTransaction": null,

"transactionStatus": null
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7. GetTransactions

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 3.Intermediary API's BCR / 9. GetTransactions B Save v woe / =l
GET ~ {{API_BASE_URI}}/gateway/corefrest/apifaccounts/BCR/62b91e9a-3074-11e9-b210-d663bd873d93/{{internalConsent|d}}/transactions?bookingStal Send ~
Params @ Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers ® 7 hidden
KEY VALUE DESCRIPTION ese  BulkEdit Presets v
PSU-IP-Address 19212.123.32
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 |/ 3.Intermediary API's BCR / 9. GetTransactions D Save v ooe / =l
GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/BCR/62b91e9a-3074-11e9-b210-d663bd873d93/{{internalConsentld}}/transactions?bookingStal Send v
Params @ Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Query Params
KEY VALUE DESCRIPTION ese  Bulk Edit
bookingStatus booked
dateFrom 2022-05-05
dateTo 2022-05-15
Key Value Description
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "RO50RNCB0002000000010002",
"currency": "EUR"
by
"transactions": {
"booked": [
{
"transactionId": "trx3",
"entryReference": null,
"endToEndId": "End to End identification3",
"bookingDate": "2018-10-02",
"valueDate": "2018-10-02",
"executionDateTime": null,
"transactionAmount": {
"currency": "EUR",
"amount": -1000.5
by

"transactionType": null,

62




"exchangeRate": [],
"creditorName": "The Hulk",
"creditorAccount": {

"iban": "AT108809156711523429"
by
"debtorName": "Frodo",

"debtorAccount": {

"iban": "ROS50RNCB0002000000010002"

by

"remittanceInformationUnstructured":

"Credit Transfer",

"proprietaryBankTransactionCode": null,

"additionalInformation": null,
"transactionStatus": null,

"creditDebitIndicator": null

"transactionId": "W100000000000707",

"entryReference": null,

"endToEndId": "19RQDEXNN1S1",

"bookingDate": "2023-01-11",

"valueDate": "2023-01-11",

"executionDateTime": null,

"transactionAmount": {
"currency": "EUR",
"amount": -0.01

b

"transactionType": null,

"exchangeRate": [],
"creditorName": "Rncbro benf",
"creditorAccount": {

"iban": "RO23RNCB0002000000010003"

1y
"debtorName": null,

"debtorAccount": {

"iban": "ROS50RNCB0002000000010002"

b

"remittanceInformationUnstructured":

"19RQDEXNMEWY",

"proprietaryBankTransactionCode": null,

"additionalInformation": null,
"transactionStatus": null,
"creditDebitIndicator": null

1,

"pending": [1,

"links": null
bo

"balances": []
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8. GetTransactionsDetails

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 3.Intermediary API's BCR / 10. GetTransactionDetails ~ L / =l
GET ~  {{API_BASE_URI}}/gateway/core/rest/api/accounts/BCR/62b91e9a-3074-11e9-b210-d663bd873d93/{{internalConsent|d}}/transactions/trx3/details Send ~
Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers < 7 hidden
KEY VALUE DESCRIPTION occ  BulkEdit Presets v
PSU-IP-Address 19212.123.32
Key Value Description
Response:
"status": 200,
"messageStatus": "Success",
"payload": {
"transactionId": "trx3",
"entryReference": null,
"endToEndId": "End to End identification3",
"bookingDate": "2018-10-02",
"valueDate": "2018-10-02",
"transactionAmount": {
"currency": "EUR",
"amount": -1000.5
bo
"transactionType": null,
"creditorName": "The Hulk",
"creditorAccount": {
"iban": "AT108809156711523429"
b
"debtorName": "Frodo",
"debtorAccount": {
"iban": "ROS50RNCB0002000000010002"
b
"remittanceInformationUnstructured": "Credit Transfer",
"executionDateTime": null
}
9. GetAccountDetails
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 3.Intermediary API's BCR / 11. GetAccountDetails 4 oo f =
GET ~  {{API_BASE URI}}/gateway/core/rest/api/accounts/BCR/11e07590-27d4-409e-914b-c248fb845b11/{{internalConsentld}}/details Send ~
Params Authorization @ Headers (8} Body Pre-request Script Tests Settings Cookies
Headers @ 7 hidden
KEY VALUE DESCRIPTION osc  Bulk Edit Presets v
PSU-IP-Address 192.12.123.32
Key Value Description
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Response:

"status": 200,
"messageStatus": "Success",

"payload": {

"resourceId": "11e07590-27d4-409e-914b-c248fb945pb11",

"iban": "RO77RNCB0002000000010001",
"currency": "EUR",

"name": "Peter Pan",

"product": null,
"cashAccountType": "CACC",
"status": "enabled",

"bic": "RORNCBROBOXXX",
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null

10. DeleteConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 3.Intermediary API's BCR / 12 DeleteConsent ~ °e f =]
DELETE ~  {{API_BASE_URI}}/gateway/corefrest/api/deleteConsent/BCR/{{internalConsent|d}} Send v
Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers @ 7 hidden

KEY VALUE DESCRIPTION coe  BulkEdit Presets v
PSU-IP-Address 192.12.123.32

Key Value Description

Response:

"status": 200,

"messageStatus": "Success",

"payload": {

"message": "Consent has been successfully revoked"
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11. RefreshToken

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 3.Intermediary API's BCR / 1.1 RefreshToken v o0 f =
POST v {MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send v

Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings Cookies

Headers © 8hidden

KEY VALUE DESCRIPTION ces  Bulk Edit Presets v
internalConsentld {{internalConsentld}}
access_token {{access_token}}

Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 3.Intermediary API's BCR / 1.1 RefreshToken ~ oee f =l
POST v {MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send ~
Params Authorization Headers (10) Body ® Pre-request Script Tests ® Settings Cookies

none @ form-data x-www-form-urlencoded raw binary GraphQL

KEY VALUE DESCRIPTION soo  Bulk Edit
refresh_token {{refresh_token}}
client_id {{client_id-partner}}

Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 [ 3.Intermediary API's BCR / 1.1 RefreshToken ~ can f =
POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/apifrefreshToken Send ~
Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings Cookies

1 var jsonData = JSON.parse(responseBody); ¢
2 postman.setEnvironmentVariable("access_token", jsonData.payload.access_token);

3 postman.setEnvironmentVariable("refresh_token", jsonData.payload.refresh_token);

4 postman.setEnvironmentvariable ("internalConsentId", jsonData.payload.internalConsentId);

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 101688,

"access_ token": "eyJhbGciO0iJSUzI1NiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI4alhJuWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi INUUF4SEJXYmlxb2Z2JIn0.eyJleHAIOJE2NTUYOTkS5NjOsImlhd
CIGMTYINTIS5OTY2MywianRpIjoiYjFiMDkwYmEtODN1Z1i00NDMyLTk5ZWUtODZiND1JNGMIMTExIiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1lzZ2XJ2aWN10jgwODAVYXV0aCo9yZWEFsbXMvc2lhecnRhY2NvdW50cyT
sImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11IOWEOLTQ2M2ItYWFmZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXA101JCZWEFyZXIiLCJhenAiO1J0ZXNOY2xpZW50dJEiLCIzZXNZzaWIuX3NOYXR1ITIjoiNTAIMGQOYmYtM
TQO2MSO00ZTg4LWEFMNTYtNWUZN2V)ZTNiNJc4IiwiYWNyIjoiMSIsImFsbGO3ZWQtb3Jpz2lucyloWyIvKiJd
LCJyZWFsbV9hY2N1c3MiOnsicm9sZXMi01lsib2ZmbGluzVohY2N1c3MiLCIJ1bWFEYXV0aG9yaXphdGlvbid
dfSwicmVzb3VyY2VEYWNJZXNzIjp7InR1c3RjbGl1bnR2MSI6eyJyb2xlcyIl6WyJlbWEFfcHIvdGVjdGlvbi
JAESwiYWNib3VudCI6eyJyb2xlcyI6WyJtYWS5hZ2UtYWN jb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtz I
iwidmlldylwem9maWx1I119fSwic2NvcGUiO1iJzbWEydGEFjY291bnRzX2NvbnNl1bnRfaWRfY2xhaWO6MTAX
Njg4Iiwic21lhcnRhY2NvdW50c195b25z2ZW50X21kX2NsYWltIjoiMTAXN g4TIiwiY2xpZW50SWQi01J0ZXN
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0Y2xpZW50djEILCIIbGL1bnRIbL3NOI§0iMTAUMCA yNDguMzIiLCJI1bWFpbF 922XJpZml1ZCI6ZmFsc2UsIn
ByZWZ1lcnJlZF91c2VybmFtZSI6InNlcnZpY2UtYWNFb3VudCl0ZXNOY2xpZW50djELiLCIjbGl1bnRBZGRYZ
XNzIjoiMTAuMC4yNDguMzIifQ.Fqu-

7bQd90vi9AQFy05gHcdg990EBb9eRP65SAwWCE 70XbnJ0zUA8vawrLBWldnx1 Hw206 9Mwdgt BuhwI-
z6PLDx08gXXLc9luclOkdA IdDxLHGkGMTv73-£2B2U9YdS4cIW4ANthRI-ugf91dJRwpF8ULtrQOpKIclW-
i0t29v6zjEzBx gR-S1nx30CsaLHo04u73EqjRPg US-—

StuKAn6TIWrwgL ZpkX7Ng9PDgcP2zEfkPnAlbE04LrGs0XBfxtSNFAVOyVsrFZ0i0PskcwYDFMgxLCcASIN
IrJumpGleZBzgX9cYrCkjb6EdadUv0gpdKjSD1GODX15mXjmJAK2A",

"refresh token": "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYJY5Ni0O5NTcOODRmMYTU2ZDY1ifQ.eyJ1leHAIOJE2NJMwNZzU2MIMsImlhdCI6MTY1N
TISOTY2NCwianRpIjoiOTEWZWULIOGItMzEONSOOM2Z 1 LWEXMmItOWQ3ZWMONDJIJMWRiTiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyIsImF1ZCT
6Imh0dHA6LY9rZX1jbG9%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNIb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2ItYWEFmMmZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi01JPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc21lvbl9zdGF0ZSI6IjUWNTBkNGIJMLTEONJEtNGU40C1lhZjU2LTV1
Mzd1Y2UzY3jY30CIsInNjb3B1Ijoic21henRhY2NvdW50c199b2522W50X21kX2Ns YW1 tOJEWMTY40CT9 . a
CIOTAecsL 3uoUOPOfewbz7p-ql7kcjB49eEE1h24"

}

In case the "accessToken" expires, the response will have the following structure:

"status": 401,

"messageStatus": "Unauthorized",
"moreDetails": {
"text": "Invalid access token"

4. BRD PJ (corporate) - Flow

1. Authenticate

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 4.Intermediary API's BRD / 1. Authenticate R L s B
POST ~  {(IMTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send v
Params  Authorization  Headers (7) Bodye  Pre-request Script  Testse  Settings e Cookies

none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION oco  Bulk Edit
client_id {{client_id-partner}}

Key Value Description
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SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 4.Intermediary API's BRD / 1. Authenticate v so0 Ve
POST ~  {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send ~
Params Authorization Headers (7) Body e Pre-request Script Tests ® Settings ® Cookies
1 Pal JsonData = JSON.parse(responseBody):; ¢

2 postman.setEnvirenmentVariable("access_token", jsonData.payload.access_token);

3  postman.setEnvironmentVariable("refresh_token", jsonData.payload.refresh_token);

4 postman.setEnvironmentVariable("internalConsentId”, jsonData.payload.internalConsentId);
Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 116504,

"access token": "eyJhbGciOiJSUzIINiIsInR5cCIgOiAiS1ldUIiwia2lkIiA6ICI4alhJws
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi INUUF4SEJXYml1xb2Z2JIn0.eyJleHAIOJE2NzYWMIEYMTEsImlhd
CI6MTY3N]jAyMDkxMSwianRpIjoiY2FmZGMyYmUtYjVhYiOONTVKLThmNWYtN2ZkNJQ3Y2NhZTcwIiwiaXNz
IjoiaHROcDovL2t1leWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyT
SsImF1ZCI6ImFjY291bnQilCIzdWIiOiI2NmE2ZTIyMC11IOWEOLTQ2M2ItYWFMZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXAi10iJCZWEFyZXIiLCJhenAi0iJ0ZXNOY2xpZW50dJjELILCIzZXNzaWIuX3NOYXR1IIjoiYzc2NIMXZTELZ
TI2MSOONDMSLTkyYjJAtNzgzM2YyOTU3SMIEYyIiwiYWNyIjoiMSIsImFsbG93ZWQtb3Jpz2lucyIl6WyIvKiJd
LCJIyZWEsbVOhY2N1c3MiOnsicm9sZXMi01sib2ZmbGluzVohY2N1c3MiLCI1bWEFEYXV0aG9yaXphdGlvbid
dfSwicmVzb3VyY2VEYWNIZXNzIjp7InR1c3RjbGL1bnR2MSI 6eyJyb2xlcyI6WyJ1bWEEcHIvVAGVIdGlvbi
JdfSwiYWNijb3VudCIeeydyb2xlcyIoWyJtYWS5hZ2UtYWNjb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtz I
iwidmlldylwem9maWx1I119fSwic2NvcGUiOiJzbWEFydGEFIY291bnRzX2NvbnN1bnRfaWRfY2xhaW06MTE2
NTAOIiwic21lhcnRhY2NvdW50c19jb25zZW50X21kX2NsYW1tIjoiMTE2NTAOI1iwiY2xpZW50SWQ1i01J0ZXN
0Y2xpZW50diEiLCIIbGl1bnRIbL3NOI joiMTAUMCAXxODMUMTQyY IiwiZWlhaWkfdmVyaWzpZWQiomzhbHN1LC
JwemVmZXJyZWREAXN1cmbhbWUi01iJzZXJ2aWNILWEjY291bnQtdGVzdGNsaWVudHYxTiwiY2xpZW50QWRke
mVzcyI6IJEWLJAuUMTgzLJEOM1J9 . RAWeRprQrWHHCKJI6k5GRURNHXWmMM-VYTI48Jhh—
WUgENWMLEFWWNP88F5f0QTavE30GPkWS5ASEFWRy0sG2Jjocjonv-FA42VhG7vJIc5nPBNQyDKYiEm6—
CnBZTW4AC9Prpw9zUg NjHAOBPXjc66DaIPT1Zghok7gBvRhGaJjk68htRw4DkVidHPtNnCqHEA1EeECIKOH
ec_S5ymnBSZorubBTkYcDMMjhjn2RsujB3zN m5tsPdPGHIEL -
DBgzb09XYuS4Ti6MCkzTEmMPOEsRdtNeezmPeWgGaKCW5Eh-Ju—-J11VE88zIjK8k1FTf8pv8plynX-
XaVVwBBITQMr0lg2cbA",

"refresh token": "eyJhbGciOiJIUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYJY5NiO05NTcOODRMYTU2ZDY1fQ.eyJ1leHAIOjE20DM30TY5MTEsIm1hdCI6MTY3N
JAYMDkxMSwianRpIjoiYTZINjZhMzQtMWJIkZ1i000TYzLTg5NzItZIMwOT11ZD1kNmExIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyIsImF1ZCT
6Imh0dHA6LY9rZX1jbG9%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNIb3VudHMiLC
JzdWIiO0iI2NmE2ZTIyMCL11OWEOLTQ2M2TItYWFmMZ11mOTc4MTU2NDCc3ZDMiLCI0eXAi0iJPZmZsaW51TiwiyY
XpwIjoldGVzdGNsaWVudHYxIiwic2Vzc21vbl9zdGF0ZSI6ImM3N]YzMWUxLWUyNJEtNDQzOSO5MmIwLTc4
MzNmM3k1NzIxMiTIsInNjb3B1Ijoic21hcnRhY2NvdW50c193b2522W50X21kX2Ns YW1 tOFEXNIUWNCI9. S
hOG4HBABNMgm 8X40XDysaexLLSOxBWVbOlklyMzE"

}
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2. initConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 4.Intermediary API's BRD / 4. initConsent [a Save v o0 7 B
POST ~ {{API_BASE_URI}}/gateway/core/rest/api/initConsent/{{internalConsentld}} Send ~
Params Authorization e Headers (14) Body e Pre-request Script Tests Settings Cookies

KEY VALUE DESCRIPTION ooo  Bulk Edit Presets v
Content-Type application/json
PSU-IP-Address 19212.123.32
[ psu 3333330
(J Ppsu-p-T F
L4 PSU-ID 3
PSU-ID-Type PJ
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 4.Intermediary API's BRD / 4.initConsent @ Save v oen Ve S
POST ~ {{API_BASE_URI}}/gateway/corefrest/api/initConsent/{{internalConsentld}} Send v
Params Authorization Headers (14) Body e Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON ~ Beautify
1 1
2 "codeBank": "BRD",
3 "period0fvalid”: 9@, L
4 "psuEmail®: " bogdan.gulita@itsmaltsystems.eur' -
5 "psulntermediarId”: "123",
6 "redirectURL": "https://google.com”,
7 "TCaccepted": true
8

The user needs to have "PSU-ID" and "PSU-ID-Type" checked on headers ("PSU-ID-Type" = "PJ" in
this case).

By being decoupled, the user the authentication of the PSU occurs outside of the interaction with
the intermediary page (the PSU must log in in the internet banking application to authorise the
consent).

The PSU should know which internet banking application should be used to authorise the consent.

Response:
{
"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "RECEIVED",
"consentId": null,
" links": {
"scaOAuth": {
"href": null
}
}
}
}
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3. GetConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 4.Intermediary API's BRD |/ 5. GetConsent ~ soo / =
GET v {{API_BASE_URI}}/gateway/core/rest/api/consent/BRD/{{internalConsentld}} Send v
Params  Authorizatione  Headers (8)  Body  Pre-request Script ~ Tests  Settings Cookies

Headers < & hidden

KEY VALUE DESCRIPTION oooc  BulkEdit Presets v
PSU-IP-Address 19212.123.32
Content-Type application/json

Key Value Description

Response:

"status": 200,
"messageStatus": "Success",
"payload": {

"access": {

"accounts": [

{
"iban": "RO11BRDE111SVv11111111111"
}
1,
"balances": [
{
"iban": "ROL11BRDE111Sv11111111111"
by
{
"iban": "RO11BRDE111Sv11111112222",
"currency": "RON"
by
{
"iban": "RO22BRDE222SV22222222222"
}
1,
"transactions": [
{
"iban": "RO11BRDE111Sv11111111111"
}
1,

"availableAccounts": null
s
"consentStatus": "received",
"frequencyPerDay": 4,
"lastActionDate": "2019-03-01",
"validUntil": "2019-05-01",
"recurringIndicator": true,
"combinedServiceIndicator": null,

"creationDate": null
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4. GetConsentStatus

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.... / 4.Intermediary API'sB... / 6.GetConsentStat... Eﬂ Save v eoe / =l
GET v {{API_BASE_URI}}/gateway/core/rest/api/consent/BRD/{{internalConsentld}}/status Send ~
Params  Authorizatione  Headers (8)  Body  Pre-request Script  Tests  Settings Cookies

Headers © 6 hidden
KEY VALUE DESCRIPTION oo BulkEdit Presets v
Content-Type application/json
PSU-IP-Address 19212123.32
Key Value Description
Response:
"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "received"
}
5. GetAccounts
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 4.Intermediary API's BRD |/ 7. GetAccounts ~ soo / =
GET v {{API_BASE_URI}}/gateway/corefrest/api/accounts/BRD/{{internalConsentld}} Send v
Params Authorization & Headers (7) Body Pre-request Script Tests Settings Cookies
Headers @ 6 hidden
KEY VALUE DESCRIPTION esc  Bulk Edit Presets v
PSU-IP-Address 192.12.123.32
Key Value Description
Response:
"status": 200,
"messageStatus": "Success",
"payload": [
{
"resourceId": "46MS",
"iban": "RO1l1BRDE111lSVv111l1l1l111111l",
"currency": "EUR",
"name": null,
"product": null,
"cashAccountType": null,
"status": null,
"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
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"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null

"resourceId": "46NB",

"iban": "RO22BRDE222SV22222222222",
"currency": "RON",

"name": null,

"product": null,
"cashAccountType": null,

"status": null,

"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null

6. GetBalances

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 4.Intermediary API's BRD / 8. GetBalances v o s B
GET ~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/BRD/RO47BRDE410SV04747474100/{{internalConsentld}}/balances Send v
Params Authorization e Headers (7) Body Pre-request Script Tests Settings Cookies

Headers © 6hidden
KEY VALUE DESCRIPTION osc  BulkEdit Presets v
PSU-IP-Address 192.12.123.32
Key Value Description
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {},
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": -229959.14
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by
"balanceType":

nn
4

"referenceDate": "2013-05-26",
"creditLimitIncluded": null,
null,
null,
"lastCommittedTransaction":

null

"creditDebitIndicator":
"lastChangeDateTime":
null,
"transactionStatus":

7. GetTransactions

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... [ 4.Intermediary API's BR... /| 9. GetTransactio...

GET 7

[2) save ~  ese ra S

{{API_BASE_URI}}/gateway/core/rest/api/accounts/BRD/1010000000195/{{internalConsentld}}/transactions?bookingStatus=booked&dateFrom=2023- Send ~

Params e  Authorizatione  Headers (8) Body  Pre-request Script ~ Testse  Settings Cookies
Query Params

KEY VALUE DESCRIPTION o00 Bulk Edit
bookingStatus booked
dateFrom 2023-01-01
dateTo 2023-02-10

Key Value Description

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... | 4.Intermediary API's BR... | 9. GetTransactio...

GET ~

[B) save ~  eee 7 B

{{API_BASE_URI}}/gateway/core/rest/api/accounts/BRD/1010000000195/{{internalConsentld}}/trar ?bookir booked&dateFrom=2023-
Params e Authorization » Headers (8) Body Pre-request Script Tests ® Settings Cookies
Headers < 6 hidden
KEY VALUE DESCRIPTION ooo Bulk Edit  Presets v
PSU-IP-Address 19212.123.32
next {{next_page}}
Key Value Description

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... / 4.Intermediary API's BR... /| 9. GetTransactio...

GET 7

Params Authorization ® Headers (8) Body Pre-request Script Tests ® Settings

{{API_BASE_URI}}/gateway/core/rest/api/accounts/BRD/1010000000185/{{internalConsentid}}/transactions?bookingStatus=booked&dateFrom=2023-

[B) save ~  ooo Ve =

Cookies

1 konst responseJson = pm.Iesponse.json(); p
2 let next = responselson.payload.transactions.links;
3 if (next != null) {
4 postman.setEnvironmentvariable ("next_page", next.next.href);
5 1
6 else
7 postman.setEnvironmentVariable ("next_pags", null);
8 1
Response:

"status": 200,

"messageStatus": "Success",
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"payload":

"account":

by

"iban":

"RO12BRDE12SV123455601001",

"currency": "RON"

"transactions": {

{

"booked": [

"transactionId": null,
"entryReference": null,
"endToEndId": null,
"bookingDate": "2022-08-01",
"valueDate": "2022-08-01",

"executionDateTime": null,

"transactionAmount": {
"currency": "RON",
"amount": -1275.01

by

"transactionType": null,
"exchangeRate": [],
"creditorName": null,

"creditorAccount": {

"iban": "RO76BRDE010SV12345710100"

s
"debtorName": null,

"debtorAccount": {

"iban": "RO12BRDE125SV123455601001"

by

"remittanceInformationUnstructured":

"TRFOPH2022081114453,Tr.Cr

edit-Plata,303011008,BENEFICIAR PLATA,CUI/CNP1234567,DETALII-PLATA-DETALII-PLATA, -

DETALII",

"proprietaryBankTransactionCode":
"additionalInformation": null,
"smartRemittance": null,
"transactionStatus": null,

"creditDebitIndicator": null

"transactionId": null,
"entryReference": null,
"endToEndId": null,
"bookingDate": "2022-08-02",
"valueDate": "2022-08-02",

"executionDateTime": null,

"transactionAmount": {
"currency": "RON",
"amount": -10000.0

by
"transactionType": null,
"exchangeRate": [],

"creditorName": null,

"Tr.Credit-Plata",
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"creditorAccount": {
"iban": null
by
"debtorName": null,
"debtorAccount": {
"iban": "RO12BRDE123V123455601001"
by
"remittanceInformationUnstructured": "TRFOP433695436645465656,U
tiliz POS B pl,MAGAZIN ALBA-

IULIA,Card nr 427398****x**6523 (V,BD) (DETINATOR CARD) MAGAZ,IN ALBA-IULIA",
"proprietaryBankTransactionCode": "Utiliz POS B pl",
"additionalInformation": null,

"smartRemittance": null,
"transactionStatus": null,
"creditDebitIndicator": null

1,
"pending": [1,

"links": null

by
"balances": []
8. GetAccountDetails
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT... / 4.Intermediary API's B... / 10. GetAccountDeta... v oo a s
GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/BRD/RO47BRDE4105V04747474100/{{internalConsentld}}/details Send v

Params Authorization e Headers (7) Body Pre-request Script Tests Settings Cookies

Headers © 6 hidden

KEY VALUE DESCRIPTION oo BulkEdit Presets v
PSU-IP-Address 192.12.123.32

Key Value Description

Response:

"status": 200,

"messageStatus": "Success",

"payload": {
"resourceId": "46MS",
"iban": "RO11BRDE111Sv11111111111",
"currency": "EUR",
"name": null,
"product": null,
"cashAccountType": null,
"status": null,
"bic": null,
"accountOfficerDescription": null,

"openingDate": null,
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"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null

9. DeleteConsent
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 4. Intermediary API's BRD / 11 DeleteConsent v oo / =
DELETE A4 {{API_BASE_URI}}/g: y/corefrest/api/deleteConsent/BRD/{{internalConsentld}} Send ~
Params Authorization e Headers (7) Body Pre-request Script Tests Settings Cookies

Headers <« 6hidden

KEY VALUE DESCRIPTION oo BulkEdit Presets v
PSU-IP-Address 1921212332

Key Value Description

Response:

"status": 200,
"messageStatus": "Success",
"payload": {

"message": "Consent has been successfully revoked"

10. RefreshToken

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 4.Intermediary API's BRD / 1.1 RefreshToken ~ oce / @
POST ~ {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send ~
Params  Authorization  Headers (9) Bodye  Pre-request Script  Testse  Settings Cookies

Headers @ 7 hidden

KEY VALUE DESCRIPTION e  BulkEdit Presets v
internalConsentid {{internalConsentid}}
access_token {{access_token}}

Key Value Description

76




SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 4.Intermediary API's BRD / 1.1 RefreshToken ~ oo / =
POST ~ {{IMTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send ~
Params Authorization Headers (9) Body @ Pre-request Script Tests @ Settings Cookies

none @ form-data x-www-form-urlencoded raw binary GraphQL

KEY VALUE DESCRIPTION ooo  Bulk Edit

refresh_token {{refresh_token}}
client_id {{client_id-partner}}

Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 4.Intermediary API's BRD / 1.1 RefreshToken v o6 / =
POST ~  {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken

Params  Authorization  Headers ()  Bodyse  Pre-request Script  Testse  Settings Cookies
1 Pal jsonData = JSON.parse(responseBody); ¢
2 postman.setEnvironmentVariable("access_token", jsonData.payleoad.access_token);
3 postman.setEnvironmentvariable("refresh_tcken", jsonData.payload.refresh_token);
4 postman.setEnvironmentvariable ("internalConsentId", jsonData.payload.internalConsentId);

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 116504,

"access token": "eyJhbGciOiJSUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI4alhJwWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi1INUUF4SEJXYmlxb2Z2JIn0.eyJleHAIOjE2NzYwM]IwOTQsImlhd
CI6MTY3NjAYMTcS5NCwianRpIjoiMDIyMDEIMzMtY2U3My00YTQS5LWEZzYmMtMzUSZTRINTFMIEzTiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1zZ2XJ2aWN10jgwODAVYXV0aCOyZWEFsbXMvc2lhecnRhY2NvdW50cyI
SImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TtYWFMZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXA101JCZWFyZXI1iLCJhenAiO1J0ZXNOY2xpZW50djEIiLCIZzZXNzaWOuX3NOYXR1IjoiYzc2NJMxZTELZ
TI2MSOONDM5SLTkyYjAtNzgzM2YyOTU3MIEYIiwiYWNyIjoiMSIsImFsbGI3ZWQtb3Ipz2lucyl6WyIvKidd
LCJIyZWEsbV9hY2N1c3MiOnsicm9sZXMiOlsib2ZmbGluzVIhY2N1c3MiLCI1bWFEYXV0aG9yaXphdGlvbiJd
dfSwicmVzb3VyY2VEYWNJZXNzIjp7InR1c3RjbGl1bnR2MSI6eydyb2xlcyIloWyJ1lbWFfcHIvdGVidGlvbi
JAESwiYWNib3VudCI6eyJIyb2xlcyI6WyJtYWShZ2UtYWN jb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmt zI
iwidmlldylwem9maWx1I119fSwic2NvcGUi01iJzbWEFydGEFjY291bnRzX2NvbnN1bnRfaWRfY2xhaWO6MTE2
NTAOIiwic21lhcnRhY2NvdW50c197b25zZW50X21kX2NsYW1tIjoiMTE2NTAOTIiwiY2xpZW50SWQi0iJ0ZXN
0Y2xpZW50djEiLCIjbGl1bnRIBL3NOIjoiMTAUMC4xODMUMTQyIiwiZWlhaWxfdmVyaWZpZWQiOmZhbHN1LC
JwemVmZXJIyZWREAXN1cmS5hbWUi01JzZXJ2aWN1LWEFY291bnQtdGVzdGNsaWVudHYxTiwiY2xpZW50QWRkc
mVzcyI6I§EWLIAUMTgzLIEOMiJ9.GOhSxwIFyIncNG6 iF9vEkxHVOBtxYMFfeeivi8VGC9IsIC QON717NGOp
VsOc2cwpgP3Z2FM63z Mrdoyy3IZKOmCgCtwP LtQ3JqdUIrml6g2lnuUltfbLUeQPdE1Y5GVA01V3znIJbD
ATOE7tKTcCCdul hcSy-WX8vevNlfsaa-bV8HwvGl61NiBYCdHoLcggbWJj3-
RBkDc1la8GyGOBpPOvwxE49GXxPtsnQCOcN1cVBgAEO4JroqgrgInajIlopA6FU30RPdcgfShjogOVIdEOC3w
O0uTa5sTh7A1hIz0ibfUCtdR81bFpXYN6UUQBrm6LDYBysbXFjcRWILUyIwVQ",

"refresh token": "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjYS5NiOSNTcOODRmMYTU2ZDY1ifQ.eyJleHAIOJE20DM30TY5SMTEsIm1lhdCI6MTY3N
JAYMTcS5NCwianRpIjoiNTIxZJAzMzEtM2ZmOCOONDE4LTg3NzMtODUXMGYS50DIS0WU4TIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAvYXV0aC9yZWFsbXMvc21lhcnRhY2NvdW50cyIsImF1ZCT
6Imh0dHAG6LY9rZX1jbG9%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNJb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2ItYWEFmMmZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi01iJPZmZsaW51TiwiyY
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XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc2lvbl9zdGF0ZSI6ImM3N]YzMWUxLWUyNJEtNDQzOSO5MmIwLTc4
MzNmMjkINzIxMiIsInNjb3BlIjoic2lhcnRhY2NvdW50c19jb25zZW50X21kX2NsYW1tOJEXNIJUWNCJI9. ad
3ESKGu vfrUzlImljY6vqjeDD60OpCHz172UjYjyow"

}

In case the "accessToken" expires, the response will have the following structure:

"status": 401,

"messageStatus": "Unauthorized",
"moreDetails": {
"text": "Invalid access token"

5. BRD PF (individuals) - Flow

1. Authenticate

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 4.Intermediary API's BRD / 1. Authenticate v soo
POST v~ {{MTLS_BASE_URI}}/gateway/authenticate/rest/apiftoken Send ~
Params Authorization Headers (8) Body @ Pre-request Script Tests @ Settings @ Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL

KEY VALUE DESCRIPTION eeo  Bulk Edit
client_id {{client_id-partner}}

Key Value Description

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 101672,

"access token": "eyJhbGciOiJSUzIINiIsInR5cCIgOiAiS1dUTIiwia2lkIiA6ICI4alhJwWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi INUUF4SEJXYmlxb2Z2JIn0.eyJleHAIOJE2NTUYOTM40TUsImlhd
CI6MTYINTISMzUSNSwianRpIjoiZTEOOWIzZNTItYTU3NCOOM2JiLTgwMDktMzI5SMDIwZjc50TUwIiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1lzZ2XJ2aWN10jgwODAVYXV0aCo9yZWEFsbXMvc2lhecnRhY2NvdW50cyT
sImF1ZCI6ImFjY291bnQilCIzdWIiOiI2NmE2ZTIyMC11IOWEOLTQ2M2TItYWFmMZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXAi101iJCZWEFyZXIiLCJhenAiO1J0ZXNOY2xpZW50djEIiLCIZzZXNzaWIuX3NOYXR1TIjoiYzg2MWNhZDELN
mVhOSO0ZTBkLWEOMGYt ZWM5Yzc2MGYWMZExTiwiYWNyIjoiMSIsImFsbG93ZWQtb3JpZz2lucyl6WyIvKidd
LCJyZWFsbV9hY2N1c3MiOnsicm9sZXMi01sib2ZmbGluzVohY2N1c3MiLCIJ1bWFfYXV0aG9yaXphdGlvbid
dfSwicmVzb3VyY2VEYWN]ZXNzIjp7InR1c3RjbGl1bnR2MSI6eyJyb2xlcyIl6WyJlbWEFfcHIvdGVjdGlvbi
JAESwiYWNib3VudCI6eyJyb2xlcyI6WyJtYWS5hZ2UtYWN jb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtz I
iwidmlldylwem9maWx1I119fSwic2NvcGUiO1iJzbWEydGEFjY291bnRzX2NvbnNl1bnRfaWRfY2xhaWO6MTAX
NjcyIiwic2lhcnRhY2NvdW50c19jb25z2ZW50X21kX2NsYWItIjoiMTAXNjcyIliwiY2xpZWS50SWQi01J0ZXN
0Y2xpZW50djEiLCIIbGl1bnRIbL3NOIjoiMTAUMCA yNDguMzIiLCJ 1bWFpbF922XJpZmllZCI6ZmFsc2UsIn
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ByZWZ1cnJlZF91c2VybmFtZSI6InNlenZpY2Ut YWNIb3VudC1l0ZXNOY2xpZW50djELiLCTjbGl1bnRBZGRYZ
XNzIjoiMTAuUMC4yNDguMzIifQ.BDf-
TK7V_nT1Biilj5pWkcRFwBwW69KZZO0St1XVUNN]GGMGEGinUUTpfmIMQCbtLaNTURhYzrSYDlkcuTJ 70Kkl £
4MOPKR7W3GVEWInoJ7Pp6fwlR17TewMQ9QBAGGBlxfk8iAVx0CiRVITVS TIvmkgTAT-
XBO3tyrFZOn0xbg7kWmVEJIx iG-g5WI3qCGETynoVENMJIEdgsUDXLi6xa3 QATcF8L8FNOv-—
NVXSTvYorEC XJ16LmkItkhiBK 6klvyZSVOR2kJE nkgSbio9kv31KWGOWg-

NuK2pwigElfeQ VIRpKm H8eDDCcFlL1FfVviuOdxbzQY59E7g-bBQQ",

"refresh token": "eyJhbGciOiJIUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmMi1kMjk3LTQOYWItYJY5NiO5NTcOODRMYTU2ZDYifQ.eyJ1leHAIOFE2NIMwNIk1O0TUsImlhdCI6MTY1N
TI5MzUS5NSwianRpIjoiMmNhMGUyZjUtMzY2MyOONzkwLWFINmEtODImNJMOMmME2ZDV)IiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyIsImF1ZCT
6Imh0dHA6LY9rZX17bGo%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvenvVhbGlzL 3Nt YXJOYWNIb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2TtYWFmMZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi0iJPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc2lvbl9zdGFO0ZSI6ImMAN]FJYWOXLTZ1YTktNGUwZC1hNDBmMLWV ]
OWM3NjBmMDMxMSIsInNjb3B1Ijoic21lhcnRhY2NvdW50c19jb252ZW50X21kX2NsYW1tOJEWMTY3M1J9 . xk
NgUCnOezXS1fFzdbmcDN5CT97ubfoXg4 fMIwQNOHK"

2. initConsent
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 4.Intermediary API's BRD / 4.initConsent Eﬂ Save v @oo f =]
POST v {{API_BASE_URI}}/gateway/corefrest/api/initConsent/{{internalConsentld}} Send v
Params Authorization e Headers (14) Body Pre-request Script Tests Settings Cookies
KEY VALUE DESCRIPTION o  BulkEdit Presets v
Content-Type application/json
PSU-IP-Address 192.12123.32
PSU-ID 13333330
PSU-ID-Type PP
\:\ PSU-ID 311N
()| psu-ID-Type PJ
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 4.Intermediary API's BRD / initConsent ~ ase
POST ~  {{API_BASE_URI}}/gateway/core/rest/apifinitConsent/{{internalConsentid}} Send ~
Params Authorization ® Headers (15) Body @ Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON ~ Beautify
1 d
2 "codeBank": "BRD",
3 "periodofvalid”: 9@,
4 "psuEmail®: "monica.rotarugitsmartsystems.eu”,
5 "psuIntermediarId”: "123",
6 "redirectURL": "https://google.cam”,
7 "TCaccepted": true
8
Response:

"status": 200,

"messageStatus": "Success",
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"payload": {

"consentStatus": "RECEIVED",
"consentId": "800000022",
" links": {

"scaOAuth": {
"href": null

}
}
}
}
The user needs to have "PSU-ID" and "PSU-ID-Type" checked on headers ("PSU-ID-Type"
this case).

"PF"in

By being decoupled, the user the authentication of the PSU occurs outside of the interaction with
the intermediary page (the PSU must log in in the internet banking application to authorise the

consent).

The PSU should know which internet banking application should be used to authorise the consent.

3. GET Consent

4. GetConsent v o0
GET ~  {{API_BASE_URI}}/gateway/core/rest/api/consent/BRD/{{internalConsentld}} Send 2
Params Authorization @ Headers (9) Body Pre-request Script Tests Settings Cookies
Headers 7 hidden
KEY VALUE DESCRIPTION ooe  Bulk Edit Presets v
PSU-IP-Address 192.12123.32
Content-Type application/json
Response:

"status": 200,

"messageStatus": "Success",
"payload": {
"access": {
"accounts": [1],
"balances": [],
"transactions": [],
"availableAccounts": "allAccounts"
}y
"consentStatus": "received",

"frequencyPerDay": 4,
"lastActionDate": null,
"validUntil": "2019-09-14",
"recurringIndicator": true,

"combinedServiceIndicator": null,
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"creationDate": null

4. GET ConsentStatus
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 4.Intermediary API's BRD / 5.GetConsentStatus ki
GET ~  {{API_BASE_URI}}/gateway/core/rest/api/consent/BRD/{{internalConsentld}}/status Send v
Params Authorization @ Headers (9) Body Pre-request Script Tests Settings Cookies

Headers @ 7 hidden

"status": 200,
"messageStatus": "Success",
"payload": [
{
"resourceId": "1010000000195",

"iban": "RO47BRDE410SvV04747474100",

"currency": "RON",

"name": "Contul meu in RON",
"product": null,
"cashAccountType": null,

"status": "Activ",

KEY VALUE DESCRIPTION coe  BulkEdit Presets v
Content-Type applicationfjson
PSU-IP-Address 19212.123.32
Key Value Description
Response:
"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "received"
5. GET Accounts
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 [ 4.Intermediary API's BRD / 6. GetAccounts ~ sa0
GET ~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/BRD/{{internalConsentld}} Send ~
Params Authorization ® Headers (8) Body Pre-request Script Tests Settings Cookies
Headers @ 7 hidden
KEY VALUE DESCRIPTION cee  Bulk Edit  Presets v
PSU-IP-Address 192.12.123.32
Key Value Description
Response:
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"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [1,

"sortCodeAccountNumber": null

"resourceId": "1010000000285",
"iban": "RO46BRDE410SV04646464100",
"currency": "EUR",

"name": "Contul meu in EUR",
"product": null,
"cashAccountType": null,

"status": "Activ",

"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [1,

"sortCodeAccountNumber": null

6. GET Balances

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 4.Intermediary API's BRD / 7. GetBalances

GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/BRD/RO47BRDE410SV04747474100/{{internalConsentld}}/balances Send v
Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers © 7 hidden

KEY VALUE DESCRIPTION ecc  Bulk Edit Presets v

PSU-IP-Address 1921212332

Key Value Description
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "RO47BRDE410Sv04747474100",
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"currency": "RON"
by
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 2020.55
by
"balanceType": "expected",
"referenceDate": null,
"creditLimitIncluded": "true",
"creditDebitIndicator": null,
"lastChangeDateTime": "2019-01-12 03:32:07",
"lastCommittedTransaction": null,

"transactionStatus": null

7. GET Transactions

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 [ 4.Intermediary API's BRD / 8. GetTransactions

v ese
GET ~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/BRD/1010000000185/{{internalConsentld}}/trar ?bookir dateFrom=2022- Send ~
Params @ Authorization @ Headers (9) Body Pre-request Script Tests @ Settings Cookies

Query Params
KEY VALUE DESCRIPTION eee  Bulk Edit
bookingStatus booked
dateFrom 2022-05-20
dateTo 2022-06-10
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 4.Intermediary API's BRD / 8. GetTransactions v A
GET v~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/BRD/1010000000195/{{internalConsentld}}/transactions?bookingStatus=booked&dateFrom=2022- Send
Params @ Authorization @ Headers (9) Body Pre-request Script Tests @ Settings Cookies

Headers < 7 hidden

KEY VALUE DESCRIPTION so  BulkEdit Presets v
PSU-IP-Address 19212.123.32
next {{next_pagel}
Key Value Description
Response:

"status": 200,
"messageStatus": "Success",

"payload": {
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BRD",

"account":

"iban":

{

"RO47BRDE410Sv04747474100",

"currency": "RON"

by

"transactions": {
"booked": [

{

"transactionId": null,
"entryReference": null,
"endToEndId": null,
"bookingDate": "2019-01-13",
"valueDate": "2019-01-12",
"executionDateTime": null,
"transactionAmount": {
"currency": "EUR",
"amount": -5.67
by
"transactionType": null,
"exchangeRate": [
{
"currencyFrom": "RON",
"rateFrom": 4.7234,
"currencyTo": "EUR",
"rateDate": "2019-01-13"

1,
"creditorName": null,

"creditorAccount": {

"iban": "RO46BRDE410SV04646464100"

}s

"debtorName": null,

"debtorAccount": {
"iban": null

by

"remittanceInformationUnstructured": "TEST 1",

"proprietaryBankTransactionCode":

"additionalInformation": null,
"transactionStatus": null,

"creditDebitIndicator": null

"transactionId": null,
"entryReference": null,
"endToEndId": null,
"bookingDate": "2019-01-12",
"valueDate": "2019-01-12",
"executionDateTime": null,
"transactionAmount": {
"currency": "RON",
"amount": 343.01

"Plata pentru alta

sucursala
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}o

"transactionType": null,

"exchangeRate": [1],

"creditorName": null,

"creditorAccount": {
"iban": null

b

"debtorName": "NUME PRENUME TEST",
"debtorAccount": {
"iban": "RO48BRDE410SvV04848484100"
b
"remittanceInformationUnstructured": "TEST 2",
"proprietaryBankTransactionCode": "Incasare aceeasi sucursala B

RD" ,
"additionalInformation": null,
"transactionStatus": null,

"creditDebitIndicator": null

i

"pending": [],

"links": {
"next": {

"href": "aHROcCHM6Ly9yZ3cuNWRmNCliZTQOYTY1ZC51dS1kZS5hcGljb25uzZW
NOLmFwcGRVbWEpbi15jbG91Z2CIzbWFydGZpbnR1Y2gvc2FuZGJveC9wc2QyLWFpc3AvdjEVYWNIb3VudHMvQ
1JELZzEWMTAWMDAWMDAXOTUvAHJIhbnNhY3Rpb25zP2RhdGVGcmIt PTIwWMjMtMDE tMDEMZGF0ZVRVPTIwMjMt
MDItMDgmcmVib3JkclB1lclBhZ2U9MjAwWImIvb2 tpbmdTdGFO0dXMOYm9va2VkIndpdGhCYWxhbmN1PXRydWU

}o
"balances": []

8. GET Accounts Details

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 4.Intermediary API's BRD / 10. GetAccountDetails ~ aee
GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/BRD/RO47BRDE410SV04747474100/{{internalConsentld}}/details Send v

Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies

Headers @ 7 hidden

KEY VALUE DESCRIPTION wo  BulkEdit  Presets v
PSU-IP-Address 19212.123.32
Key Value Description
Response:

"status": 200,
"messageStatus": "Success",

"payload": {
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"resourceId": "1010000000195",
"iban": "RO75BRDE380Sv01999963800",
"currency": "RON",

"name": "account alias 2",
"product": null,
"cashAccountType": null,

"status": "enabled",

"pbic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null

9. Delete Consent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 4.Intermediary API's BRD / 11 DeleteConsent

DELETE v {{API_BASE_URI}}/gateway/core/rest/api/deleteConsent/BRD/{{internalConsentld}} Send ~
Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers © 7 hidden
KEY VALUE DESCRIPTION coe  BulkEdit Presets v
PSU-IP-Address 192.12.123.32
Key Value Description
Response:
"status": 200,
"messageStatus": "Success",
"payload": {
"message": "Consent has been successfully revoked"
10. RefreshToken
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 4.Intermediary API's BRD / 1.1 RefreshToken v aee
POST ~ {MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send “
Params Authorization Headers (10) Body ® Pre-request Script Tests @ Settings Cookies
Headers < 8 hidden
KEY VALUE DESCRIPTION sooc  Bulk Edit Presets
internalConsentld {{internalConsentid}}
access_token {{access_token}}
Key Value Description
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SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 4.Intermediary API's BRD / 1.1 RefreshToken v ke
POST v {MTLS_BASE_URI}}/gateway/authenticate /rest/api/refreshToken Send v
Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL

KEY VALUE DESCRIPTION ese  Bulk Edit
refresh_token {{refresh_token}}
client_id {{client_id-partner}}

Key Value Description

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 101673,

"access token": "eyJhbGciO0iJSUzI1NiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI4alhJduws
1YDbUhFQOIONkZBckhZSzUOQndGYXFiMiINUUF4SEJXYmlxb2Z2JIn0.eyJleHAIOJE2NTUYyOTYxMjUsImlhd
CIGMTYINTISNTgyNSwianRpIjoiYTZhNzA2YWYtNDEFINCOOODYYLWEYNTItYWFhZTRKNTA3ZmUxIiwiaXNz
IjoiaHROcDovL2t1leWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aC9yZWEsbXMvc21lhecnRhY2NvdW50cyT
sImF1ZCI6ImFjY291bnQiLCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TtYWFMZ1i1mOTc4MTU2NDc3ZDM1iLC
J0eXA101JCZWFyZXI1iLCJhenAiO1J0ZXNOY2xpZW50djEIiLCIZzZXNZzaWIuX3NOYXR1ITIJjoiNTISNTAmOWQLN
2F3jZ1i00NGQ2LTgwNWQt ZjUINGVMYWZmMYmY2IiwiYWNyIjoiMSIsImFsbG93ZWQtb3Ipz2lucyl 6WyIvKidd
LCJyZWEsbVOhY2N1c3MiOnsicm9sZXMi01lsib2ZmbGluzVohY2N1c3MiLCIJ1bWEFEYXV0aG9yaXphdGlvbid
dfSwicmVzb3VyY2VEYWN]ZXNzIjp7InR1c3RjbGl1bnR2MSI6eyJyb2xlcyIloWyJ1lbWFfcHIvdGVidGlvbi
JAESwiYWNib3VudCI6eyJyb2xlcyI6WyJtYWShZ2UtYWN jb3VudCIsImlhbmFnZS1hY2NvdW5S0LWxpbmtzI
iwidmlldylwem9maWx1I119fSwic2NvcGUiO1iJzbWEydGEFjY291bnRzX2NvbnNl1bnRfaWRfY2xhaWO6MTAX
NjczIiwic21lhcnRhY2NvdW50c193b25zZW50X21kX2NsYW1tIjoiMTAXNjczIiwiY2xpZW50SWQi01J0ZXN
0Y2xpZW50djEiLCIjbGl1bnRIL3NOIjoiMTAUMC4yNDguMzIiLCJI1bWEFpbF927Z2XJpZmllZCI6ZmEFsc2UsIn
ByZWZ1lcnJlZF91c2VybmFtZSI6InNlcenZpY2Ut YWNIb3VudCl0ZXNOY2xpZW50djELiLCIJbGL1bnRBZGRYZ
XNzIjoiMTAuMC4yNDguMzIifQ.IzDJOvERzjelzt44x—
JkdS9YROyKac9giAiOoUtO4gcQdBTAKME1CGEFpzvdE7uYH-
uTohlsB4PpLyPBSjG2plTh6pbs9c6HnnfWedt ThqYgQNGoQA4bJws 0QCQuNxbvrzZVcHRNptmOo304F2S ZgK
86L9-
oBm6qgxayCIHKk9ZI70P8S0QBXPcl6 klpeGcFCPY8jmOHzHRIudfCk2eoY izzMg2xOfkRym34FxoUWXYRe
~ GSFSbPMPAtSmu-
aMyl 7zgQw hknhbeflHun0AXeOsawyiQ5jAh tFee0Bo27kSxw8PhVZS69jONJ3D6rH60udDWyiX73AGDa
XTzrfwA",

"refresh token": "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjYS5NiOSNTcOODRmMYTU2ZDY1ifQ.eyJleHAIOJE2NJMwNZzEOMTMsImlhdCI6MTY1N
TISNTgyNSwianRpIjoiNGEIMWY4ZGYtNTcOMCOOODViLWEzZYTEtMGZmMMTgONzcxNzdmIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyIsImF1ZCT
6Imh0dHAG6LY9rZX1jbG9%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNJb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2ItYWEFMmZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi01JPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc21lvbl9zdGF0ZSI6IjUyOTU3Z)1kLTdhY2YtNDRKkN1iO4MDVkLWY1
NzR1ZmFmZmJmNiIsInNjb3B1lIjoic21lhcnRhY2NvdiW50c197b25z2ZW50X21kX2NsYW1tOJEWMTY3MyJ9 . WG
30dBXhYOvJFoLgXj2JHax0WCkk3ZPMu2GYrhOEm3g"

}
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In case the "accessToken" expires, the response will have the following structure:

"status": 401,

"messageStatus": "Unauthorized",
"moreDetails": {
"text": "Invalid access token"

6. Raiffeisen Bank - Flow

1. Authenticate

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 [ 5. Intermediary API's RZB / 1. Authenticate ~ oo
POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send ~
Params Authorization Headers (8) Body @ Pre-request Script Tests @ Settings @ Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL

KEY VALUE DESCRIPTION ese  Bulk Edit
client_id {{client_id-partner}}

Key Value Description

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 101674,

"access token": "eyJhbGciOiJSUzIINiIsInR5cCIgOiAiSldUIiwia2lkIiA6ICI4alhJwWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMiINUUF4SEJXYml1xb2Z2JIn0.eyJ1leHAIOJE2NTUYyOTYzMTUsImlhd
CIGMTYINTISNjAxXNSwianRpIjoiZDBmMGQ40GQtOGFMZSO00MzISLWIXZGELtM2J1YWEXN]JJZWEOTIiwiaXNz
IjoiaHROcDovL2t1leWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyT
SImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TItYWFMZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXA101JCZWFyZXI1LCJIJhenAiO1J0ZXNOY2xpZW50dJEIiLCIZzZXNzaWIuX3NOYXR1ITIjoiNGOwWYJZmYjUtM
JVINCOOMT1KLTImODYtYjU4ZjglNWJIJZDdkIiwiYWNyIjoiMSIsImFsbG93ZWQtb3JpZ2lucyI6WyIvKiJd
LCIyZWEsbV9hY2N1c3MiOnsicm9sZXMiOlsib2ZmbGluzZVohY2N1c3MiLCI1bWEFfYXV0aGOyaXphdGlvbiJd
dfSwicmVzb3VyY2VEYWNIZXNzIjp7InR1c3RjbGL1bnR2MSI 6eyJyb2xlceyI6WyJ1bWFfcHIvAGVIdGlvbi
JdfSwiYWNijb3VudCIeeydyb2xlcyIoWyJtYWS5hZ2UtYWNjb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtz T
iwidmlldylwem9maWx1I119fSwic2NvcGUi01iJzbWEFydGEFjY291bnRzX2NvbnNlbnRfaWRfY2xhaWO6MTAxX
NjcOIiwic2lhcnRhY2NvdW50c193b252Z2W50X21kX2NsYWltIJoiMTARNIcOIiwiY2xpZW50SWQi01iJOZXN
0Y2xpZW50djEiLCIjbGl1bnRIDP3NOIjoiMTAUMC4yNDguMzIiLCJI 1bWEFpbF92ZXJpZmllZCI6ZmEFsc2UsIn
ByZWZ1lcnJ1lZF91c2VybmFtZSI6InNlcnZpY2UtYWNIb3VudCl0ZXNOY2xpZW50djELiLCIJbGl1bnRBZGRYZ
XNzIjoiMTAUMC4yNDguMzIifQ.gDBj4ay2eDbPeuxkoIKaLNX -
wnlRI9xg2KJJIGPWVzPhxoXANCcZMVzNrxJpMw0xsLnDFCnxNCPpxoRmKor 9gDA308T11Ewo3C4H1HO11iS 00Q
29QU5rNhBnFAVN2SEOCuBvsW2XPw41T6pE u80309RMIFELSOnmcazTntsxBOQfWYbuODzEPTT2Azee6TXiM
eZggQCQek90UdI1~
1JVBeansOfJaSNZ2I2mze805XHHNRO5253Dx190td iWg21QvIVgpxzo45ggBSFBpFrrigLK37GModkVz9G
0Pj 6-CghGVvRNi6-hb9MaiH-giYY1vFI2hnXKwu3SItUQSpW44SMg",
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"refresh token": "eyJhbGciOiJIUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYJY5NiO5NTcOODRmMYTU2ZDYifQ.eyJ1leHAIOJE2NJMwNz IwMTUsImlhdCI6MTY1N
TI5NjAxXNSwianRpIjoiNDcyMDViNDgtZDM5Y1i00N2JiLWJIJNDktNST40WQ2MGNiZTViTiwiaXNzTIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhcnRhY2NvdW50cyIsImF1ZCT
6Imh0dHA6LY9rZX1jbG9%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNIb3VudHMiLC
JzdWIiO0iI2NmE2ZTIyMCL11OWEOLTQ2M2TItYWFmMZ11mOTc4MTU2NDCc3ZDMiLCI0eXAi0iJPZmZsaW51TiwiyY
XpwIjoldGVzdGNsaWVudHYxIiwic2Vzc21vbl9zdGFO0ZSI6IJRkMGI2ZmI1ILTI1YZzQtNDESZC05Z2)jg2LWIl
OGY4NTViY2Q3ZCIsInNjb3B1l1Ijoic21lhcnRhY2NvdW50c19jb252ZW50X21kX2NsYW1tOjEWMTY3NCJI9.Jc
8Z1CBOHCZRZIMw5c-uVQliDyXa6Cd6YRos-muMIBM"

2. initConsent
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 5. Intermediary API's RZB / initConsent B Save v ose
POST ~ {{API_BASE_URI}}/gateway/core/rest/apifinitConsent/{{internalConsentld}} Send ~

Params Authorization ® Headers (12) Body @ Pre-request Script Tests Settings Cookies

Headers @ 9 hidden

KEY VALUE DESCRIPTION ose  BulkEdit Presets v
Content-Type application/json
PSU-IP-Address 192.12.110.32
PSU-ID 9999999997

Key Value Description

NOTE: when initiating a consent for corporate account, then send on API's header the attribute
"PSU-ID-TYPE" with value "PJ"

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 5. Intermediary API's RZB / initConsent v L
POST v {{API_BASE_URI}}/gateway/core/rest/apifinitConsent/{{internalConsentld}} Send b4
Params Authorization @ Headers (12) Body @ Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON ~ Beautify
1%
2 "allAccounts": [
3 1
4 "iban": "RO31RZBROOAOA69999999930", 1
5 "currency": "RON"
6 3
7 1.
8 "codeBank": "RZB",
9 "periodofvalid”: 90,
10 "psuEmail”: "monica.rotaru@itsmartsystems.eu",
11 “psuIntermediarId”: "123",
12 "redirectURL": "https://google.com",
13 “TCaccepted"”: true
14 3

The user needs to have PSU-ID checked and send an IBAN on the request.

Response:

"status": 200,
"messageStatus": "Success",
"payload": {

"consentStatus": "RECEIVED",
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"consentId": null,
" links": {
"scaOAuth": {

"href": "https://api-auth-test.raiffeisen.ro/psd2-rbro-oauth2-
api/oauth2/authorize?state=ZX1KbGJItTW1PaUpCTVRINFEWSKkRMVWhUTWpVMklpd21ZV3huSWpvaVpH
PH1JaXdpWTNSNU1gb21TbGRVSW4wLi5CcW1lqYVARbDAVQVKOTENWAWUOZGZNLmRINZRUZ2ZmZ1hFYVE1bU1
Q0S1Z0TUh4Z0UyWnJUWDEFCNXZCUFZJQ0J6N1Z fMkNXeTJRNJZ5QzVaclIVME1UuWWVECGRDDESzTGdpdUplWX
EweG90Y0xOMzhlTTdyQ1BDaFpUVDJPSkZ{fQjBndVdZQklsNjZnRVIFbVUxbGhCWGh4M2hDUTVHTVdubV9hM
30471 9mbVUweldLZVIMOFNpZmx1NOJwZV1zdEFsZ1k4VOhDMXASNUpkNG1pdTkycTFWQ1 OEYWEt ZRVezbkxT
YnV2SE1ZOVB2MDEFvNUJtWnU5ZDBoMk1SaGVBZ05tQ0Z iRWxTTO050MWQO0QmM4tS3FLaFF1WEF1vSnU2N114Mm5
5dV1wSTZuWmZpWDRmMbDM5Mn1xXz 1 WaEtmWE8tS1IhLYURBTJFTdA0Z24VU91aXclSFQyS3IxMG50MEJKMXVGEZE
dZOHZoQ2RBA3E2cWVhcWIpZGpPVkxHCWI3Q19JUVVOTUF2cHVJITHQIVFE2cTZ1iS3pYdFFIRVVMc1Jyel1XQ
WxrTj1loNkIsRHQOCWASZXRoaS16TGZjcWNzSURSTmtkanVOM3ZkT1Q1SVI1QVIWMURMbGZOeEtLSD1Bej13
M1hmTEhFcDJycjJuN20owOFZ20FhGOGQ1bGMxMDAY YXIMSVNJRVVHA1IhYYzNYVmZKMOM1Z190WVEkUUptbOV
VQVZQWUSDM3dDcTRZTESXUVVTNNREA3d6REANaULZY2d2RXA2MUFXAVNrVmIxQlEFIOmS51YzQ5Q02TtMGhfcl
VOdG1lxYkdidON20ULlhU2QtSFZTaGd5UnowWjIJMT1ZCST1IPYUlqaGNsZVBXYOc4VEStZTdHWThrU2Z2VSnNQb
JU4cVULTURIUFYYWEF10WEdBNkVra2tnVzJpeDh3REpfcjU2RWkxOFEWYS12eEOwcF14Z1JfWHVAWEF1BT 1ky
emd5SMONkbVFsc3ZxWGIJaNWt3bnhsUUtGV1dtSU9Lc)10Z22d]jczNMdj JENGAoZGVITTVsbml zYVOueHVJR1d
UQ1Z6cOhWR2Y2eUptZEhZeml ITnRIROR2dEpUdAXMzTzdIWUEL1 ZkNOWFdiWWozcil 6WFJfenBsS1JKTO01lpdl
ZWwUVBTTmt ZYOhhSUtpeVZKc) JwdmNMc3ZRTVBEZOFYRGtaakVXeW5SanpDbG55aUpjNOtSQLIVYS19YMI1TX
1RkMW54ekFsYzFneFNCbTkzUGw3d19mTi11dHNhMktmUkQtV2RSX25VRmMEF5M2d4ckdrUEFZcESEU3ZWVINE
bnlKSUNNOnFFUTJ60OVVCLVZHCcnAYWnV1SUVTYzZBOOEVMb1dNTO0sON1IRQVUZFUOx5dUtGQUpvOnk2NIN6TGV
251d1M3hg¥YTR5¢c1RVODRGTkJOY103WFNwLXhWONnZGX0NaakhQSmJIgbD1CREVYX1FvOFo2U3pEZELtJZDJFZ2
FPTm130XNgbjQ3ZVAtVXMyVmpVVkxIOWhVAUZMZ2 90U0ZOWXdpb01MRW1 jOQWNINUAXTVA4SmpXdy5SNZ3VhR
VJJYONNAE1TM2I2b3N4Y2RR&response type=code&client 1d=8b6b8486-e468-4637-bb50-
b27181d387e4d&redirect uri=https://api.sandboxaccounts.smartfintech.eu/gateway/core/
rest/api/confirmation&scope=AISP&consentId=80374e68-ac03-47b5-bae8-1117b56fc0c9"

}

2.1 initCosentin SANDBOX —the example below shows how the developer will interact with bank's
internet banking application

Raiffeisen
BANK

Raiffeisen Online (XS2A
via TPP)

User authentication for consent
towards TPP App

9999999968

Login

Disclaimer: For the real flow, in this
step,bank will perform the SCA for the
client based on RTS
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'ng® Raiffeisen
BANK

Raiffeisen Online (XS2A via TPP)

Consent Details

TPP Application Name: SmartAccounts DEV

Access: Accounts (list of accounts):
* ROO3RZBRO000069999999999
Balances (list of accounts with balances):
* ROO03RZBRO000069999999999
Transactions (list of accounts with transaction history):

+ ROQ3RZBRO000069999999999

Recurring/One-time consent: Recurring
Valid until: 2023-05-08T23:59:00Z
Frequency per day: 4

After pressing "Approve", thus authorising the consent for all available accounts, developer will
be redirected to the established page.

2.2 initConsent in PROD —the example below shows how the PSU will interact with bank's internet
banking application

Te rugam
sa te autentifici

Cod utilizator

(=

Cod de autentificare 2@
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After completing fields "Cod utilizator" and "Cod de autentificare" and pressing "Autentificare",
thus authorising the consent for all available accounts, PSU will be redirected to the established page.

3. GET Consent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 | 5.Intermediary API's RZB / 4. GetConsent

GET ~ {{API_BASE_URI}}/gateway/core/rest/api/consent/RZB/{{internalConsentld}}

Params Authorization @ Headers (8) Body Pre-request Script Tests Settings
Headers < 7 hidden

KEY VALUE DESCRIPTION

PSU-IP-Address 19212123.32

o00

Bulk Edit

Send v

Cookies

Presets v

Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"access": {
"accounts": [
{
"iban": "ROO3RZBR0000069999999999",

"currency": "RON"

I
"balances": [
{
"iban": "ROO3RZBR0O000069999999999",

"currency": "RON"

1,
"transactions": [
{
"iban": "ROO3RZBR0000069999999999",

"currency": "RON"

I

"availableAccounts": null
o
"consentStatus": "valid",
"frequencyPerDay": 4,
"lastActionDate": "2023-02-08",
"validUntil": "2023-05-08",
"recurringIndicator": true,
"combinedServiceIndicator": null,

"creationDate": null
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4. GET Consent Status

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 5. Intermediary API's RZB | 5. GetConsentStatus

GET v {{API_BASE_URI}}/gateway/corefrest/api/consent/RZB/{{internalConsentld}}/status Send v
Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers @ 7 hidden

KEY VALUE DESCRIPTION occ  BulkEdit Presets v

PSU-IP-Address 19212.123.32

Key Value Description
Response:
"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "valid"
5. GET Accounts

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 /[ 5. Intermediary API's RZB / 6. GetAccounts v ase

GET ~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/RZB/{{internalConsentid}} Send v
Params Authorization ® Headers (8) Body Pre-request Script Tests Settings Cookies
Headers @ 7 hidden

KEY VALUE DESCRIPTION osc  BulkEdit Presets v

PSU-IP-Address 192.12123.32

Key Value Description
Response:

"status": 200,
"messageStatus": "Success",
"payload": [

{

"resourceId": "add9%bec99be99999eb9999999d99999",

"iban": "ROO3RZBR0000069999999999",
"currency": "RON",

"name": "My current account",
"product": "Current Account",
"cashAccountType": "CACC",
"status": "enabled",

"bic": null,
"accountOfficerDescription": null,
"openingDate": null,

"customerSector": null,
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null,
null,
null,

"onlineActualBalance":

"customerType":
"accountUsage":
"workingBalance":
null,

"balances": [

{
"balanceAmount": {
"currency": "RON",
"amount": 15000.36
b
"balanceType": "expected",
"referenceDate": "2018-04-02",
"creditLimitIncluded": null,
"creditDebitIndicator": null
}
1,
"sortCodeAccountNumber": null
}
]
6. GET Balances
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 5. Intermediary API's RZB / 7. GetBalances ) save ~ coe
GET ~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/RZB/9999f d /{{internalConsentld}}/balances Send v
Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Query Params
KEY VALUE DESCRIPTION ees  Bulk Edit
Key Value Description
Response:

"status": 200,

"messageStatus": "Success",
"payload": {
"account": {

"iban": "ROO3RZBR0000069999999999",

"bban": "9999999999",
"currency": "RON"
by
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 15000.36

by
"balanceType": "expected",
"2018-04-02",

null,

"referenceDate":

"creditLimitIncluded":
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"creditDebitIndicator": null,

"lastChangeDateTime": null,

"lastCommittedTransaction": null,

"transactionStatus": null

7. GET Transactions

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v.. / 5.Intermediary API'sR... [ 9. GetTransactio.. B Save v oo
GET v {{API_BASE_URI}}/gateway/core/rest/apifaccounts/RZB/add9bbec99be99999eb9999999d99999/{{internalConsentld}}/transactions?bookingStatus=t Send ~
Params & Authorization e Headers (8) Body Pre-request Script Tests @ Settings Cookies
Query Params
KEY VALUE DESCRIPTION oee  Bulk Edit
bookingStatus booked
dateFrom 2022-11-10
dateTo 2023-02-08
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 5. Intermediary API's RZB / 8. GetTransactions B Save v @0
GET v {{AP|_BASE_URI}}/gateway/core/rest/api/accounts/RZB, 19999¢ d999/{{internalConsentld}}/transactions?bookingStatus Send v
Params ® Authorization @ Headers (9) Body Pre-request Script Tests @ Settings Cookies
Headers @ 7 hidden
KEY VALUE DESCRIPTION ece  BulkEdit Presets -
PSU-IP-Address 192.12.123.32
next {{next_page}}
Key Value Description
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {1},
"transactions": {
"booked": [
{

"transactionId": "NotProvided",

"entryReference": null,
"endToEndId": "",
"bookingDate": "2023-02-01",
"valueDate": null,
"executionDateTime": null,

"transactionAmount": {
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1,

"currency": "RON",

"amount": 120.34
by
"transactionType": null,
"exchangeRate": [],

"creditorName": null,
"creditorAccount": {

"iban": null
by
"debtorName": "Test Transaction",
"debtorAccount": {

"iban": " RO46RZBR0000069899999985"
by
"remittanceInformationUnstructured": "CLARITY",
"proprietaryBankTransactionCode": null,
"additionalInformation": null,
"transactionStatus": null,
"creditDebitIndicator": null

"transactionId": "NotProvided",
"entryReference": null,
"endToEndId": "",

"bookingDate": "2023-01-05",
"valueDate": null,

"executionDateTime": null,

"transactionAmount": {
"currency": "RON",
"amount": -10001.0

by
"transactionType": null,
"exchangeRate": [],
"creditorName": null,
"creditorAccount": {

"iban": null
by
"debtorName": null,
"debtorAccount": {

"iban": null
by
"remittanceInformationUnstructured”": "r002",
"proprietaryBankTransactionCode": null,
"additionalInformation": null,
"transactionStatus": null,
"creditDebitIndicator": null

"pending": [1,

"links":

by

"balances":

null

[]
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8. GET Accounts Details

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 5. Intermediary API's RZB / 10. GetAccountDetails

GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/RZB/9999f 19999da99e999d999/ {{internalConsentld}}/details Send ~
Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers < 7 hidden

KEY VALUE DESCRIPTION ese  BulkEdit Presets v

PSU-IP-Address 19212123.32

Key Value
Response:
"status": 200,

"messageStatus": "Success",
"payload": {
"resourceId":
"iban":
"currency": "RON",
"name" :
"product":
"cashAccountType": "CACC",

"status": "enabled",

"My current account",

"Current Account",

"add9bbec99be99999eb9999999d99999",
"ROO3RZBR0000069999999999",

"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 15000.36
by
"balanceType": "expected",
"referenceDate": "2018-04-02",
"creditLimitIncluded": null,
"creditDebitIndicator": null
}

i

"sortCodeAccountNumber":

null
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9. Delete Consent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 /| 5.Intermediary API's RZB / 11 DeleteConsent

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

v eoe
DELETE ~ {{API_BASE_URI}}/gateway/core/rest/api/deleteConsent/RZB/{{internalConsentld}} Send
Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers @ 7 hidden
KEY VALUE DESCRIPTION ece  BulkEdit Presets v
PSU-IP-Address 19212123.32
Key Value Description
Response:
"status": 200,
"messageStatus": "Success",
"payload": {
"message": "Consent has been successfully revoked"
10. Refresh Token
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 5. Intermediary API's RZB / 1.1 RefreshToken ~ o00
POST ~  {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send
Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings Cookies
Headers <@ 8 hidden
KEY VALUE DESCRIPTION esc  Bulk Edit Presets v
internalConsentld {{internalConsentld}}
access_token {{access_token}}
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 [ 5.Intermediary API's RZB / 1.1 RefreshToken hd 9o
POST ~  {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send v
Params Authorization Headers (10) Body ® Pre-request Script Tests ® Settings Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION ese  Bulk Edit
refresh_token {{refresh_token}}
client_id {{client_id-partner}}
Key Value Description
Response:
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"internalConsentId": 101675,

"access token": "eyJhbGciO0iJSUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI4alhJduws
1YPUhRFQOIONkZBckhZSzUOQndGYXFiMiINUUF4SEJXYmlxb2Z2JIn0.eyJleHAIOJE2NTUYOTY30DIsImlhd
CIGMTYINTISNjQ4MiwianRpIjoiZDRINmFhMzMtMmIzMi000OTNMLTkOSMTMtZjk3YzFkNJRjZTdlIiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1lzZ2XJ2aWN10jgwODAVYXV0aCO9yZWEFsbXMvc2lhecnRhY2NvdW50cyT
sImF1ZCI6ImFjY291bnQiLCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TtYWFMZ1i1mOTc4MTU2NDc3ZDM1iLC
J0eXA101JCZWEFyZXI1iLCJhenAiO1J0ZXNOY2xpZW50djEiLCIzZXNZzaWIuX3NOYXR1ITIjoiNWRkYzAyOWQtM
TU5ZCO0OWY1LTg30GQtYzNiNTg2YzgzNjQOIiwiYWNyIjoiMSIsImFsbGI3ZWQtb3Ipz2lucyl 6WyIvKidd
LCJyZWEsbVOhY2N1c3MiOnsicm9sZXMi01lsib2ZmbGluzVohY2N1c3MiLCIJ1bWEFEYXV0aG9yaXphdGlvbid
dfSwicmVzb3VyY2VEYWNJZXNzIjp7InR1c3RIjbGl1bnR2MSI6eydyb2xlcyIloWyJlbWFfcHIvdGVidGlvbi
JAESwiYWNib3VudCI6eyJIyb2xlcyI6WyJtYWShZ2UtYWN jb3VudCIsImlhbmFnZS1hY2NvdWwS0LWxpbmtz I
iwidmlldylwem9maWx1I119fSwic2NvcGUiO1iJzbWEydGEFjY291bnRzX2NvbnNl1bnRfaWRfY2xhaWO6MTAX
NjclIiwic21lhcnRhY2NvdW50c199b25z2ZW50X21kX2NsYWltIjoiMTAXNjclIiwiY2xpZW50SWQi01J0ZXN
0Y2xpZW50djEiLCIjbGl1bnRIBL3NOIjoiMTAUMC4yNDguMzIiLCJI1bWFpbF927Z2XJpZmllZCI6ZmEFsc2UsIn
ByZWZ1lcnJlZF91c2VybmFtZSI6InNlenZpY2Ut YWNIb3VudCl0ZXNOY2xpZW50djELiLCIJbGL1bnRBZGRYZ
XNzIjoiMTAuMC4yNDguMzIifQ.PjfsaFOlhlr3hhaTz N1QoYeYzp30U9q5Hewdij2WID87 WTcn31lvTxoH
03GplgJRaMQd9K1qyAn3D9BSnF9 EkVomMwVedcxX3dZewnlI598Zf6-OFWLRceM-
71Cbz7gXvrPelLTZ3v~-

Ti8myh XRiA4bfjaBmTywES513JaXQjdSEn5ZKBm2x1IrFvNKTz9JvtF1nhCqwQm88GV4WoptKxdYDOMBUG9
50USjo7pYYaz7Mvgdgcl0901vDXMlylZe2JWIGXMKRS1P1vtBSeuftY9jilWEIUxglGidNZPURDH1g7 9zF —
9McaW3G8NOdUb1 6nH35xinCY749Gv2KGCCQ",

"refresh token": "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiS1dUTIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjYS5NiOSNTcOODRmMYTU2ZDYifQ.eyJleHAIOJE2NJMwNzIyMzksImlhdCI6MTY1N
TI5SNjQ4MiwianRpIjoiNWQSMDAhOTMtZTZ10COONTAMLWEyNmItMGMyZmMyM20Q4MmMOIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aC9yZWFsbXMvc21lhecnRhY2NvdW50cyIsImF1ZCT
6Imh0dHA6LY9rZX1ibGohaylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJI0YWNjb3VudAMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2ItYWEFmMZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi0iJPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc2lvbl9zdGFO0ZSI6IjVkZGMwM]1lkLTEIOWQtNDIMNSO4NzhkLWMz
YjU4NmM4MzYONCIsInNjb3B1Ijoic21hcnRhY2NvdW50c19jb25zZW50X21kX2NsYW1tOJEWMTY3NSJ9.2g
zDn_ gKBNOjuG 0zPlfCx0nG4fNvcmZxdo58v1VSEFQ"

}

In case the "accessToken" expires, the response will have the following structure:

"status": 401,

"messageStatus": "Unauthorized",
"moreDetails": {
"text": "Invalid access token"
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7. CEC Bank - Flow

1. Authenticate

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 6.Intermediary API's CEC /| 1. Authenticate ~ aso
POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send v
Params Authorization Headers (8) Body @ Pre-request Script Tests @ Settings @ Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL

KEY VALUE DESCRIPTION ees  Bulk Edit
client_id {{client_id-partner}}

Key Value Description

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 101676,

"access token": "eyJhbGciOiJSUzIINiIsInR5cCIgOiAiS1dUIiwiaZ2lkIiA6ICI4alhJwWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi INUUF4SEJXYmlxb2Z2JIn0.eyJleHAIOJE2NTUYOTY4NzksImlhd
CI6MTYINTISN]jU30SwianRpIjoiNDIxXODIkMTAtNzY3ZSO00MjY4LWE3NDQtN2FmMzgzZTYOMTNkIiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1lzZ2XJ2aWN10jgwODAVYXV0aCo9yZWEFsbXMvc2lhecnRhY2NvdW50cyT
sImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11IOWEOLTQ2M2TItYWFmZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXA101iJCZWEFyZXI1iLCJhenAiO1J0ZXNOY2xpZW50djEiLCIZzZXNZzaWIuX3NOYXR1ITIjoiYJMIYjUXYmMMEN
2RhOSO0MzEXLWExZDAtN2EwODIONDAWM2JiTiwiYWNyIjoiMSIsImFsbG93ZWQtb3JpZz2lucyIl6WyIvKiJd
LCJyZWFEsbV9hY2N1c3MiOnsicm9sZXMi01sib2ZmbGluzVohY2N1c3MiLCIJ1bWFEYXV0aG9yaXphdGlvbid
dfSwicmVzb3VyY2VEYWNJZXNzIjp7InR1c3RjbGl1bnR2MSI6eyJyb2xlcyIl6WyJlbWEFfcHIvdGVjdGlvbi
JAESwiYWNib3VudCI6eyJyb2xlcyI6WyJtYWS5hZ2UtYWN jb3VudCIsImlhbmFnZS1hY2NvdWw50LWxpbmtz I
iwidmlldylwem9maWx1I119fSwic2NvcGUiO1iJzbWEydGEFjY291bnRzX2NvbnNl1bnRfaWRfY2xhaWO6MTAX
Njc2Iiwic21lhcnRhY2NvdW50c193b25z2ZW50X21kX2NsYW1tIjoiMTAXNjc2IiwiY2xpZW50SWQi01J0ZXN
0Y2xpZW50djEiLCIIbGl1bnRIbL3NOIjoiMTAUMCA yNDguMzIiLCJ 1bWFpbF922ZXJpZmllZCI6ZmFsc2UsIn
ByZWZ1lcnJlZF91c2VybmFtZSI6InNlenZpY2Ut YWNIb3VudCl0ZXNOY2xpZW50djELLCIJbGL1bnRBZGRYZ
XNzIjoiMTAuUMC4yNDguMzIifQ.XgNJYgosgS50C—

Sun LwvP rXFT361zQs08fSnX7ZccYaPpBHYsbP53IviZdvwidQvoxatv9d08em—
OHV2WHiwtDyPekpi8ZFAPs jfHROBrc/NrEkX3cls6vndlE97-J48eyHYv-

HAdEy11KZf jeKJ 8cEzD8a0ziYwy8RXN3gAc00Sm7-2yLxee639IwrOyZ2ir8okd—-
1LQeE1H8owIPPp9jswcrGueuqUIdTxANK7oUA Uel7UDI12-Hw4CAmmvTredhQwaRPKtaQsd9DN1rDXZ -
gyYirweR5eSjTen6sc28 HAwjpjT420D0e C54pVzkzU4D i80C9parAJwg",

"refresh token": "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjY5NiOS5NTcOODRMYTU2ZDYifQ.eyJleHAIOJE2NJMwNzI1INzksImlhdCI6MTY1N
TI5S5NJU30SwianRpIjoiMGE4Y2NhYWULOWJ1OCO0ODQOLWIZZTEtMZz1hMjAOYJFhZmY4TiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1zZXJ2aWN10jgwODAVYXV0aCO9yZWEFsbXMvc21lhcnRhY2NvdW50cyIsImF1ZCT
6Imh0dHA6LY9rZX1ibGohaylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJI0YWNjb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2ItYWFmMZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi0iJPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc2lvbl9zdGFO0ZSI6ImIZNWIIMWJIJLTdkYTktNDMxMSTIhMWQwLTdh
MDgyNDQwWMDNiYiIsInNjb3BlIjoic2lhcnRhY2NvdiW50c19jb25zZW50X21kX2NsYW1tOJEWMTY3N1J9.vg
m0iIzCYfspshHc27STWnNmMagh-umWPRovgbd bhg"

}
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2. initConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 6.Intermediary API's CEC / initConsent ~ son
POST ~ {{API_BASE_URI}}/gateway/core/rest/apifinitConsent/{{internalConsentid}} Send ~

Params Authorization @ Headers (11) Body @ Pre-request Script Tests Settings Cookies

Headers © 9hidden

KEY VALUE DESCRIPTION e  BulkEdit Presets v
Content-Type application/json
PSU-IP-Address 192.12.110.32
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 6. Intermediary API's CEC / initConsent A ase
POST ~  {{API_BASE_URI}}/gateway/core/rest/api/initConsent/{{internalConsentld}} m
Params Authorization @ Headers (11) Body @ Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON ~ Beautify
1§ i
2 "codeBank": "CEC",
3 "period0fvalid”: 90,
a4 "psuEmail": "monica.rotaru@itsmartsystems.eu”,
5 "psuIntermediarId”: "123",
6 "redirectURL": "https://google.com",
7 "TCaccepted":  true
8 [ T
Response:

"status": 200,
"messageStatus": "Success",

"payload": {

"consentStatus": "RECEIVED",
"consentId": null,
" links": {
"scaOAuth": {
"href": "https://api-

test.cec.ro/cec/tpp/ocauthcec/ocauth2/authorize?state=2X1KbGIJtTW1PaUpCTVRINFEwSkRMVIWh
UTWpVMk1lpd21ZV3huSWpvaVpHbH1 JaXdpWTNSNUlgb21TbGRVSW4AwLi5aaVdtWHQ3bmg2Q02J40TNrd3AxSD
JRLJJIDTO0Q1VDVdOZXX1pINEpIbUxSMUZLRINYCcjViTWATaWZ SRWpWRVRhRGtmOU11NWxaayluUnk4RWRid
1doSORYV2EFwcW1LQzVENTIrZTIOYWVodEFdzcWIHWm1 JOUNLVUhnRHppeUpBTWMwMkk1WTJ2VU9GaX1jaOlE
V1pTb2EXTVUzZWW15M3F4MV15eDVoZ2RWZHFtTUcxbWIIYjJiWndpYzYwMjBNODhLSJNDbOt3cWdGVVd6ecTh
FoWhIdDhIRWx5ZE92dUES5Znpx0OF15eTV60FN4eTh3ej l1EWEpDAnVYTHE2eDFOaT1CakJWd2E3Z2FZ20UzZzVU
INX2pQSO0FhSWdvd0dKY2Jac091Sz1uREINOTAPRJRocDEVenpGWVETeHphRzZNLQ1ZjUnJ0UFhmczNJcjdYV
VZpUk4ydnpybUkwZkR5M31CcFAYVZIXMIRNCVEWD0OI4bDdjd1Y4dHBobF1LVMIsYzdLTnYteX16cHZNeX10
U2ROYS13YWVMdAWRRaTZO0TO1TZO0FRVZImMMFIGQ1drV01UVWkOdndoeT1sMnRgcD1OMVIGUEWWY2xqUmIxc0I
yUnJ60TROLUg4ckNRMKFS5TDQ5bTREV1IcS5dVENZ0pWMW9]Z21qbClKTUUSTURIQWI zbHVTZG5UTHVKCHZTQO
1tWnlmS1dEX2ZZR051STABOQWLtHVXZrN1VBY jdxYkcwd]j JWWIh2RENOdADJaalUS5VWR3R0ZYTk1QQ0Jmb1NHe
kRFTGYyWUtmOW5QVEFJ1leFZHNIBLamE2RUJ1IRFhndG1LUEZZNVg4cUtpVDNHQWhjRjBOdndkaVR1aG5xdEVE
M1k4dnJ4YVEqcUJKMWOEQTVZUFNVMG10Y1VORTNLUkKJEVmM1ISaWdRMmMNCTzJ6Yk1HaFZ1WTkxVTBtOFNkKkR3Z
0dExraEJGQXB1cVANVUhS5SJRIAEITT1AyenNSZFh4N3h1MHFpRTJkekI3WWJI1TDFrOGhCNEZ2bnhmeUS51SE
NzUVJIsOVExTFJ1Vz1gbX1BaGRPMFVyUlVOR2dyRk51clE2UHFoUj1SUO1DREptOTRTNGL rNG1lubTQ2b2 JKR
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VECMVIGdAn1UXzBuMmxpekFLAdIB6NUSpeEQtbOhDS1JEVNBaaVNINTFQaWxXXzAXYnJWLVhTT2V2bzVLTk1S
Q097§ cmNNX3I5aEtXQWdjV05wem5zQ2FORMIPAUL11iX3UtYzIzRkRBNTI3REhPb1IM0alN5Z1Bjam9nSUdCcW4
ZQWREUEFsWEtsQOhNcndHQy1sVnQzQT1RbmRUS1hZTHB1Sm1 SbUFiVEFg5bEE2Yk4yTDFUNnE1ZE44VV8wdW
dnSjBOVEFVVOMt ZEYwcEZIOWOySnhWRHAfWGt fekpGb292aTRaQlFulVZKRXplVnVJIZGpuMkNybjBSQVhoS
ERtQ113TzhXSmZFdk1GVjdINnFCULlF53zZHZE1aR2VNUDAMR]1 9wUVIXcHc4ajB1OXBGaXdFaXVmNOtESzEL
dlgwY2FSWEdkSW56Y212cXVsb2swVEZScEF82WFJHY1ZTdmEFfYXZPQINBc2k0OR3hvQVhVOXdXOEVIY1FDZnh
BUkhpVy0zSkloRGpXcOkuNHIxclVqQVGIrTGJIrTjBMSkZVSXZ6dw&response type=code&client 1d=55
01752f-al7a-45b1-8fe4d-
c241lbae0f73fsredirect uri=https://api.sandboxaccounts.smartfintech.eu/gateway/core/
rest/api/confirmation&scope=AIS:dcafe57e-eca7-11ec-8283-
0a0800270000&code challenge=7L0aXFoz3012CEnUkWekNcCVmMRBws1k5YK6nMg2Fbts&code challe
nge method=S256"

}

CEC [{J Bank

CEC Bank - Authorization
Platform

User CEConline
testcecapi

Cod acces

Log in

Introduceti Numele dvs de utilizator din aplicatia
CEConline si Codul de acces generat de dispozitivul de
autentificare.

102



CEC {J Bank

Solicitare acord accesare conturi

Bine ati venit, testcecapi

Aplicatia SmartAccounts TEST SOLICITA permisiunea de a accesa conturile dvs. deschise la
CEC Bank cu scopul -

AlS Vizualizare date conturi
Selecteaza / Deselecteaza tot

Conturi
RO42CECEQWS898b0ON9993644
RO49CECERT9292bON8E883343
RC12CECERT92R8Ueb8883338
RO0O3CECERTIZRTSX\VEG35199
RO46CECEQWY3RE8Ueb9357 561

Balante
RO42CECEQWS898bON9993644
RO49CECERT9292b0ON8883343
RO12CECERT92R8UebB8883338
RO03CECERT92RTSXVE6635199
RO46CECEQWO3RE8Ueb9357 561

Tranzactii
RO42CECEQWS898b0ON9993644
RO49CECERT9292bON8E883343
RO12CECERTI2R8U=b8883338
ROO3CECERTIZRTSX\VEG35199
RO46CECEQWY3RE8Ueb9357 561

Actionati [Permit Accesl] daca sunteti de acord sau [Nu sunt de acordl] daca nu sunteti de acord.

Apasand Permit Acces! veti fi redirectat |a adresa
https://api.sandboxaccounts.smartfintech.eul/gateway/core/rest/api/confirmation

S omithcoest

After selecting at least one account and type of consent, and pressing "Permit access!", thus
authorising the consent based on granularity (which account, balances and transactions), PSU or
developer will be redirected to the established page.

7,
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3. GET Consent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 6.Intermediary API's CEC / 4. GetConsent v b
GET ~ {{API_BASE_URI}}/gateway/core/rest/api/consent/CEC/{{internalConsentld}} Send ~

Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers © 7 hidden

KEY VALUE DESCRIPTION

o

ec  BulkEdit Presets v
PSU-IP-Address 192.12.123.32

Key Value Description

Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"access": {
"accounts": [1],
"balances": [],
"transactions": [],
"availableAccounts": null
by
"consentStatus": "valid",
"frequencyPerDay": null,
"lastActionDate": "2023-02-08",
"validUntil": "2023-05-09",
"recurringIndicator": false,
"combinedServiceIndicator": null,

"creationDate": null

4. GET Consent Status

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 6.Intermediary API's CEC / 5. GetConsentStatus 7 ooe

GET ~  {{API_BASE_URI}}/gateway/core/rest/api/consent/CEC/{{internalConsentld}}/status Send ~

Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers @ 7 hidden

KEY VALUE DESCRIPTION °

H

> BulkEdit Presets v
PSU-IP-Address 19212.123.32

ription

@
a

Key Value De

Response:

"status": 200,

"messageStatus": "Success",

"payload": {
"consentStatus": "valid"
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5. GET Accounts

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 6.Intermediary API's CEC / 6. GetAccounts

GET v~ {{API_BASE_URI}}/gateway/corefrest/api/accounts/CEC/{{internalConsentld}} Send v
Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers @ 7 hidden

KEY VALUE DESCRIPTION ess  BulkEdit Presets v

PSU-IP-Address 19212.123.32

Key Value Description
Response:

"status": 200,
"messageStatus": "Success",
"payload": [
{
"resourceId": "207940324",

"iban": "RO26CECER999T4ecT8982492",

"currency": "USD",

"name": "410.21147840.207940324.UsD",
fizice REZIDENTE si NEREZIDENTE - USD",

"product": "Cont curent - pers.

"cashAccountType": "CurrentAccount",

"status": null,

"bic": null,

"accountOfficerDescription": null,

"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [
{
"balanceAmount™: {
"currency": "USD",
"amount": 0.0

by

"balanceType": "closingBooked",

"referenceDate": null,

"creditLimitIncluded": null,

"creditDebitIndicator":

1y

"sortCodeAccountNumber": null
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"resourceId": "25511978
"iban": "RO42CECEQW9898
"currency": "RON",
"name": "421642",
"product": "Cont curent
"cashAccountType": "Cur
"status": null,
"bic": null,
"accountOfficerDescript
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance":
"balances": [
{
"balanceAmount"
"currency":
"amount": -
by
"balanceType":

"referenceDate":

"creditLimitInc

"
4

bON9993644",

- persoane fizice - LEI",

rentAccount",

ion": null,

null,

HE
" RON " ,
32289.31

"closingBooked",
null,
luded": null,

"creditDebitIndicator": null

1,

"sortCodeAccountNumber"

"resourceId": "20794030
"iban": "RO83CECER999b2
"currency": "HUF",
"name": "410.21147840.2
"product": "Cont curent
"cashAccountType": "Cur
"status": null,
"bic": null,
"accountOfficerDescript
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance":
"balances": [
{
"balanceAmount"
"currency":

"amount": 0

: null

8",

XeVv8982495",

07940308 .HUF",

- pers. fizice REZIDENTE si

rentAccount",

ion": null,

null,

HE
" HUF " ,
.0

NEREZIDENTE - HUF",
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"balanceType": "closingBooked",

"referenceDate": null,
"creditLimitIncluded": null,

"creditDebitIndicator": null

1,

"sortCodeAccountNumber": null

"resourceId": "100249515",
"iban": "RO49CECER79292b0ON8883343",

"currency"

: "RON",

"name": "411.469952.2227767.RON",

"product":

"Cont curent - persoane fizice - LEI",

"cashAccountType": "CurrentAccount",

"status":

null,

"bic": null,

"accountOfficerDescription": null,

"openingDate": null,

"customerSector": null,

"customerType": null,

"accountUsage": null,

"workingBalance": null,

"onlineActualBalance": null,
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 0.0
by
"balanceType": "closingBooked",

"referenceDate": null,
"creditLimitIncluded": null,

"creditDebitIndicator": null

1,

"sortCodeAccountNumber": null

"resourceId": "100249740",

"iban": "RO12CECER792R8Ueb8883338",

"currency": "EUR",

"name": "411.469952.2227772.EUR",

"product": "Cont curent - pers. fizice REZIDENTE
"cashAccountType": "CurrentAccount",

"status": null,

"bic": null,

"accountOfficerDescription": null,

"openingDate": null,

"customerSector": null,

si NEREZIDENTE

- EURO"
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"customerType": null,

"accountUsage": null,

"workingBalance": null,

"onlineActualBalance": null,

"balances": [

{

1,

"balanceAmount": {

"currency": "EUR",
"amount": -41.15

by

"balanceType": "closingBooked",

"referenceDate": null,
"creditLimitIncluded": null,

"creditDebitIndicator": null

"sortCodeAccountNumber": null

"resourceId": "201415500",

"iban": "ROO3CECER792R7SXV6635199",

"currency": "CHF",

"name": "421.469952.4475900.CHF",

"product": "Cont curent - pers. fizice REZIDENTE si
"cashAccountType": "CurrentAccount",

"status": null,

"bic": null,

"accountOfficerDescription": null,

"openingDate": null,

"customerSector": null,

"customerType": null,

"accountUsage": null,

"workingBalance": null,

"onlineActualBalance": null,

"balances": [

{

1,

"balanceAmount": {

"currency": "CHF",
"amount": 0.0

by

"balanceType": "closingBooked",

"referenceDate": null,
"creditLimitIncluded": null,

"creditDebitIndicator": null

"sortCodeAccountNumber": null

"resourceId": "33909743",

"iban":

"RO46CECEQWI93R8Ueb9357561",

NEREZIDENTE - CHF",
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"currency": "EUR",

"name": "031.88924.753549.EUR",
"product": "Cont curent - pers. fizice REZIDENTE si NEREZIDENTE

"cashAccountType":
"status": null,
"bic": null,

"CurrentAccount",

"accountOfficerDescription": null,

"openingDate": null,

"customerSector":

null,

"customerType": null,

"accountUsage": null,

"workingBalance": null,
"onlineActualBalance": null,
"balances": [

{

"balanceAmount": {

"currency": "EUR",
"amount": 0.0

by

"balanceType": "closingBooked",

"referenceDate": null,
"creditLimitIncluded": null,

"creditDebitIndicator": null

1y

"sortCodeAccountNumber": null

"resourcelId": "207940306",
"iban": "RO33CECER999R9WRP8982497",

"currency": "GBP",

"name": "410.21147840.207940306.GBP",
"product": "Cont curent - pers. fizice REZIDENTE si NEREZIDENTE

"cashAccountType":
"status": null,
"bic": null,

"CurrentAccount",

"accountOfficerDescription": null,

"openingDate": null,

"customerSector":

null,

"customerType": null,

"accountUsage": null,

"workingBalance":

null,

"onlineActualBalance": null,

"balances": [

{

"balanceAmount": {

"currency": "GBP",

"amount": 0.0

by

"balanceType": "closingBooked",

- EURO"

- GBP",
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"referenceDate": null,
"creditLimitIncluded": null,

"creditDebitIndicator": null

1,

"sortCodeAccountNumber": null

"resourceId": "2641063123453605",
"iban": "RO87CECES999164899997299",
"currency": "RON",
"name": "4243XXXXXXXX1287",
"product": "VISA Debit - Staff",
"cashAccountType": "CurrentAccount",
"status": null,
"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 1242.01

by

"balanceType": "closingBooked",

"referenceDate": null,

"creditLimitIncluded": null,

"creditDebitIndicator": null

1,

"sortCodeAccountNumber": null

6. GET Balances

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 6.Intermediary API's CEC / 7. GetBalances

GET ~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/CEC/25511978/{{internalConsentld}}/balances

Params Authorization @ Headers (8) Body Pre-request Script Tests Settings

Query Params
KEY VALUE

Key Value

DESCRIPTION

Description

as0

Cookies

Bulk Edit
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Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "RO42CECEQW9898bON9993644",
"currency": "RON"
}y
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": -32289.31
by
"balanceType": "closingBooked",
"referenceDate": "2023-02-08",
"creditLimitIncluded": null,
"creditDebitIndicator": null,
"lastChangeDateTime": null,
"lastCommittedTransaction": null,

"transactionStatus": null

7. GET Transactions

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 6.Intermediary API's CEC / 8. GetTransactions [2) save v @o0
GET ~ {{API_BASE_URI}}/gateway/core/rest/apifaccounts/CEC/25511978/{{internalConsentld}}/transactions?bookingStatus=booked&dateFrom=2022-04-10¢ Send ~

Params ® Authorization @ Headers (10) Body @ Pre-request Script Tests Settings Cookies

Query Params

KEY VALUE DESCRIPTION eso  Bulk Edit
bookingStatus booked
dateFrom 2022-04-10
dateTo 2022-05-12
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 6.Intermediary API's CEC / 8. GetTransactions v aos
GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/CEC/25511978/{{internalConsent|d}}/transactions?bookingStatus =booked&dateFrom=2022-03-10¢ Send £

Params @ Authorization @ Headers (10) Body @ Pre-request Script Tests Settings Cookies

Headers © 9hidden

KEY VALUE DESCRIPTION «o  BulkEdit Presets v
PSU-IP-Address 192.12.123.32
Key Value Description
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Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "RO42CECEQW9898bON9993644"
by

"transactions": {
"booked": [
{
"transactionId": "1250649778",
"entryReference": null,
"endToEndId": null,
"bookingDate": "2023-02-07",
"valueDate": "2023-02-07",
"executionDateTime": null,
"transactionAmount": {
"currency": "RON",

"amount": 39.35
by
"transactionType": null,
"exchangeRate": [],
"creditorName": null,
"creditorAccount": {

"iban": null
by
"debtorName": null,
"debtorAccount": {

"iban": null
by
"remittanceInformationUnstructured": "Tupunuru vyrgmunt - gsopu

ryru solt turytor",

"proprietaryBankTransactionCode": null,
"additionalInformation": null,
"transactionStatus": null,

"creditDebitIndicator": null

"transactionId": "896970683",

"entryReference": null,

"endToEndId": null,

"bookingDate": null,

"valueDate": "2022-09-27",

"executionDateTime": null,

"transactionAmount": {
"currency": "RON",
"amount": 130.5

by

"transactionType": null,

"exchangeRate": [],
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"creditorName": null,
"creditorAccount": {

"iban": null
}y
"debtorName": "",
"debtorAccount": {

"iban": ""
}y
"remittanceInformationUnstructured": "teste dbron",
"proprietaryBankTransactionCode": null,
"additionalInformation": null,
"transactionStatus": null,
"creditDebitIndicator": null

I
"pending": [],
"links": null

by

"balances": []

8. GET Transaction Details

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 6.Intermediary API's CEC / 9. GetTransactionDetails A ooe
GET ~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/CEC/25511978/{{internalConsentld}}/transactions/1227476280/details Send ~

Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies

Headers @ 7 hidden

KEY VALUE DESCRIPTION eo  BulkEdit Presets v
PSU-IP-Address 19212.123.32

Key Value Description

Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"transactionId": "1227476280",
"entryReference": null,
"endToEndId": null,
"bookingDate": "2022-03-10",
"valueDate": "2022-03-10",
"transactionAmount": {
"currency": "RON",
"amount": -18.55
by
"transactionType": null,
"creditorName": null,

"creditorAccount": {
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"iban": null
by
"debtorName": null,
"debtorAccount": {
"iban": null

by

"remittanceInformationUnstructured": "Sgpytglyzgru torgntg-

Osxytgru torgntg nutg lg ssqgtuntg tyn sont surunt puntru sontrgstul nr

"executionDateTime": null

9. GET Accounts Details

894414336",

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.2 / 6.Intermediary API's CEC / 10. GetAccountDetails

GET ~ {{API_BASE_URI}}/gateway/corefrest/apifaccounts/CEC/25511978/{{internalConsentld}}/details Send v
Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Headers @ 7 hidden

KEY VALUE DESCRIPTION woo Bulk Edit Presets

PSU-IP-Address 19212.123.32

Key Value Description
Response:
{
"status": 200,
"messageStatus": "Success",
"payload": {
"resourceId": "25511978",
"iban": "RO42CECEQW9898b0ON9993644",
"currency": "RON",
"name": "421642",
"product": "Cont curent - persocane fizice - LEI",

"cashAccountType": "CurrentAccount",
"status": null,
"pbic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": -32289.31
I

"balanceType": "closingBooked",
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"referenceDate": "2023-02-08",

"creditLimitIncluded": null,

"creditDebitIndicator": null

i

"sortCodeAccountNumber": null

10. Refresh Token
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 6. Intermediary API's CEC / 1.1 RefreshToken v 9o
POST ~ {{MTLS_BASE_URI}j}/gateway/authenticate/rest/api/refreshToken Send ~
Params Authorization Headers (10) Body ® Pre-request Script Tests @ Settings Cookies
Headers @ 8hidden
KEY VALUE DESCRIPTION eve  BulkEdit Presets v
internalConsentld {{internalConsentid}}
access_token {{access_token}}
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC.v0.3 / 6.Intermediary API's CEC / 1.1 RefreshToken v 9o
POST ~ {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send ~
Params Authorization Headers (10) Body ® Pre-request Script Tests @ Settings Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION eee  Bulk Edit
refresh_token {{refresh_token}}
client_id {{client_id-partner}}
Key Value Description
Response:

"status": 200,

"messageStatus": "SUCCESS",

"payload": {
"internalConsentId": 101676,

"access token": "eyJhbGciO0iJSUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI4alhJdus
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi INUUF4SEJXYmlxb2Z2JIn0.eyJ1leHAIOJE2NTUyOTcyNjIsImlhd
CIGMTYINTISNjk2MiwianRpIjoiN2NINDEOOGUtNWI3NiIOON2MALWEF1YWMtNDNiMzNKNWN1Y2VjIiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1lzZ2XJ2aWN10jgwODAVYXV0aCo9yZWEsbXMvc2lhecnRhY2NvdW50cyT
sImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TItYWFmZ1i1mOTc4MTU2NDc3ZDM1iLC
J0eXA101iJCZWEFyZXIiLCJhenAiO1J0ZXNOY2xpZW50djEiLCIZzZXNzaWIuX3NOYXR1ITIjoiYJMIYjUXYmMMEN
2RhOS00MzEXLWExZDAtN2EWODIONDAWM2JiTiwiYWNyIjoiMSIsImFsbGO3ZWQtb3Jpz2lucyloWyIvKidd
LCJyZWFsbV9hY2N1c3MiOnsicm9sZXMi01sib2ZmbGluzVohY2N1c3MiLCIJ1bWFEYXV0aG9yaXphdGlvbid
dfSwicmVzb3VyY2VEYWNJZXNzIjp7InR1c3RIJbGl11bnR2MSIbeyIyb2xlcyIoWyJ1bWEfcHIvAGV)dGlvbi
JAESwiYWNIb3VudCIbeyJyb2xleyI6WyJtYWShZ2Ut YWN§b3VudCIsImlhbmFnzS1hY2NvdW50 Lixpbmtz I
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iwidmlldylwem9maWx1I119fSwic2NvcGUiO01iJzbWEydGEFjY291bnRzX2NvbnNlbnRfaWRfY2xhaWO6MTAX
Njc2Iiwic21lhcnRhY2NvdW50c199b25zZW50X21kX2NsYW1tIjoiMTAXNjc2IiwiY2xpZW50SWQi01J0ZXN
0Y2xpZW50djEiLCIjbGl1bnRIbL3NOIjoiMTAUMC4yNDguMzIiLCI1bWFpbF9272XJpZmll1Z2CI6ZmFsc2UsIn
ByZWZ1lcnJlZF91c2VybmFtZSI6InNlcenZpY2Ut YWNib3VudCl0ZXNOY2xpZW50djELiLCIIbGL1bnRBZGRYZ
XNzIjoiMTAuUMC4yNDguMzIifQ.CzVeGhl8cZlhcTRyZTWm61W2AZ178x9XgqM4QWLtUEt1QDwytzCKpTEFNAL
wlDXYBl ZF6sbK6FoshINyoKOgtAXEVA30FapV45Ron0JfSiYyi-
41daTXP31s0Qk2HSHkLDerPTagqybKmBndxyUyPiCZX8ImgoimW4QqtY4DAcrWV1dHOg75hzdnuEIP6X2hzd
pPB3Y1Ig5bcaSZwDrdrPNy5v Ms5kVMFHiX30J0pg4xxK11ZGWvvPG 2SQHFew3s3tB0O 1-
PZSxxBc7RmMsHzcFRZHiMumEhha2GCVAr6350Pot9PleogzjsmOnRELtYNpOmS1jFCj 7TmTVSPPgKwgOg" ,

"refresh token": "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiS1dUTIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjYS5NiOSNTcOODRmMYTU2ZDYifQ.eyJleHAIOJE2NJMwNZzI1INzksImlhdCI6MTY1N
TI5NJk2MiwianRpIjoiNDRmMDE4M2UtOGR1Yy00MGQYyLWELZDItMTEXZTY4N)c2NzI4IiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1zZ2XJ2aWN10jgwODAVYXV0aC9yZWFsbXMvc21lhecnRhY2NvdW50cyIsImF1ZCT
6Imh0dHAG6LY9rZ2X1jbG%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNjb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2ItYWEFmMZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi01iJPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc2lvbl9zdGFO0ZSI6ImIZNWIIMWJIJLTdkY Tkt NDMxMSTIhMWQwLTdh
MDgyNDQWMDNiYiIsInNjb3BlIjoic2lhcnRhY2NvdW50c19ib25zZW50X21kX2NsYW1tOJEWMTY3N1J9. Mg
Q7TmT930VCoeR3AIM-zeDxaqUjro96TUnHbeB111U"

}

In case the "accessToken" expires, the response will have the following structure:

"status": 401,

"messageStatus": "Unauthorized",
"moreDetails": {
"text": "Invalid access token"

8. First Bank - Flow

1. Authenticate

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 7. Intermediary API's FB / 1. Authenticate v oo
POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send v
Params Authorization Headers (8) Body e Pre-request Script Tests & Settings @ Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION o000 Bulk Edit
client_id {{client_id-partner}}
Key Value Description
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SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 7.Intermediary API's FB / 1. Authenticate v oo

POST v~ {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send ~

Params  Authorization  Headers (8)  Bodye  Pre-requestScript ~ Testse  Settings e Cookies

var jsonData = JSON.parse(responseBody);

postman.setEnvironmentVariable("access_token", jsonData.payload.access_token);
postman.setEnvironmentVariable ("refresh_token", jsonData.payload.refresh_token);
postman.setEnvironmentVariable("internalConsentId", jsonData.payload.internalConsentId);

Bow N e

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 116298,

"access token": "eyJhbGciOiJSUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI4alhJwWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi1INUUF4SEJXYmlxb2Z2JIn0.eyJ1leHAIOJE2NZU4ANTk2MTksImlhd
CI6MTY3NTglOTMxOSwianRpIjoiNmE2ZTQOMDQtNTExMi00MzQl LWINMTgt 23 BiMjkyMGFkMTgz IiwiaXNz
Ijo0iaHROcDovL2tleWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyI
SImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TItYWFMZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXA101JCZWFyZXI1LCJIJhenAiO1J0ZXNOY2xpZW50djEiLCIZzZXNzaWIuX3NOYXR1ITIjoiYTZmMGUxXxMDktO
TBkZSOOMMESLWE3YzAtZDIOMzMAMWEOZTE2TiwiYWNyIjoiMSIsImEFsbGO3ZWOtb3JpZ2lucyIl6WyIvKiJd
LCJyZWFsbVI9hY2N1c3MiOnsicm9sZXMiOlsib2ZmbGluzZVohY2N1c3MiLCI1bWFfYXV0aGOyaXphdGlvbiJd
dfSwicmVzb3VyY2VEYWN]ZXNzIjp7InR1c3RjbGl1bnR2MSI6eyJyb2xlcyIloWyJlbWFfcHIvdGVidGlvbi
JdfSwiYWNjb3VudCIeeydyb2xlcyI6WyJtYWS5hZ2UtYWNjb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtz I
iwidmlldylwem9maWx1I119fSwic2NvcGUi01iJzbWFydGEFjY291bnRzX2NvbnNlbnRfaWRfY2xhaWO6MTE2
Mik4Iiwic21lhcnRhY2NvdW50c193b252ZW50X21kX2NsYWltIjoiMTE2MIk4TIiwiY2xpZzW50SWQi01iJOZXN
0Y2xpZW50djEiLCIjbGl1bnRID3NOIjoiMTAUMC4xNzYuMTg4IiwiZWlhaWxfdmVyaWZpZWQiOmZhbHN1LC
JwemVmZXJyZWREAXN1cmb5hbWUi01iJzZXJ2aWN1ILWFjY291bnQtdGVzdGNsaWVudHYxTiwiY2xpZW50QWRke
mvVzceyI6IjEwWLJAUMTc2LiE40CT9 . DTZcfQkCeSAXUcp3qViueUieyELaE1XgqbD79U9q99VbVivmSuSEKWO ~
FZh866gvBI9AHNNcI3ukSHxGYy9omEEUYO7PLRIfBJIZz9hC4JESNbNfEALQbRXVGrt61Z5pXXHnogqVzXSy90
5I0rOmFMZ-b3cGM GzA21FM9 AUPWzB7FNBmJd6DegNICTAR5rQ81Z2DKX AzOXbXiagIrJOj-v-
NQTfgB4TUrchAlyahF11KNMzviWlzj1lTul8oDDwEuxMF9cZi83pmx1itT—
sBZFA91s50cxLQs1PjUTL6bHTNsDPeLgpi2rxHVpZdE-wxfEQ2v elVihHOteIIEMSgIB-Q",

"refresh token": "eyJhbGciOiJIUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYJY5NiO5NTcOODRMYTU2ZDYifQ.eyJ1leHAIOjE20DM2MzUzMTksIm1lhdCI6MTY3N
TglOTMxOSwianRpIjoiMzM2ZTg3ZWUtOTIkZS00NJUXLWFMNGEtZJJKkNME3YJE3ZDNjIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEFsbXMvc21lhecnRhY2NvdW50cyIsImF1Z2CT
6Imh0dHA6LY9rZX1jbG9%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNIb3VudHMiLC
JzdWIiO0iI2NmE2ZTIyMCL11OWEOLTQ2M2TItYWFmMZ11mOTc4MTU2NDCc3ZDMiLCIJ0eXAi0iJPZmZsaW51TiwiyY
XpwIjoldGVzdGNsaWVudHYxIiwic2Vzc21lvbl9zdGF0ZSI6ImE2ZIBIMTASLTkwZGUENDIJhOS1IhN2MwLWQyY
NDMzODFhNGUxNiIsInNjb3B1lIjoic21lhcnRhY2NvdiW50c19jb25zZW50X21kX2NsYW1tOJExXNjI50CJI9.Qf
Fsre601l FZOHxvy3ofphFYkqF7DAJ57k-3pCgomfw"

}

2. initConsent
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SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 7.Intermediary API's FB / 4.InitConsent v 000
POST v {{API_BASE_URI}}/gateway/corefrest/api/initConsent/{{internalConsentld}} Send ~
Params Authorization » Headers (10) Body » Pre-request Script Tests Settings Cookies
Headers <@ 8hidden
KEY VALUE DESCRIPTION osc  Bulk Edit Presets v
Content-Type application/json
PSU-IP-Address 192.12.110.32
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 7.Intermediary API's FB / 4. InitConsent ~ oen
POST v {{API_BASE_URI}}/gateway/core/rest/api/initConsent/{{internalConsentld}} Send v
Params Authorization & Headers (10) Body = Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v Beautify
1 |
2 "codeBank": "FB",
3 "periodofvalid”: 9@,
4 "psuEmail”: "aaa.aaaa@mail.com",
5 "psulntermediarId”: "123",
éa "redirectURL": "https://google.com”,
7 "TCaccepted”: true
s |

Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "RECEIVED",
"consentId": null,
" links": {
"scaOAuth": {

"href": "https://dev.firstbank.ro/openbanking/services/startAuthori
ze?state=eyJ1lbmMiOiJBMTI4Q0JDLUNTMjU2TiwiYWxnIjoiZGlyIiwiY3R5Ij0oiS1dUIn0. . .MItgkVop-
kLwbY8pw9IgQRA. fOvZgOka5Sh-
aS5bTFQOS308r3AAFBaakudTmwVQ1lPPP628 SSTO9FBzSi3DpATTSQOxivZixRAxBP1n0fPsQO6rxylKPThwx
ZgsLTYXkCyX61Ei8f12GNs3m37r IgnaWeRZ 8cBRTBdbsQlrA0Ts4WNhdC2ExQnQoR81ixfxUtfAJKFS5P
cil7dALV3UtEFviuPvZAP2NZTs—
AHaD58qiOCiILjP60ULlB8u 2yTvz5D sJFDVFvujRADQUa6KK13j vutPwYinAg4HOV-RwgiDBOUnWxm-
ZHGzP5GcaWIsJVWIV6k3Q32UP xTGid8G63RaFNGIvkkBk7DHTKkWbSvVBtQoWILQapwKK47Z —-
kEbHUAINLJIbWvdizOugCumev10GhVGEiG8nPxQZx6K6npgKPiUOgLKPZalPSuKgPfF4FauPgjreLkOBsAW -
AzDWGNQUN1XF8m4vPhs8-dged0j20kV7QNx29¢c7nS-zPAHNnhYbheOe-
NBDBNnmnUIyrcPvyONXUurMFVYd1ROz3W--

Tbwf3dIcQcp 43Fd3KEaCmuW 031ouTKF5UV8ysEpoCLO9Uf£94s1kNN13 OEbaRBEDfO35T3 8t3eK81Ff-
f40KCAltFbl v80P4KYDIe -

14K8H2VSVpLs oPIOkdkW91xGoo mSbAvY94rhz7MN384heXdVXIUto8VO6-vrzRpuK6szyGikS—
hOpk4Dcl5FC642HbG4mVORx7I9v0XdABOhHaoJY1DjdYgcWEF116bywPrBT6tc4y9eNDEpgN -
TONoO5IMK5S4xyhtox9fEA2x432CS9WrjLojWvxm2ZhS9EglJZXnl18PG7Cw2kZDmdb ST -

exY2ugkOHTUk 9ZDHHLRhgIEZz 103 XXuOXpMLZ3tdZwAk V-£f1ZMLioww-EGXp2Pbyh3dxRKU9UL-
GSx1EysCp8T300gsorXvDI9px4GR4UXmUaavgMyOhEbOweXG-A3YWamZ00wAhAtWmD—
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rXxL0Z6aVzHzOuY2yteg6oCjf2cLV60oZnY2gSrTZkzTVKD1v7TmDgWkzwxjgRk24yugqgqPwNHIESnHAgL2HBE
Txb-
HfiPAbAQT.rXDPDwzjad4AU5LaCcs_Stg&response type=code&client id=toMR1UX5gZ2anHb2PYevLI
CNB7xxmUFjv&scope=transactions balances accounts&consent id=0e7a00c4-cdd3-4bc9-
afl3-5abbdl104e42"

}

2.1 initCosentin SANDBOX —the example below shows how the developer will interact with bank's
internet banking application

FIRSTBANK

Sign In

* Usemname

* Password

FIRSTBANK

Sign In

“SMS
© Vvalue is required.

Verify

FIRSTBANK

Consent details
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After selecting at least one account and type of consent, and pressing "Confirm", thus authorising
the consent based on granularity (which account, balances and transactions), developer will be
redirected to the established page.

2.2 initConsent in PROD —the example below shows how the PSU will interact with bank's internet
banking application

Autentificare

* Nume utilizator

Autentificare

Autentificare

Autorizati autentificarea de pe telefonul mobil
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FIRSTBANK

Consent details

Confirm  Cancel

After selecting at least one account and type of consent, and pressing "Confirm", thus authorising
the consent based on granularity (which account, balances and transactions), PSU will be redirected

to the established page.

3. GetConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 7.Intermediary API's FB / 5. GetConsent

GET v {{API_BASE_URI}}/gateway/core/rest/api/consent/FB/{{internalConsentld}} Send v
Params Authorization & Headers (7) Body Pre-request Script Tests Settings Cookies
Headers < 6 hidden
KEY VALUE DESCRIPTION oo BulkEdit Presets v
PSU-IP-Address 19212123.32
Key Value Description
Response:

"status": 200,
"messageStatus": "Success",
"payload": {

"access": {

"accounts": [

{
"iban": "RO33PIRB42191A4819001000"
by
{
"iban": "RO33PIRB42191A4819001001"
}
I
"balances": [
{
"iban": "RO33PIRB42191A4819001000"
by
{
"iban": "RO33PIRB42191A4819001001"
}
I
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"transactions": [

{

"iban": "RO33PIRB42191A4819001000"
by
{

"iban": "RO33PIRB42191A4819001001"
}

i

"availableAccounts": null
by
"consentStatus": "valid",
"frequencyPerDay": 4,
"lastActionDate": "2023-02-08",
"validUntil": "2023-05-08",
"recurringIndicator": true,
"combinedServiceIndicator": null,

"creationDate": null

4. GetConsentStatus

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... [ 7.Intermediary API's... / 6.GetConsentStat...

GET v {{AP|_BASE_URI}}/gateway/core/rest/api/consent/FB/{{internalConsentid}}/status Send ~
Params  Authorization s Headers (7) Body  Pre-request Script  Tests  Settings Cookies
Headers @ 6 hidden

KEY VALUE DESCRIPTION o00 Bulk Edit Presets v

PSU-IP-Address 19212.123.32

Key Value Description
Response:
"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "valid"
5. GetAccounts

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 7.Intermediary API's FB / 7. GetAccounts B Save v @oo

GET v {{API_BASE_URI}}/gateway/core/rest/apifaccounts/FB/{{internalConsentld}} Send v
Params  Authorizatione  Headers (7) Body  Pre-request Script ~ Tests  Settings Cookies
Headers © 6 hidden

KEY VALUE DESCRIPTION oo BulkEdit Presets v

PSU-IP-Address 19212.123.32

Key Value Description
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Response:

"status": 200,

"messageStatus": "Success",

"payload": [

{

"resourcelId": "276c8330-37ed-4b76-9789-c0278c4570d0",
"iban": "RO33PIRB42191A4819001000",
"currency": "RON",
"name": "Popescu Ion",
"product": null,
"cashAccountType": "*",
"status": null,
"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null

"resourcelId": "aca299cl-8a75-4fd7-b280-1d663bfbfc3e",
"iban": "RO33PIRB42191A4819001001",
"currency": "RON",

"name": "Popescu Ion",

"product": null,

"cashAccountType": "*",

"status": null,

"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [1,

"sortCodeAccountNumber": null
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6. GetBalances

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 7.Intermediary API's FB / 8. GetBalances [a Save v ooe
GET v {{API_BASE_URI}}/gateway/corefrest/api/accounts/FB/alb1db08-b881-44d9-b5ce-9c8880c71314/{{internalConsentld}}/balances Send v

Params Authorization s Headers (7) Body Pre-request Script Tests Settings Cookies

Headers @ 6hidden

KEY VALUE DESCRIPTION ss  BulkEdit Presets v
PSU-IP-Address 19212123.32

Key Value Description

Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "RO33PIRB42191A4819001000"
by
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 163079.18
by
"balanceType": "closingBooked",
"referenceDate": "2018-05-11",
"creditLimitIncluded": null,
"creditDebitIndicator": null,
"lastChangeDateTime": null,
"lastCommittedTransaction": null,

"transactionStatus": null

7. GetTransactions

GET v {{API_BASE_URI}}/gateway/corefrest/api/accounts/FB/alb1db08-b881-44d9-b5ce-9c8880c71314/{{internalConsentld}}/transactions?bookingStatus Send v

Params e Authorization Headers (8) Body Pre-request Script Tests ® Settings Cookies

Headers <« 6 hidden

KEY VALUE DESCRIPTION o00 Bulk Edit Presets v
PSU-IP-Address 19212123.32
next {{next_page}}

Key Value Description
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GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/FB/alb1db08-b881-44d9-b5ce-9c¢8880c71314/{{internalConsentld}}/transactions?bookingStatus Send v
Params ® Authorization ® Headers (8) Body Pre-request Script Tests @ Settings Cookies
Query Params
KEY VALUE DESCRIPTION oco  Bulk Edit
bookingStatus booked
dateFrom 2023-01-01
dateTo 2023-02-08
Key Value Description
GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/FB/alb1db08-b881-44d9-b5ce-9c8880c71314/{{internalConsentld}}/transactions?bookingStatus Send ~
Params e Authorization ® Headers (8) Body Pre-request Script Tests ® Settings Cookies

konst Iesponselson = pm.response.json();
let next = responselson.payload.transactions.links;
if (next != null) {
postman.setEnvironmentVariable("next_page", next.next.href);
¥
else {
postman.setEnvironmentvVariable("next_pade", null);

[ I T I N S

¥

Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "RO33PIRB42191A4819001000"
by
"transactions": {
"booked": [
{
"transactionId": "201074847",
"entryReference": null,
"endToEndId": null,
"bookingDate": "2018-05-10",
"valueDate": "2018-05-10",
"executionDateTime": null,
"transactionAmount": {
"currency": "RON",
"amount": 56.0
by
"transactionType": null,
"exchangeRate": [],
"creditorName": "POPESCU ION",
"creditorAccount": {
"iban": "RO33PIRB42191A4819001000"
b
"debtorName": null,
"debtorAccount": {
"iban": null

by
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"remittanceInformationUnstructured": "Internet Transfer to POP

ESCU ION",
"proprietaryBankTransactionCode": null,
"additionalInformation": null,
"transactionStatus": null,

"creditDebitIndicator": null

by
{
"transactionId": "201074892",
"entryReference": null,
"endToEndId": null,
"bookingDate": "2018-05-10",
"valueDate": "2018-05-10",
"executionDateTime": null,
"transactionAmount": {
"currency": "RON",
"amount": 11.0
by
"transactionType": null,
"exchangeRate": [],
"creditorName": "POPESCU ION",
"creditorAccount": {
"iban": "RO33PIRB42191A4819001000"
by
"debtorName": null,
"debtorAccount": {
"iban": null
by
"remittanceInformationUnstructured": "Trs To:
"proprietaryBankTransactionCode": null,
"additionalInformation": null,
"transactionStatus": null,
"creditDebitIndicator": null
}

I
"pending": [1],
"links": null

by

"balances": []

8. GetAccountDetails

Popescu Ion",

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... / 7.Intermediary API's ... / 10. GetAccountDeta...

GET ~  {{API_BASE_URI}}/gateway/core/rest/api/accounts/FB/alb1db08-b881-44d9-b5ce-9c8880c71314/{{internalConsent|d}}/details

Params Authorization e Headers (7) Body Pre-request Script Tests Settings

Headers © 6 hidden

KEY VALUE DESCRIPTION
PSU-IP-Address 19212.123.32
Key Value Description

[2) save

~

ase

Bulk Edit

Send v

Cookies

Presets
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Response:

"status": 200,

"messageStatus": "Success",

"payload": {
"resourceId": "albldb08-b881-44d9-b5ce-9¢c8880c71314",
"iban": "RO33PIRB42191A4819001000",
"currency": "RON",
"name": "Popescu Ion",
"product": null,
"cashAccountType": "*",
"status": null,
"pbic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null

9. DeleteConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 7. Intermediary API's FB / 11 DeleteConsent

DELETE ~  {{API_BASE_URI}}/gateway/core/rest/api/deleteConsent/FB/{{internalConsentid}} Send v
Params Authorization e Headers (7) Body Pre-request Script Tests Settings Cookies
Headers © 6 hidden
KEY VALUE DESCRIPTION eoo  Bulk Edit Presets v
PSU-IP-Address 192.12.123.32
Key Value Description
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"message": "Consent has been successfully revoked"
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10. RefreshToken

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 7.Intermediary API's FB / 1.1 RefreshToken

POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/apifrefreshToken

Params Authorization Headers (9) Body & Pre-request Script Tests ® Settings

Headers © 7 hidden

KEY VALUE DESCRIPTION
internalConsentld {{internalConsentld}}
access_token {{access_token}}

Key Value Description

@00

Send v

Cookies

Bulk Edit  Presets v

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 7.Intermediary API's FB / 1.1 RefreshToken
POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken
Params Authorization Headers (9) Body & Pre-request Script Tests @ Settings
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION
refresh_token {{refresh_token}}
client_id {{client_id-partner}}
Key Value Description

Send i3
Cookies
esc  Bulk Edit

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 7.Intermediary API's FB / 1.1 RefreshToken
POST ~ {MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken
Params Authorization Headers (9) Body @ Pre-request Script Tests @ Settings
1 |.lar jsonData = JSON.parse (responseBody);
2 postman.setEnvironmentVariable("access_token", jsonData.payload.access_token);
3 postman.setEnvironmentVariable ("refresh_token", jsonData.payload.refresh_token);
4 postman.setEnvironmentVariable("intexrnalConsentId”, jsonData.payload.internalConsentId);

Cookies

Response:

"status": 200,

"messageStatus": "SUCCESS",

"payload": {
"internalConsentId": 116311,

"access_ token": "eyJhbGciO0iJSUzI1NiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI4alhJuWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi INUUF4SEJXYmlxb2Z2JIn0.eyJleHAIOjE2NZzU4NFI1MDUsImlhd
CIB6MTY3NTg2MjIwNSwianRpIjoiM2MzMDJ1ZWQtNmI4Yy000DgyLWI2ZDAtMMwNWVNmUwZGQyIiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1lzZ2XJ2aWN10jgwODAVYXV0aCo9yZWEFsbXMvc2lhecnRhY2NvdW50cyT
sImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11IOWEOLTQ2M2ItYWFmZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXAi101JCZWEFyZXI1iLCJhenAiO1J0ZXNOY2xpZW50djEIiLCIZzZXNZzaWIuX3NOYXR1TIjoiYjk4YTEWZDALN
zBINiOONDJKkLWIOYWItMTZhMDZINmMM4YmUSTIiwiYWNyIjoiMSIsImFsbG93ZWQtb3JpZz2lucyl6WyIvKidd
LCJyZWFEsbV9hY2N1c3MiOnsicm9sZXMi01lsib2ZmbGluzVohY2N1c3MiLCI1bWFEYXV0aG9yaXphdGlvbid
dfSwicmVzb3VyY2VEYWNZXNzIjp7InR1c3RIbGL1bnR2MSI 6eyJyb2xlcyI6WyI1bWEfcHIvAGVdGlvbi
JAESWiYWNIb3VudCIbeyJyb2xleyI6WyJtYWShZ2Ut YWN§b3VudCIsImlhbmFnzS1hY2NvdW50 Lixpbmtz I
iwidmlldylwem9maWx1I119fSwic2NvcGUiO1iJzbWEydGEFjY291bnRzX2NvbnN1bnRfaWREfY2xhaWO6MTE2
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MzExIiwic21lhcnRhY2NvdW50c193b25zZW50X21kX2NsYWltIjoiMTE2MzEXI1iwiY2xpZW50SWQ101J0ZXN
0Y2xpZW50djEiLCIjbGl1bnRIB3NOIjoiMTAUMC4xNzYuMTg4IiwiZWlhaWxfdmVyaWZpZWQiOmZhbHN1LC
JwemVmZXJyZWREAXN1cmbhbWUi01iJzZXJ2aWNILWEFjY291bnQtdGVzdGNsaWVudHYxIiwiY2xpZW50QWRke
mVzcyI6IJEwWLjAuMTc2LjE40CJ9.SylbncbMa -

IoJGfR4h5J47TVrS5ylXX NGUBgWh3YOkukIzb2n3ZARhRXNVN 0g91IPx1A4STcTk2J pWidt6BRxaA6uLt
XMct5 0Z2JW4gWPUzS1i15Fbjny30ow9M3pUGrhzWOdzgnUl60yJs0dQ87svyT76T53fd9BavCtgvLipmgVRgr
8cGyk-EiRT4Vb3MB2ix y3tgWD MOXbbyZG9HGCAeUhV-gNuWizH0Y50VSMWothGKEWXSm6aKbA -
nFkVpAtBaIiVbSzGy2vwM-
AAuS97gzph65tNUybe8kitQ7Vh4r8IDLpeHgcUMy3eo]jOFvF63jNXglGkEN7Ziw9bSg",

"refresh token": "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiS1dUTIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjYS5NiOSNTcOODRmMYTU2ZDYifQ.eyJleHAIOjE20DM2MzcyOTIsImlhdCI6OMTY3N
Tg2M3 IwNSwianRpIjoizmY3NDM2MTgtNzNjMy000DZmLT1iMDAtMMEOY2R1YzF10DES5IiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1zZ2XJ2aWN10jgwODAVYXV0aC9yZWFsbXMvc21lhecnRhY2NvdW50cyIsImF1ZCT
6Imh0dHAG6LY9rZ2X1jbG%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNjb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2ItYWEFmMZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi01iJPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc2lvbl9zdGFO0ZSI6ImISOGEXMGOWLTcwZTYtNDQyZCliNGFiLTE2
YTA2YzZ30GJ10SIsInNjb3B1Ijoic21hcnRhY2NvdW50cl9jb252ZW50X21kX2NsYW1tOjExNJM=xMSJI9 .01
vQ5wrM6sVbUgqWZO0Hhd5SM1spGlSIebSgEF1QFvmM6ZQ"

}

In case the "accessToken" expires, the response will have the following structure:

"status": 401,

"messageStatus": "Unauthorized",
"moreDetails": {
"text": "Invalid access token"

9. UniCredit Bank - Flow

1. Authenticate

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 8.Intermediary API's UNC /[ 1. Authenticate 7 oo
POST v~ {{MTLS_BASE URI}}/gateway/authenticate/rest/api/token Send ~
Params Authorization Headers (9) Body ® Pre-request Script Tests @ Settings @ Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION esc  Bulk Edit
client_id {{client_id-partner}}

Key Value Description
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SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.vO.1 / 8.Intermediary API's UNC / 1. Authenticate v eos
POST ~ {{MTLS_BASE_URI}}/gateway/authenticate/rest/apiftoken Send ~
Params Authorization Headers (9) Body Pre-request Script Tests @ Settings @ Cookies
1 Paz jsonData = JSON.parse(responseBody); ¢
2 postman.setEnvironmentVariable(“access_token", jsonData.payload.access_token);
3 postman.setEnvironmentVariable("“refresh_token", jsonData.payload.refresh_token);
4 postman.setEnvironmentVariable("internalConsentId”, jsonData.payload.internalConsentId);

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 116313,

"access token": "eyJhbGciOiJSUzIINiIsInR5cCIgOiAiS1ldUIiwia2lkIiA6ICI4alhJws
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi INUUF4SEJXYmlxb2Z2JIn0.eyJ1leHAIOjE2NZzU4ANFQOMzEsImlhd
CI6GMTY3NTg2NDEzMSwianRpIjoiOWM4AOGY3MTQtZTk10OSO0OWUZLWF1YZzYtMWV)Y2FmMNWZjZjdiIiwiaXNz
IjoiaHROcDovL2t1leWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyT
SsImF1ZCI6ImFjY291bnQilCIzdWIiOiI2NmE2ZTIyMC11IOWEOLTQ2M2ItYWFMZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXAi10iJCZWEFyZXI1iLCJhenAiOiJ0ZXNOY2xpZW50dJELiLCIzZXNzaWIuX3NOYXR1IjoiZjgoMmZ IMWQtM
DgzZS00Zjg4LTgyM2QtZmM1YmESMDI20DEOIiwiYWNyIjoiMSIsImFsbG93ZWQtb3Jpz2lucyI6oWyIvKiJd
LCJIyZWEsbVOhY2N1c3MiOnsicm9sZXMi01sib2ZmbGluzVohY2N1c3MiLCI1bWEFEYXV0aG9yaXphdGlvbid
dfSwicmVzb3VyY2VEYWNIZXNzIjp7InR1c3RjbGL1bnR2MSI 6eyJyb2xlcyI6WyJ1bWEEcHIvVAGVIdGlvbi
JdfSwiYWNijb3VudCIeeydyb2xlcyIoWyJtYWS5hZ2UtYWNjb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtz I
iwidmlldylwem9maWx1I119fSwic2NvcGUiOiJzbWEFydGEFIY291bnRzX2NvbnN1bnRfaWRfY2xhaW06MTE2
MzEzIiwic21lhcnRhY2NvdW50c19jb25z2ZW50X21kX2NsYW1tIjoiMTE2MzEzIiwiY2xpZW50SWQ101J0ZXN
0Y2xpZW50diEiLCIIbGl1bnRIL3NOI joiMTAUMCAxXNZYUMTg4 IiwiZWlhaWkfdmVyaWzpZWQiomzhbHN1LC
JwemVmZXJyZWREAXN1cmbhbWUi01iJzZXJ2aWNILWEjY291bnQtdGVzdGNsaWVudHYxTiwiY2xpZW50QWRke
mVzcyI6IJEWLJAUMTc2LIE40CJ9.YXhjvY3£fcaNT6LWLXdhbUBX02zQ8Pvr -
n5kDIxrS8£ZOLFIQ6WpFHSc9gxfHUCO0-NnNwCOUS31UHF1XKFSWTqITe luv3rK-mgEvGU-
4SqgvbZ8jjw0IY¥Y6678I8vT0d2L8kPgCoXbs2lscCch5uT-
mteWlJgdgawmwS51LzK uJw9re9krt LWGif3gQdbhURNSWPNIf Xx-
qz4uv5HxgsomsEN2Dm4FCmigqluhy5xJcjGASSXRABKUZkxkOejF08d-7K3XurF VOtD 17aR-
Vi25IN8mYZ4USar8ijwy7T6auDFXVp6A5Yx90Xi3FFfZo02QqNTgI9Z2UxuydjOeIV84w™,

"refresh token": "eyJhbGciOiJIUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYJY5NiO5NTcOODRMYTU2ZDY1ifQ.eyJ1leHAIOjE20DM2NDAXMzEsIm1hdCI6MTY3N
Tg2NDEzMSwianRpIjoiZWIwYjRhODYtMjcO0OSOO0YWIMLTk4AMTItNTESM)ViZDRhYmMOTIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyIsImF1ZCT
6Imh0dHA6LY9rZX1jbG9%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNIb3VudHMiLC
JzdWIiO0iI2NmE2ZTIyMCL11OWEOLTQ2M2TItYWFmMZ11mOTc4MTU2NDCc3ZDMiLCI0eXAi0iJPZmZsaW51TiwiyY
XpwIjoldGVzdGNsaWVudHYxIiwic2Vzc21lvbl9zdGF0ZSI6ImY40TIMZTEFKLTA4M2UENGY40C04MjNkLWZ ]
NWJIhOTAYNJgxNCIsInNjb3BlIjoic21lhcnRhY2NvdW50c199b2522W50X21kX2NsYW1tOJEXNIMxMyJ9 . m1
ISiVIJkKaaHIe481lmKsYSaLvbl52kAHrfeTz6uLj4"

}
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2. initConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 8.Intermediary API's UNC / 4. InitConsent v oen
POST ~  {{API_BASE_URI}}/gateway/core/rest/api/initConsent/{{internalConsentld}} Send v
Params  Authorizatione  Headers (11)  Bodye  Pre-request Script  Tests  Settings Cookies
Headers <© 8hidden
KEY VALUE DESCRIPTION coc  Bulk Edit Presets v
Content-Type application/json
PSU-IP-Address 19212110.32
PSU-ID-Type ALL
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA _LIB_OTP_REV_GRT.v0.1 / 8. Intermediary API's UNC / 4. InitConsent L
POST v~ {{API_BASE_URI}}/gatewayj/core/rest/apifinitConsent/{{internalConsentld}} Send v
Params Authorization e Headers (11) Body = Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v Beautify
1 |
2 “codeBank": "UNC",
3 "period0fvalid": 96,
4 "psuEmail":  "aaa.aaaa@itsmartsystems.eu",
5 "psuIntermediarId":-"324567",
6 "redirectURL": "https://google.com”,
7 “TCaccepted": true
8 g |
Response:

"status": 200,
"messageStatus": "Success",
"payload": {

"consentStatus": "RECEIVED",

"consentId": null,

" links": {

"scaOAuth": {
"href": "https://authorization.api-

sandbox.unicredit.eu:8403/sandbox/psd2/bg/hydrogen/h014/1loginPSD2 BG.html?consentId

=2163b89f-de7e-422d-a074-

6£75b65077bd&correlationId=B3L1GB&authorisationId=2163b89f-de7e-422d-a074-
6£75b6507 Tbd&country=RO&state=2X1KbGJItTW1PaUpCTVRINFEwSKkRMVWhUTWpVMklpd21ZV3huSWpva
VpHbH1JbjAuLm4 zdWNiVk8wbkw3UWpHM1IJLTk1VVKEURMIkZXFGc09GTGhSLThTazRLbFINATFWRE1IMRD1 J
TWRtOUFTRkFMNDBYb2RRZkMINkRra25Rb1hyOE52Z00zUjVS5WDQyMnEF5YOEOZDVObEI2NXIJMbm1hNjBYbG1
gNm1ZR2tLcXNOTEN4ATFpYNHBmMb2czZ3ZxRTg5TFZ6UU9%kZ1QubVpoel91WihlcGRVZNFMX1IMOWXo3UQ==""

}
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2.1 initCosentin SANDBOX — the example below shows how the developer will interact with bank's
internet banking application

g UniCredit

Sign in with your UniCredit Credentials

Username

%4 UniCredit

| ‘
&
g

Sign in with your UniCredit Credentials

01PSD2Test

% UniCredit

GRANT YOUR CONSENTS

# Account Currency Accounts Balance Transactions

i RO32BACX0000000313979310 RON
2 ROS3BACX0000000515979320 EUR
3 ROG0BACX00000005315979000 RON

GRANT CONSENTS

After selecting at least one account and type of consent, and pressing "GRANT CONSENTS", thus
authorising the consent based on granularity (which account, balances and transactions), developer
will be redirected to the established page.

2.2 initConsent in PROD —the example below shows how the PSU will interact with bank's internet
banking application
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Z UniCredit Bank ROMANA W

Bine ai venit!

Nume utilizator

Introduceti numele de utilizator

Aceastd valoare este necesard

CONTINUA

Z UniCredit Bank

SELECTEAZA IMAGINEA DE SECURITATE

Accesezi aplicatia de pe un browser sau un computer nou, aga c@ te rugam sa ne confirmi imaginea de securitate. Iti reamintim ca imaginea de

securitate apare in meniul de setari, tab-ul de securitate.

SELECTEAZA

Imaginea de securitate pe care o alegi va intari securitatea aplicatiei Online Banking. Mai multe detalii gasiti in acest document.

Dacd intampini probleme, te rugam s2 ne contactezi la:

Telefon E-mail
BusinessNet: businessnet@unicredit.ro

+40 21 200 2020 (apel tarif normal in reteaua fixa Telekom Romania)
(interior 1116 or 11232)
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Z UniCredit Bank ROMANA W

SA

SCHIMBA NUME UTILIZATOR

Cod de securitate

Introduceti parola

Aceasta valoare este necesara

Account Information Service Consent

Consent 1D

Currert status

Expiration date

TPF Hame MART FIMTECH
Country registration rumbser

Country of registraticn
TPP Mational Competent Authority

Pesmissizns and accownts i)

® Afcourt Details

1 AVINGS A MT | RO
1 RREN DUNT | RON
w Aorourt Balamsoes S il
AVINGS A T | RO
RRENT Al 0L

» Account Transactions

With this new Corsant any other corsent offered 10 the S J0000NT infolmation senvioe provider
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After selecting at least one account and type of consent, and authorising the consent based on
granularity (which account, balances and transactions), PSU will be redirected to the established page.

3. GetConsent

GET R

Params Authorization & Headers (8) Body

Headers © 6hidden
KEY
PSU-IP-Address

Content-Type

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 8. Intermediary API's UNC

Pre-request Script Tests

{{API_BASE_URI}}/gateway/core/rest/api/consent/UNC/{{internalConsentld}}

Settings

VALUE
192.12.110.32

application/json

5. GetConsent

DESCRIPTION

a0

o

Bulk Edit

Send 57

Cookies

Presets v

Response:

"status": 200,

"messageStatus":

"payload": {
"access": {

"accounts": [

{
"iban":
by
{
"iban":
by
{
"iban":
}
1,
"balances": [
{
"iban":
by
{
"iban":
by
{
"iban":
}
1,
"transactions":
{
"iban":
by
{
"iban":

"Success",

"RO32BACX0000000515979310"

"RO53BACX0000000515979320"

"RO60BACX0000000515979000"

"RO32BACX0000000515979310"

"RO53BACX0000000515979320"

"RO60BACX0000000515979000"

"RO32BACX0000000515979310"

"RO53BACX0000000515979320"
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"iban": "RO60BACX0000000515979000"

I

"availableAccounts": null
by
"consentStatus": "valid",
"frequencyPerDay": 4,
"lastActionDate": "2023-02-08",
"validUntil": "2023-05-08",
"recurringIndicator": true,
"combinedServiceIndicator": null,

"creationDate": null

4. GetConsentStatus

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.... / 8.Intermediary API'sU... / 6. GetConsentStat... Eﬂ Save v ooe
GET v {{AP|_BASE_URI}}/gateway/core/rest/api/consent/UNC/{{internalConsentld}}/status Send v
Params  Authorization s Headers (7) Body  Pre-request Script ~ Tests  Settings Cookies
Headers @ 6 hidden
KEY VALUE DESCRIPTION o000 Bulk Edit  Presets
PSU-IP-Address 192.12.110.32
Key Value Description
Response:
"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "valid"
5. GetAccounts
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 8.Intermediary API's UNC / 7. GetAccounts B Save v ooe
GET ~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/UNC/{{internalConsentld}} Send v
Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies
Headers <© 6 hidden
KEY VALUE DESCRIPTION o  BulkEdit Presets v
PSU-IP-Address 192.12.123.32
Key Value Description
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Response:

"status": 200,

"messageStatus": "Success",

"payload": [

{

"resourceId": "RO32BACX0000000515979310",
"iban": "RO32BACX0000000515979310",
"currency": "RON",
"name": "RON Acc for 01PSD2Test",
"product": "RBN",
"cashAccountType": "CACC",
"status": "enabled",
"bic": "BACXROBUXXX",
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null

"resourceId": "RO53BACX0000000515979320",
"iban": "RO53BACX0000000515979320",
"currency": "EUR",

"name": "EUR Acc for 01PSD2Test",
"product": "RBN",
"cashAccountType": "CACC",
"status": "blocked",

"bic": "BACXROBUXXX",
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [1,

"sortCodeAccountNumber": null

"resourceId": "RO60BACX0000000515979000",
"iban": "RO60BACX0000000515979000",
"currency": "RON",

"name": "RON Acc for 01PSD2Test",
"product": "RBN",

"cashAccountType": "CACC",

"status": "enabled",
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"bic": "BACXROBUXXX",
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [1,

"sortCodeAccountNumber": null

6. GetBalances

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 8.Intermediary API's UNC / 8. GetBalances

[2) save

~

GET ~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/UNC/RO32BACX0000000515979310/{{internalConsentld}}/balances Send ~
Params  Authorization e Headers (7) Body  Pre-request Script  Tests  Settings Cookies
Headers © 6 hidden

KEY VALUE DESCRIPTION ooc  BulkEdit Presets v

PSU-IP-Address 1921212332

Key Value Description
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "RO32BACX0000000515979310",
"currency": "RON"
o
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 4500.16
I
"balanceType": "expected",
"referenceDate": null,
"creditLimitIncluded": "false",
"creditDebitIndicator": null,
"lastChangeDateTime": null,
"lastCommittedTransaction": null,

"transactionStatus": null
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7. GetTransactions

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... / 8.Intermediary API's UN... / 9. GetTransactio...

GET

v {{API_BASE_URI}}/gateway/core/rest/api/accounts/UNC/RO32BACX0000000515979310/{{internalConsentld}}/transactions?bookingStatus=booked&d -

Paramse  Authorizatione  Headers (8) ~ Body  Pre-request Script ~ Testse  Settings

Headers <© 6 hidden

KEY VALUE
PSU-IP-Address 192.12.123.32

next {{next_page}}

Key Value

DESCRIPTION ao0

Description

Cookies

Bulk Edit  Presets v

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... / 8.Intermediary API's UN... /| 9. GetTransactio... 7 L
GET ~ {{AP|_BASE_URI}}/gateway/core/rest/api/accounts/UNC/RO32BACX0000000515979310/{{internalConsent|d}}/transactions?bookingStatus=booked&d Send ~
Params Authorization ® Headers (8) Body Pre-request Script Tests ® Settings Cookies
Query Params
KEY VALUE DESCRIPTION ese  Bulk Edit
bookingStatus booked
dateFrom 2022-08-18
dateTo 2022-08-18
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... / 8.Intermediary API's UN... / 9. GetTransactio... hd b

GET ~  {{API_BASE_URI}}/gateway/core/rest/api/accounts/UNC/RO32BACX0000000515979310/{{internalConsentld}}/transactions?bookingStatus=booked&d Send ~
Params Authorization e Headers (8) Body Pre-request Script Tests Settings Cookies
1 l:onst IesponseJson = pm.response.json(); P
2 let next = responselson.payload.transactions.links;
3 if (next != null) {
4 postman.setEnvironmentVariable ("next_page”, next.next.href):;
5 %
6 else {
7 postman.setEnvironmentvariable ("next_page", null);
8 i
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "RO32BACX0000000515979310",
"currency": "RON"
}y

"transactions": {
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"booked": [1],
"pending": [],
"links": null

by

"balances": []

8. GetAccountDetails

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT... / 8.Intermediary API's U... / 10. GetAccountDeta...

GET v {{API_BASE_URI}}/gateway/corefrest/api/accounts/UNC/RO32BACX0000000515979310/{{internalConsentld}}/details Send v
Params Authorization s Headers (7) Body Pre-request Script Tests Settings Cookies
Headers © 6hidden
KEY VALUE DESCRIPTION oo Bulk Edit Presets
PSU-IP-Address 19212.123.32
Key Value Description
Response:

"status": 200,

"messageStatus": "Success",

"payload": {
"resourceId": "RO32BACX0000000515979310",
"iban": "RO32BACX0000000515979310",
"currency": "RON",
"name": "RON Acc for 01PSD2Test",
"product": "RBN",
"cashAccountType": "CACC",
"status": "enabled",
"bic": "BACXROBUXXX",
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null
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9. DeleteConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 8.Intermediary API's UNC / 11 DeleteConsent

DELETE v {{API_BASE_URI}}/gateway/core/rest/api/deleteConsent/UNC/{{internalConsentld}}

Params Authorization e Headers (7) Body Pre-request Script Tests Settings

Headers @ 6 hidden

Send

Cookies

KEY VALUE DESCRIPTION sec  Bulk Edit Presets v
PSU-IP-Address 19212123.32

Key Value Description

Response:

"status": 200,

"messageStatus": "Success",

"payload": {

"message": "Consent has been successfully revoked"

10. RefreshToken

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 8. Intermediary API's UNC / 1.1 RefreshToken

POST R {{MTLS_BASE URI}}/gateway/authenticate/rest/api/refreshToken

Params Authorization Headers (9) Body e Pre-request Script Tests @ Settings

Headers © 7 hidden
KEY

internalConsentld

access_token

Key

VALUE

{{internalConsentld}}

{{access_token}}

Value

DESCRIPTION

Description

o0e

Cookies

Bulk Edit  Presets v

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 8.Intermediary API's UNC / 1.1 RefreshToken

POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken
Params  Authorization  Headers (9)  Bodye  Pre-request Script  Testse  Settings
none @ form-data x-www-form-urlencoded raw binary GraphQL

KEY

refresh_token

client_id

Key

VALUE

{{refresh_token}}

{{client_id-partner}}

Value

DESCRIPTION

Description

Cookies

oo Bulk Edit
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SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 8.Intermediary API's UNC / 1.1 RefreshToken v b

POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send v

Params Authorization Headers (9) Body » Pre-request Script Tests ® Settings Cookies

Paz jsonData = JS0N.parse(responseBody);

postman.setEnvironmentVariable("access_token", jsonData.payload.access_token);
postman.setEnvironmentVariable("refresh_token", jsonData.payload.refresh_token);
postman.setEnvironmentVariable("internalConsentId", jsonData.payload.internalConsentId);

B ow NP

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 116313,

"access token": "eyJhbGciOiJSUzIINiIsInR5cCIgOiAiS1dUTIiwiaZ2lkIiA6ICI4alhJwWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi INUUF4SEJXYmlxb2Z2JIn0.eyJleHAIOjE2NZU4NFc4MTIsImlhd
CIGMTY3NTg2NzUxMiwianRpIjoiZWViZjcwODMtENGM3MCOOZTF1LWIOZJUtMDM2NTRiYJF1YTNmIiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1lzZ2XJ2aWN10jgwODAVYXV0aCo9yZWEFsbXMvc2lhecnRhY2NvdW50cyT
sImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TItYWFmMZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXAi101JCZWEFyZXIiLCJhenAiO1J0ZXNOY2xpZW50dJEIiLCIzZXNzaWIuX3NOYXR1TIjoiZjg5bMmZ IMWQtM
DgzZS00Zjg4LTgyM2Q0tZmM1YmESMDI20DEOIiwiYWNyIjoiMSIsImFsbG93ZWQtb3JpZz2lucyIl6WyIvKiJd
LCJyZWFsbV9hY2N1c3MiOnsicm9sZXMi01sib2ZmbGluzVohY2N1c3MiLCIJ1bWEFEYXV0aG9yaXphdGlvbid
dfSwicmVzb3VyY2VEYWNIZXNzIjp7InR1c3RjbGL1bnR2MSI 6eyJIyb2xlcyI6WyJ1bWFEcHIvAGVIdGlvbi
JAESwiYWNib3VudCI6eyJyb2xlcyI6WyJtYWS5hZ2UtYWN jb3VudCIsImlhbmFnZS1hY2NvdWw50LWxpbmtz I
iwidmlldylwem9maWx1I119fSwic2NvcGUiO1iJzbWEFydGEFjY291bnRzX2NvbnN1bnRfaWREfY2xhaWO6MTE2
MzEzIiwic21lhcnRhY2NvdW50c193b25z2ZW50X21kX2NsYWltIjoiMTE2MzEZzTI1iwiY2xpZW50SWQi01J0ZXN
0Y2xpZW50diEiLCIIbGl1bnRIbL3NOI joiMTAUMCAXNZYUMTg4 IiwiZWlhaWkfdmVyaWzpZWQi0mzhbHN1LC
JwenVmZXJyZWREAXN1cm5hbWUi01JzZXJ2aWN1LWEjY291bnQtdGVzdGNsaWVudHYxTiwiY2xpZW50QWRkc
mVzcyI6IjEWLJAUMTc2LjE40CJ9.QHSe9cIN16Q1iSgsW5iG5b]j NAOglmz85W611i84mBd8Ka2cngKJkB6gc
RWVrXJKECDM1gX3CTqws 92b8vXtv8giGh3C6EQohfIPFefILdg-CRgnomYnRUzZJaWOCY1l-mzS1R-
eGnQIKQHRM9kAEacEHv -
EilUk8Lf1btRNRNFK8£f1zUohGIxYubxurvDIQtlanFOM11nMTZkod8JVnz2tnoGH8mM5VB]7RvDTEOCL72J6
gUNRXcZ9i5HbeDBReNaHY1fkA-eoVRUeujTPma-1F8 KZgdJWrWDY1Wp-—
60doigjoxKlg3rNuMWNw2xPvMeX1IkciakcOR41nD7DMFAAQSQ",

"refresh token": "eyJhbGciOiJIUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjY5NiOS5NTcOODRmMYTU2ZDYifQ.eyJ1leHAIOjE20DM2NDAXMzEsIm1hdCI6MTY3N
Tg2NzUxMiwianRpIjoiNzEyNWJI1ZTQtOTM4AMy00ZTYwLWIhM]ktMmNhNjJiZjI1MmZjIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1zZ2XJ2aWN10jgwODAVYXV0aCO9yZWEFsbXMvc21lhcnRhY2NvdW50cyIsImF1ZCT
6Imh0dHA6LY9rZX1ibGohaylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJI0YWNjb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2ItYWFmMZ11mOTc4MTU2NDCc3ZDMiLCIJ0eXAi0iJPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc2lvbl9zdGFO0ZSI6ImY40TImZTFKkLTA4M2UENGY40C04MINkLWZ ]
NWJhOTAYNJgxNCIsInNjb3BlIjoic21lhcnRhY2NvdAW50c197b2522ZW50X21kX2NsYW1tOJEXNIMxMyJ9.J0
DLf5gDSvbEGeRbY86PzK3KxPyghO0XizDskhNzob-0"

}

In case the "accessToken" expires, the response will have the following structure:

"status": 401,

"messageStatus": "Unauthorized",
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"moreDetails": {

"text": "Invalid access token"

10. Revolut - Flow

1. Authenticate

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 12.Intermediary API's REV / 1. Authenticate ~ L
POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send v
Params Authorization Headers (9) Body = Pre-request Script Tests ® Settings & Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION ese  Bulk Edit
client_id {{client_id-partner}}
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 12.Intermediary API's REV / 1. Authenticate B Save v ose
POST v {MTLS_BASE_URI}}/gateway/authenticate/rest/apif/token Send ~
Params Authorization Headers (8) Body Pre-request Script Tests @ Settings Cookies
1 }JBI jsonData = JSON.parse(responseBody); p
2 postman.setEnvironmentvariable("access_token", jsonData.payload.access_token);
3 postman.setEnvironmentvariable ("refresh_token", jsonData.payload.refresh_token);
4 postman.setEnvironmentVariable("internalConsentId", jsonData.payload.internalConsentId);

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 116330,

"access token": "eyJhbGciO0iJSUzI1NiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI4alhJduws
1YDbUhFQOIONkZBckhZSzUOQndGYXFiMiINUUF4SEJXYmlxb2Z2JIn0.eyJleHAIOJE2NZzU4NFJgONDAsImlhd
CI6GMTY3NTg20DEOMCwianRpIjoiMDIOOWUONGItMzEjYi00YTQILTk1YmQtZT1jM2QwN2EzZNWM3TiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1lzZ2XJ2aWN10jgwODAVYXV0aCOyZWEFsbXMvc2lhecnRhY2NvdiW50cyI
sImF1ZCI6ImFjY291bnQiLCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TtYWFMZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXA101JCZWFyZXI1iLCJhenAiO1J0ZXNOY2xpZW50djELiLCIZzZXNZzaWIuX3NOYXR1ITIjoiOTQ4YWE2MDgtO
TQ40CO0YjJ1ILWEONZgtN2UANTYyMikzZDgwIiwiYWNyIjoiMSIsImFsbGI3ZWQtb3Ipz2lucyl 6WyIvKidd
LCJyZWEsbV9hY2N1c3MiOnsicm9sZXMi01lsib2ZmbGluzVohY2N1c3MiLCI1bWEFEYXV0aG9yaXphdGlvbid
dfSwicmVzb3VyY2VEYWN]ZXNzIjp7InR1c3RjbGl1bnR2MSI6eyJyb2xlcyIloWyJ1lbWFfcHIvdGVidGlvbi
JAESwiYWNib3VudCI6eyJIyb2xlcyI6WyJtYWShZ2UtYWN jb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtzI
iwidmlldylwem9maWx1I119fSwic2NvcGUi01iJzbWEydGEFjY291bnRzX2NvbnN1bnRfaWRfY2xhaWO6MTE2
MzMwIiwic21lhcnRhY2NvdW50c193b25zZW50X21kX2NsYWltIjoiMTE2MzMwIiwiY2xpZW50SWQ1i01J0ZXN
0Y2xpZW50djEiLCIjbGl1bnRIbL3NOIjoiMTAUMC4xNzYuMTg4IiwiZWlhaWxfdmVyaWzZpZWQiOmZhbHN1LC
JwenVmZXJIyZWREAXN1cm5hbWUi01JzZXJ2aWNILWEjY291bnQtdGVzdGNsaWVudHYxTiwiY2xpZW50QWRkc
mVzcyI6I§EWLJAUMTCc2LIE4A0CT9.01iJIYpIrI SQOBVOR2GXCOGGN YIS -
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320tyjYeSF1OKxTPvGEfLi LQIFjhZfKMsGNDrof-Ui40Q-v—
6uhtrZUxTkKP8667ZgWgy41VOq7EH7A4rLwLZCiJGaA0GWOxAiHdik1gWMFplsYRoUv 8epOopLv88gtCCi
1QoK-JfR HXAhSH2PFarpGtezugTalSRONPIQctllAnwyzIrmmxLZ——
Budormk8Mr9PH41KNpRzgTQstTgHyzhoC4VZIMMOcOsxmwdoCrgBtcIO1lrOQO2EIbHOoFddOaRyY1BoYp31
ekgsHUw4bXyTx-fiYMCYMPYbKaJd9TSnOyufkKve9PMtg",

"refresh token": "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiS1dUTIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjYS5NiOSNTcOODRmMYTU2ZDYifQ.eyJleHAIOJE20DM2NDQxXNDAsIm1lhdCI6MTY3N
Tg20DEOMCwianRpIjoiM2I2NGY5SNWYtMDc5Z100Mjk1LTgwNTItZmEzNzEZzOGFhZjAyIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAvYXV0aC9yZWFsbXMvc21lhecnRhY2NvdW50cyIsImF1ZCT
6Imh0dHAG6LY9rZX1jbG9%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNJb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2ItYWEFmMZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi01iJPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc2lvbl9zdGFO0ZSI6Ijk00OGFhNjA4LTkOODgtNGIyZS1hNDc4LTdl
ODU2MjI5M204MCIsInNjb3B1Ijoic21lhcnRhY2NvdW50cl99b25z2ZW50X21kX2NsYW1tOjExNJMzMCJ9.26
9s7uELve8ERs 9gaB5weWiHEEyfwl5J0kRkEwWEJJBU"

2. initConsent
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 12.Intermediary API's REV / 4. InitConsent v o
POST ~  {{API_BASE_URI}}/gateway/core/rest/api/initConsent/{{internalConsentid}} Send i
Params Authorization » Headers (12) Body = Pre-request Script Tests Settings Cookies
KEY VALUE DESCRIPTION oo BulkEdit Presets v
Content-Type application/json
PSU-IP-Address 192.12.110.32
(] PSU-ID-Type ALL
(] Country UK
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 12.Intermediary API's REV / 4. InitConsent b oo
POST ~ {{API_BASE_URI}}/gateway/core/rest/api/initConsent/{{internalConsentid}} Send v
Params Authorization Headers (12) Body Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON Beautify
1 |
2 "codsBank": "REV",
3 "period0fvalid”: 90,
4 "psuEmail": "aaa.aaaa@itsmartsystems.eu",
5 "psuIntermediarId":  "324567",
6 "redirectURL": "https://google.com",
7 "TCaccepted": true
s 4§ I
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "RECEIVED",
"consentId": null,

" links": {
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"scaOAuth": {

"href": "https://sandbox-
oba.revolut.com/ui/index.html?state=eyJlbmMiOiJBMTI4Q0JDLUNTM]U2IiwiYWxnIjoiZGlyIiw
1Y3R5Ij0iS1dUINn0. .g7Y7KAgK-
v4TAgnlHizasg.tv06Wks9FitSO0SpfyDPovk 2kghSVpyQyIEtC8zbklRylgdgs707n tvd SULlOVdy8tpT
d0JD2WneN9eF5skqD eJWZlvZbjtVwilmeey2XelazccLlc]j9wBaQ80tblnwcesZVVXiZmKyW2 -
Cf£1Q2EUVO9pc2Ci6bhU9k8Y19BOhsbTgf feNpOWzoXS7rh9p0kE-oLelezICH70ZB4Sf-gOacn—
i2m0_ wY7hGVmWgfLOUSCPwCIOPN4zgfY5CFKT -
OZkE1DATRr19zjKDSOPnO0IdoRWSYsAJdUNgjYaVUWOPZSZODeyVjIQIAMPOhMncya8SCoNRUSKiIMFpSE1Y5
NVdMZejrgx250wdk0XohnIwUwinWOvpzKgdiWsQahePvoAtlYg6lnJKpUwCy3xZgfXZiBuMCUHSpprjH8dWp
5MoOnSq7YwOykKTSPuFPwrPasrIN111VMELWMYm4Tn45Gj82xK T4hCblEZRCUDK1xKYuUK6kg -
FULc1LU61hmTYOoQNF7hcTXPbzkPKM81H1MD] t 3u6TDaiulppcIRph8vMUQS3sg5LpGLSRIOEFL UbeZKcyP
cTSxR76yfTJK1-NEv8bHfzxwLzTbkW--weN kH3JITzTZo08UzdA4dzzox—
GFFvkxOpOyCKXg5q30L2KNtF8KUdAOFy zGQaEvVKvjEujSrbSQW8UM4pa8zhs9BxH1hS5bd8KnILVPWIWaz91i
Y4uG8ecTBQbl fIMztRACDMgOS73ufF3nEwVsSe2J6C264nyfOEbvew LMEH9k2320SYAa9dlbXh4IF VBPgS8
gD-P5RRPvd839SdQHUbjOxTwIr7ZDbW-Eeon9s5R4v—
5TPQrrgoToVIxgbbE6FS6gBHE2A3yCaz72Y ) JmAEeupKesTOBSEGW1-SP3PMuUAZoNyB9u3BQ8tter] -
p0alQ9V51MyCy7I2CF5t4FRONvMMIaBNOj 6WdmkwDadF9t86PEO6gtubwkzTDRt4x5kZyRhFUj4VamJrcPZ
CTnsAqPibmFkOEF2kjb j9G8wDGHbTsTXiBaOJRelG4hwOruLNomWsbkoXYYbDkWYibk5QvpmYjk3L. spkU
X0MaD91f fJlCsgPTQ&response type=code%20id token&client id=224062b5-7bb5-45ce-8118-
c8900851bcaes&redirect uri=https://api.sandboxaccounts.smartfintech.eu/gateway/core/
rest/api/confirmation&scope=openid%20accounts&nonce=n-
0S6 WzA2Mj&request=eyJhbGciOiJQUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjM3MzA3NDIWLWRkMGMt
NGQzMyliMzNjLTMOZTU2YWUyOWIONCJ9.eyJhdWQiOiIyMjQwNjJiNSO3YmI1ILTQ1Y2UtODExOC1jODkwMD
glMWJJYWUiLiLCIpc3MiOiJzYW5kYm941LWlzcyIsIndlc3BvbnN1X3R5¢cGUiI01Jjb2R1ITIG1IkX3Rvaz2vuliwiyY
2xpZW50X21kIjoiMjIOMDYyYjULN2JiNSOONWNILTgxMTgtYzg5MDAANTFiY2F1TiwicmVkaXJ1lY3REAXIp
Ij01iaHROCHM6Ly9hcGkuc2FuzZGIveGFjY291bnRzLnNtYXJ0Z2mludGVjaC51dS9nYXR1d2F51L2NvemUvemV
zdCOhcGkvY29uZmlybWF0aWOuliwic2NvcGUi0iJveGVuaWQgYWNjb3VudHMiLCIjbGFpbXMiOnsiaWREdAG
9rZW4iOnsib3BlbmJIhbmtpbmdfaW50ZW50X21kIjp7InZhbHV1Ijoi0GOxNDgyYzQtOGFiNCOOMmMEFMLWIkO
DOtMIMwYTU4YTEFMNMOWIiwiZXNzZW50aWFsIjp0cnV1£X19£fQ.Kjfvb0xck8nGEfJeHRXxf7s2UsRI ~
CjreFbDmn30oLViaKjHNPPvgxFOyd81MmZzGA eqpgKEbAXLZMWCESE8cTVZIW-
aEKXKa3IN9IsRFucxgMG60hQjZR40e51iwchWuFrbm4 tGGVCBbgqg9sECKz36MpnvXPg7pI -
4Jgb6DTJ87atpUtNp6XJRvx4gqOF4IBbDQIXG54wonTazx18kRNBPGCbxc2Jwdp6lHa6LQelLizPcbNjCnxgU
hzLwMIL7WQdsQsIVIGuQOo3iHi2 2tMgelZoSppoBvlpnQu3BhEOF1j3VL8XoGes oz -
fYPhvkvnimksBv3aPYEImGcab6WNF4A"

}

2.1 initCosent in SANDBOX — the example below shows how the developer will interact with
bank's internet banking application
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Sign in to Revolut

To authorise SmartAccounts Sandbox

Personal Business

+44

Enter your Revolut app passcode

Please confirm that you own the acc clated with number «d44

o o g™
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Enter 6 digit code

Code
451-390

If you have not gat the code for 2 minutes. Try again

Accounts access
request

Authorise SmartAccounts Sandbox to read your
accounts information. Permission will expire on 8
May 2023 (in 89 days).

Choose accounts

GBP - British Pound £982,060 ()

EUR - Euro €1,000,000 ()

I N
KN

USD - United States... $1,000,000 O

Info I'm providing Show
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Access granted

You will be now redirected back to SmartAccounts Sandbox

After selecting accounts and pressing "Authorise", thus authorising the consent for selected

account(s) developer will be redirected to the established page.

2.2 initCosent in PROD — the example below shows how the PSU will interact with bank's internet

banking application

Sign in to Revolut

To authorise

Personal Business

@ Switch to Personal account
Continue in Revolut

also get more info on our help page.
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Log in to Revolut

Phone number Email

‘ ' +40 Phone number

Lost access to phone number

Log in with QR code

Scan this code with your phone
camera to log in instantly. Revolut
Don't have an account?

app version 8.93 or higher is required

Sign up

After inserting phone number, PSU will be redirected into a page where Revolut account passcode
must be inserted (not card's PIN).

e

Enter passcode

Only digits

wed

Forgot your passcode?

149



X
Confirm with Revolut
app

We sent a notification to your Revolut app. Make
sure the app is up-to-date (version 8.15 or later)

Choose another method

[ Open Revolut app

v Tap 'Authorize’ in the prompt

After tapping "Authorize" in the prompt from Revolut APP, PSU will be redirected into the web

page below.

X

Accounts access request

Authorise SmartAccounts to read your accounts information
Permission will expire on 24 Jul 2023 (in 89 days)

Choose accounts

‘ ’ RON - Romanian Leu ron 237.87 @)

0 EUR - Euro «0.00 @

Info I'm providing Show
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e

Enter your Revolut passcode

This is the 4-digit security passcode you set in the Revolut app

Q_
6-digit code

Please enter the code we've sent to +407 8.
After inserting SMS code, PSU will be redirected to the established page.
3. GetConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 12.Intermediary API's REV / 5. GetConsent &

GET ~ {{API_BASE_URI}}/gateway/core/rest/api/consent/REV/{{internalConsentld}}

Params Authorization & Headers (8) Body Pre-request Script Tests Settings

Headers < 6 hidden

Cookies

KEY VALUE DESCRIPTION sso  BulkEdit  Presets v
PSU-IP-Address 192.12.110.32
Content-Type application/json

Response:
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"status": 200,
"messageStatus": "Success",
"payload": {
"access": {
"accounts": [1],
"balances": [],
"transactions": [],
"availableAccounts": null
by
"consentStatus": "valid",
"frequencyPerDay": null,
"lastActionDate": "2023-02-08",
"validUntil": "2023-05-08",
"recurringIndicator": null,
"combinedServiceIndicator": null,

"creationDate": null

4. GetConsentStatus

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.... / 12.Intermediary API'sR... / 6.GetConsentStat...

GET v {{API_BASE_URI}}/gateway/core/rest/api/consent/REV/{{internalConsentid}}/status Send ~
Params  Authorizatione  Headers (7)  Body  Pre-requestScript  Tests  Settings Cookies
Headers < & hidden

KEY VALUE DESCRIPTION o00 Bulk Edit Presets

PSU-IP-Address 19212.110.32

Key Value Description
Response:
"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "valid"
5. GetAccounts

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 12.Intermediary API's REV | 7. GetAccounts v ooe

GET ~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/REV/{{internalConsentld}} Send v
Params Authorization & Headers (7) Body Pre-request Script Tests Settings Cookies
Headers © 6 hidden

KEY VALUE DESCRIPTION ove  Bulk Edit Presets v

PSU-IP-Address 19212123.32

Key Value Description
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Response:

"status": 200,

"messageStatus": "Success",

"payload": [

{

"resourcelId": "b66af2e5-9dcf-4520-9fd2-12a451ae4309",
"iban": null,

"currency": "GBP",

"name": "Jan Smith",

"product": null,

"cashAccountType": "CurrentAccount",
"status": null,

"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,

"workingBalance": null,

"onlineActualBalance": null,
"balances": [],
"sortCodeAccountNumber": "60424981765417"

"resourcelId": "1452fe59-464b-4aa4-9d8c-68172271bf7e",
"iban": "DK2377733760723902",
"currency": "EUR",

"name": "Jan Smith",

"product": null,

"cashAccountType": "CurrentAccount",
"status": null,

"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [1,

"sortCodeAccountNumber": null

"resourceId": "fb42d579-437e-4115-8829-40b0ecal4001",
"iban": "DK6705166603207318",

"currency": "USD",

"name": "Jan Smith",

"product": null,

"cashAccountType": "CurrentAccount",

"status": null,
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"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [1,

"sortCodeAccountNumber": null

6. GetBalances

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 12.Intermediary API's REV / 8.GetBalances

GET ~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/REV/fb42d579-437e-4115-8829-40b0eca04001/{{internalConsentld}}/balances

Params Authorization e Headers (7) Body Pre-request Script Tests Settings

Headers © 6 hidden

KEY VALUE DESCRIPTION
PSU-IP-Address 19212.123.32
Key Value

ase

Bulk Edit

Cookies

Presets

Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {},
"balances": [
{
"balanceAmount": {
"currency": "USD",
"amount": 1000000.0
by
"balanceType": "InterimAvailable",
"referenceDate": "2020-08-24",
"creditLimitIncluded": null,
"creditDebitIndicator": null,
"lastChangeDateTime": null,
"lastCommittedTransaction": null,

"transactionStatus": null
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7. GetTransactions

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... / 12.Intermediary API'sR... / 9.GetTransactio...

[B) Save v oo

GET v {{AP|_BASE_URI}}/gateway/core/rest/api/accounts/REV/b66af2e5-9dcf-4520-9fd2-12a451ae4309/{{internalConsentld}}/transactions?bockingStatus=

Params Authorization e Headers (8) Body Pre-request Script Tests @ Settings

Headers < 8hidden

KEY VALUE DESCRIPTION
PSU-IP-Address 192.12123.32
next {{next_page}}

Key Value Description

Cookies

ecc  BulkEdit Presets v

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... / 12.Intermediary API's R... |/ 9. GetTransactio...

[2) save v oee

GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/REV/b66af2e5-9dcf-4520-9fd2-12a451ae4309/{{internalConsentld}}/transactions?bookingStatus=

Params e  Authorizatione  Headers (8)  Body  Pre-requestScript  Testse  Settings

Query Params

KEY VALUE DESCRIPTION
bookingStatus booked
dateFrom 2022-12-09
dateTo 2023-02-08

Key Value Description

Send ~
Cookies
scs  Bulk Edit

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... / 12.Intermediary API'sR... / 9. GetTransactio...

[2) Save v ooo

GET v {{API_BASE_URI}}/gateway/core/rest/apifaccounts/REV/b66af2e5-9dcf-4520-9fd2-12a451ae4309/{{internalConsentld}}/transactions?bookingStatus= Send v
Params & Authorization @ Headers (8) Body Pre-request Script Tests ® Settings Cookies
1 I:onst Tesponselson = pm.response.json(); p
2 let next = responselson.payload.transactions.links;
3 if (next != null) {
4 postman.setEnvironmentVariable("next_page", next.next.href);
5 1
6 else {
7 postman.setEnvironmentVariable("next_page”, null);
s 1
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {},
"transactions": {
"booked": [1],
"pending": [
{

"transactionId": "63b8295a-355e-a081-8b28-e645cc07a0d3",

"entryReference": null,
"endToEndId": null,
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1,

"links":

by

"balances":

"bookingDate": "2023-01-06",
"valueDate": null,
"executionDateTime": null,
"transactionAmount": {
"currency": "GBP",
"amount": 50.0
by
"transactionType": null,
"exchangeRate": [],
"creditorName": null,
"creditorAccount": {
"iban": null
by
"debtorName": null,
"debtorAccount": {
"iban": null
by

"remittanceInformationUnstructured": null,

"proprietaryBankTransactionCode": "TRANSFER",

"additionalInformation": "To ReceiverCo ReceiverRef",

"transactionStatus": "Pending",
"creditDebitIndicator": "Debit"

null

8. GetAccountDetails

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT... / 12. Intermediary API's R... / 10. GetAccountDeta...

GET v {{API_BASE_URI}}/gateway/core/rest/apifaccounts/REV/bB6af2e5-9dcf-4520-9fd2-12a451aed4309/{{internalConsent|d}}/details

Params Authorization & Headers (7)

Headers © 6hidden
KEY
PSU-IP-Address

Key

Body Pre-request Script Tests Settings

VALUE DESCRIPTION
19212123.32

Value Description

Send S

Cookies

ese  BulkEdit Presets v

Response:

"status": 200,

"messageStatus":

"payload":

{

"Success",

"resourceId": "b66af2e5-9dcf-4520-9fd2-12a451ae4309",

"iban":

"currency":
null,

"name" :

null,

"GBP" ,
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"product": null,
"cashAccountType": "CurrentAccount",
"status": null,

"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null

9. DeleteConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... / 12.Intermediary API's RE... / 11 DeleteConse...

DELETE ~ {{API_BASE_URI}}/gateway/core/rest/api/deleteConsent/REV/{{internalConsentld}}

Params  Authorizatione  Headers (7) ~ Body  Pre-request Script  Tests  Settings

Headers <© 8 hidden

Cookies

KEY VALUE DESCRIPTION wo  BulkEdit Presets v
PSU-IP-Address 19212.123.32

Key Value Description

Response:

"status": 200,
"messageStatus": "Success",
"payload": {

"message": "Consent has been successfully revoked"

10. RefreshToken

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 12.Intermediary API's REV / 1.1 RefreshToken

POST ~ {{IMTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken

Params Authorization Headers (9) Body e Pre-request Script Tests @ Settings

Headers < 7 hidden

KEY VALUE DESCRIPTION
internalConsentlid {{internalConsentld}}
access_token {{access_token}}

Key Value Description

) save

g

~

Bulk Edit

Cookies

Presets v
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SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 12.Intermediary API's REV / 1.1 RefreshToken Eﬂ Save v oca
POST v {MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send v
Params  Authorization  Headers (9) Body e  Pre-request Script  Testse  Settings Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION oco  Bulk Edit
refresh_token {{refresh_token}}
client_id {{client_id-partner}}
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 12. Intermediary API's REV / 1.1 RefreshToken B Save v eoe
POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/apifrefreshToken Send v
Params Authorization Headers (9) Body @ Pre-request Script Tests @ Settings Cookies
1 var jsonData = JSON.parse(responseBody); <
2 postman.setEnvironmentVariable("access_token", jsonData.payload.access_token);
3  postman.setEnvironmentVariable("refresh_token", jsonData.payload.refresh_token); L
4 postman.setEnvironmentvariable("internalConsentId", jsonData.payload.internalConsentId) ;|
Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 116330,

"access token": "eyJhbGciOiJSUzIINiIsInR5cCIgOiAiSldUIiwia2lkIiA6ICI4alhJwWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi1INUUF4SEJXYml1xb2Z2JIn0.eyJ1leHAIOjE2NZU4ANZzEOOTQOsImlhd
CI6MTY3NTg3MTESNCwianRpIjoiNjIwNmJIiMIAtYJZiYSO0Y2M2LT1IMDELMTQ2ZmY4Mjg3NzUzIiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyT
sIMF1ZCI6IMEjY291bnQiLCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TItYWFMZ11mOTc4MTU2NDc3ZDMiLC
J0eXA101JCZWFyZXI1LCIJhenAiO1J0ZXNOY2xpZW50djEiLCIZzZXNZzaWIuX3NOYXR1ITIjoiOTQ4YWE2MDgtO
TQ40CO00YJJILWEONZzgtN2U4NTYyMjkzZDgwIiwiYWNyIjoiMSIsImFsbG93ZWQtb3JpZ2lucyI6WyIvKiJd
LCIyZWEFsbV9hY2N1c3MiOnsicm9sZXMiOlsib2ZmbGluzZVohY2N1c3MiLCI1bWEFfYXV0aGOyaXphdGlvbiJd
dfSwicmVzb3VyY2VEYWNIZXNzIjp7InR1c3RjbGL1bnR2MSI 6eyJIyb2xlcyI6WyJ1bWFfcHIvAGVIdGlvbi
JdfSwiYWNjb3VudCIeeydyb2xlcyI6WyJtYWS5hZ2UtYWNjb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtz I
iwidmlldylwem9maWx1I119fSwic2NvcGUiO01iJzbWFydGEFjY291bnRzX2NvbnNlbnRfaWRfY2xhaWO6MTE2
MzMwIiwic2lhcnRhY2NvdW50c197b25z2ZW50X21kX2NsYW1tIjoiMTE2MzMwIiwiY2xpZW50SWQi0iJ0ZXN
0Y2xpZW50djEiLCIjbGl1bnRID3NOIjoiMTAUMC4xNzYuMTg4IiwiZWlhaWxfdmVyaWZpZWQiOmZhbHN1LC
JwemVmZXJyZWREAXN1cmb5hbWUi01iJzZXJ2aWN1ILWFjY291bnQtdGVzdGNsaWVudHYxTiwiY2xpZW50QWRke
mVzcyI6IJEWLJAuUMTc2L)E40CJ9. fn7zAlkJr8TVIEQVItnvHIbKA3PArBnrmaCJQf dBbuOgDgHItxGulI
xh18-ugqdZrsKcX2DNYyOgooohdyugnEDHrbt6F uQ5jdfZOuREiLQ4U-NObkbmdrjiirelf-
KemmgA2BccdwnUEbsuESTB8IglB3SeVb88U9J3nkiGFDDagxUQAeWdgyKJhWyeuTlob7aJjIvxmt7VMcIjQ
DcxVwPyOtmgn40KOwV6LUwzTF4M1yP93-35Yux9wOlrYAYj—nntgRWEkoArxZMUlnwi8b9K9-

I PwI2w5dkBCC5CYbMglc6yJofGb93fHRH7qLacl6eLlLJxcK9na7DrC47A",

"refresh token": "eyJhbGciOiJIUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYJY5NiO5NTcOODRMYTU2ZDYifQ.eyJ1leHAIOjE20DM2NDQOxXNDAsIm1hdCI6MTY3N
Tg3MTESNCwianRpIjoiMTg4Y2EwNjUtZGIS50S00Y2E1LWE3NDgtMDQyN2QwNTZjMjAyIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyIsImF1ZCT
6Imh0dHA6LY9rZX1jbG9%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNIb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL11OWEOLTQ2M2TItYWFmMZ11mOTc4MTU2NDCc3ZDMiLCI0eXAi0iJPZmZsaW51TiwiyY
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XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc21lvbl9zdGF0ZSI6Ijk00GFhNJA4LTkOODgENGIyZS1hNDc4LTdl
ODU2MjI5M204MCIsInNjb3B1Ijoic2lhcnRhY2NvdW50cl199b25zZW50X21kX2NsYW1tOjExNjMzMCJ9.UO

Xtd4a76Imdw2dazBgQK-bfQfRg2r OjSZFJ GBIlEVC"

}

}
In case the "accessToken" expires, the response will have the following structure:

{

"status": 401,

"messageStatus": "Unauthorized",

"moreDetails": {

"text": "Invalid access token"

}

}

11.OTP Bank - Flow

1. Authenticate

SmartAccounts BT ING BCR BRD RZB CEC FB UNC ALPHA LIB OTP REV GRT.v0.1 / 11. Intermediary API's OTP / 1. Authenticate ~
POST ~  {{IMTLS_BASE URI}}/gateway/authenticate/rest/api/token Send v
Params Authorization Headers (7) Body » Pre-request Script Tests ® Settings @ Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION eoe  Bulk Edit
client_id {{client_id-partner}}
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 11.Intermediary API's OTP / 1. Authenticate
POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send v
Params Authorization Headers (7) Body @ Pre-request Script Tests & Settings @ Cookies
1 I./aI jsonData = JSON.parse(responseBody); p
2 postman.setEnvironmentVariable("access_token", jsonData.payload.access_token);
3 postman.setEnvironmentvariable ("refresh_token", jsonData.payload.refresh_token);
4 postman.setEnvironmentVariable("internalConsentId", jsonData.payload.internalConsentId);

Response:

"status": 200,

"messageStatus": "SUCCESS",

"payload": {
"internalConsentId": 116346,

"access token": "eyJhbGciOiJSUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI4alhJws
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi1NUUF4SEJXYmlxb2Z2JIn0.eyJleHAIOJE2NZzUSM]YxNjgsImlhd
CIBMTY3NTkyNTg20CwianRpIjoiZWYxMDFiMGItMzk5NCO0YZzY2LWEYNWEENBINDZININmZTALIiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1lzZ2XJ2aWN10jgwODAVYXV0aCO9yZWEFsbXMvc2lhcnRhY2NvdW50cyI
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SImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TItYWFMZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXA101JCZWFyZXI1LCJIJhenAiO1J0ZXNOY2xpZW50djEiLCIZzZXNzaWIuX3NOYXR1ITIjoiNWZkODA1ZGUtLY
WNKNCOOYTZkLTgyZGYtOWIyYz1lhYTIOMzBjIiwiYWNyIjoiMSIsImFsbG93ZWQtb3JpZ2lucyIloWyIvKiJd
LCIyZWFsbV9hY2N1c3MiOnsicm9sZXMiOlsib2ZmbGluZVoOhY2N1c3MiLCI1bWEfYXV0aG9yaXphdGlvbid
dfSwicmVzb3VyY2VEYWNJZXNzIjp7InR1c3RjbGl1bnR2MSI6eydyb2xlcyIloWyJlbWFfcHIvdAGVidGlvbi
JdfSwiYWNijb3VudCIeeydyb2xlcyI6WyJtYWS5hZ2UtYWNjb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtz I
iwidmlldylwem9maWx1I119£fSwic2NveGUiO1JzbWEFydGFjY291bnRzX2NvbnN1bnRfaWRfY2xhaWO6MTE2
MzQ2Tiwic21lhcnRhY2NvdW50c197b25z2ZW50X21kX2NsYW1tIjoiMTE2MzQ2TiwiY2xpZW50SWQi0iJ0ZXN
0Y2xpZW50djEiLCIjbGl1bnRIDL3NOIjoiMTAUMC4xNzYuMTg4IiwiZWlhaWxfdmVyaWZpZWQiOmZhbHN1LC
JwemVmZXJyZWREAXN1cmbhbWUi01iJzZXJ2aWNILWEFY291bnQtdGVzdGNsaWVudHYxTIiwiY2xpZW50QWRke
mVzcyI6IJEWLjAuUMTc2LjE40CJ9.IEIZE4znoxD4nlkeckkZcQdm0Sk53zh3j0p LhE-
CNW8S6GtS7wFNMUja5tDBmhg 4 fsXhUNzjWyDAUOKCZ KRWvWHPBaC522gVISRWbPy4hi5Yk5Dt -
P14FLCDju2-eY1lhTmsLARAONtfs67WiPXaBIVHIA-ubSkXYz0-
iKPTd1FZx3ui8FRz1cL1YIzZjDmNapaRBEdy9XnBSeufCOSbtw3Xoqy8F820HFkkeyKGz2djTwiyhM3010D
zrTGvubep8xyulWJoyAmiyrsodgXp5aL7FJYQ7EqJiAy8YSXG8GOKYdSOLzZEP -

£790DMzCkg8 OqymyV71IsvOsmL8VOQA",

"refresh token": "eyJhbGciOiJIUzI1INiIsInR5cCIgOiAiS1dUTIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjYS5NiOSNTcOODRmMYTU2ZDYifQ.eyJleHAIOjE20DM3MDE4NjgsImlhdCI6MTY3N
TkyNTg20CwianRpIjoiOTd1lYzk3NTQtYzAzMSO0OTNKLTkxZjUtOTkxZ JMWOWE1OWIxIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZ2XJ2aWN1O0jgwODAvYXV0aC9yZWFsbXMvc21lhecnRhY2NvdW50cyIsImF1ZCI
6Imh0dHAG6LY9rZX1jbG9%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNJb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2ItYWEFmMmZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi01iJPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc21lvbl9zdGF0ZSI6IjVmMZDg3ZWRILWEFJZDOtNGE2ZCO4MmMRMLT11
MmMSYWEyNDMwYyIsInNjb3BlIjoic2lhcnRhY2NvdiW50c19jb25zZW50X21kX2NsYW1tOJExXNIMON1J9. ku
ySB-RLNEgsuFBYPGKHOKU ITk9-EozllJtbADtNdE"

}

2. initConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 11. Intermediary API's OTP / 4.InitConsent v b
POST v {{API_BASE_URI}}/gateway/core/rest/api/initConsent/{{internalConsentld}} Send ~
Params Authorization e Headers (11) Body & Pre-request Script Tests Settings Cookies
Headers < 8hidden
KEY VALUE DESCRIPTION oco  BulkEdit Presets v
Content-Type application/json
PSU-IP-Address 19212.110.32
PSU-ID smartpg
Key Value Description
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SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 11. Intermediary API's OTP / 4.InitConsent v L
POST ~  {{API_BASE_URI}}/gateway/core/rest/api/initConsent/{{internalConsentid}} Send ~
Params Authorization Headers (11) Body & Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw hinary GraphQL JSON Beautify
1q |
2 "allAccounts": [
3 i
4 "iban": "ROA3RZBROGEAO69999999999",
5 “currency": "RON"
6 i
7 1
8 “codeBank": "OTP",
9 "periodOfvalid”: 9@,
16 "psuEmail": - "aaaa@itsmartsystems.esu",
11 "psuIntermediarId”: "324567",
12 "redirectURL": "https://google.com", I
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "RECEIVED",
"consentId": null,
" links": {
"scaOAuth": {

"href": "https://api.sandboxaccounts.smartfintech.eu/gateway/core/r
est/api/confirmation?lang=en&state=QUITJIkOUUCZhYTASNJNmMy1l1hNzAXLTQ4MJALtMmVINCImNGE ]
MTg3Nj1ljM2UmaHROCHM6LYy 9zbWFydHBNnLWh1Yi5wem9kLmNvbSZ zbWEFydGZpbnR1Y2g=""

}

2.3 initCosent in SANDBOX — in SANDBOX environment OTP does not redirect into front-end

2.4 initConsent in PROD —in PROD environment OTP redirects into front-end. The example
below shows how the PSU will interact with bank's internet banking application.

@ otpbank

([ utilizator: ,:'

Parola:

Autentificare

Anuleaza
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i

AGREEMENT.CONFIRM_LOADER_INFO

04 RON
RC

Valabil pana la

09.05.2023

Accesari pe zi:

4

Anuleaza

After completing fields "Utilizator:" and "Parola:", and pressing "Autentificare"

the consent, PSU or developer will be redirected to the established page.

3 GetConsent

, thus authorising

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 11.Intermediary API's OTP / 5. GetConsent

GET v {{API_BASE_URI}}/gateway/core/rest/api/consent/OTP/{{internalConsentid}}

Params Authorization » Headers (8) Body Pre-request Script Tests Settings

Headers < 6hidden

Cookies

KEY VALUE DESCRIPTION osc  BulkEdit Presets v
PSU-IP-Address 19212.110.32
Content-Type applicationfjsan
Key Value Description
Response:

"status": 200,
"messageStatus": "Success",

"payload": {
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"access": {
"accounts": [1],

"balances": [

{
"iban": "RO770TPV116000XXXXXXRO0O1"
I
{
"iban": "RO340TPV116000XXXXXXEUOL"
}
1,
"transactions": [
{
"iban": "RO770TPV116000XXXXXXRO01"
by
{
"iban": "RO340TPV116000XXXXXXEUOL"
}
I

"availableAccounts": null
by
"consentStatus": "valid",
"frequencyPerDay": null,
"lastActionDate": null,
"validUntil": "2021-01-30",
"recurringIndicator": true,
"combinedServiceIndicator": null,

"creationDate": null

4 GetConsentStatus

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.... / 11.Intermediary API's Q... / 6. GetConsentStat... hd won
GET v {{API_BASE_URI}}/gateway/core/rest/api/consent/OTP/{{internalConsentld}}/status Send ~
Params  Authorizatione  Headers (7)  Body  Pre-request Script ~ Tests  Settings Cookies
Headers © 6 hidden
KEY VALUE DESCRIPTION eoo  BulkEdit Presets v
PSU-IP-Address 192.12110.32
Key Value Description
Response:
"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "valid"
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5 GetAccounts

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 11. Intermediary API's OTP / 7. GetAccounts

GET ~  {{API_BASE_URI}}/gateway/core/rest/api/accounts/OTP/{{internalConsentld}} Send ~
Params Authorization e Headers (7) Body Pre-request Script Tests Settings Cookies
Headers < 6 hidden
KEY VALUE DESCRIPTION coc  Bulk Edit Presets v
PSU-IP-Address 19212.123.32
Key Value Description
Response:

"status": 200,
"messageStatus": "Success",
"payload": [
{
"resourceId": "X045XS",
"iban": "RO770TPV116000XXXXXXRO01",
"currency": "RON",
"name": "77-RO01",
"product": null,
"cashAccountType": "Cont curent",
"status": null,
"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [
{
"balanceAmount™: {
"currency": "RON",
"amount": 42665.74
by
"balanceType": "interimBooked",
"referenceDate": null,
"creditLimitIncluded": null,

"creditDebitIndicator": null

"balanceAmount": {
"currency": "RON",
"amount": 42638.84
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"balanceType": "interimAvailable",
"referenceDate": null,
"creditLimitIncluded": null,

"creditDebitIndicator": null

1,
"sortCodeAccountNumber": null

"resourceId": "83XISG",

"iban": "RO0O90TPV300000XXXXXXHUO1",
"currency": "HUF",

"name": "09-HUO1",

"product": null,
"cashAccountType": "Cont curent",
"status": null,

"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,

"workingBalance": null,

"onlineActualBalance": null,
"balances": [
{
"balanceAmount": {
"currency": "HUF",
"amount": 0.0
}y
"balanceType": "interimBooked",

"referenceDate": null,
"creditLimitIncluded": null,

"creditDebitIndicator": null

"balanceAmount": {

"currency": "HUF",
"amount": 0.0
by
"balanceType": "interimAvailable",

"referenceDate": null,
"creditLimitIncluded": null,

"creditDebitIndicator": null

1,

"sortCodeAccountNumber": null
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6 GetBalances

SmartAccounts_BT_ING_BCR_ERD_RZB_CEC_FB_UNC_ALPHA_LIE_OTP_REV... / 11.Intermediary API's ... / 8. GetBalan

GET ~ {{API_BASE_URI}}/gateway/corefrest{apifaccounts/OTP/X0O45XS/{{internalConsentld}}/balances

Params Authorization » Headers (7) Body Pre-request Script Tests Settings
Headers < 6 hidden
KEY VALUE DESCRIPTION
PSU-IP-Address 1921212332

Key Value Description

oo

Bulk Edit

Cookies

Presets

Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "RO770TPV116000XXXXXXRO01"
o
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 4551.39
by
"balanceType": "interimBooked",
"referenceDate": null,
"creditLimitIncluded": null,
"creditDebitIndicator": null,
"lastChangeDateTime": null,
"lastCommittedTransaction": null,

"transactionStatus": null

"balanceAmount": {

"currency": "RON",

"amount": 4551.39
by
"balanceType": "interimAvailable",
"referenceDate": null,
"creditLimitIncluded": null,
"creditDebitIndicator": null,
"lastChangeDateTime": null,
"lastCommittedTransaction": null,

"transactionStatus": null
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7 GetTransactions

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_R... / 11.Intermediary API's... / 9.GetTransact... B save ~ oo Z B
GET v [[API_BASE_URI}}/gateway/core/rest/api/accounts/QTP/XOA45XS/{{internzlConsentld})/transactions?dateFrom =2022-08-01&dateTo=2 “

Params e Authorizstions  Headers (7) Body  Pre-request Script  Testse  Settings Cookies

Headers < 6hidden

KEY VALUE DESCRIPTION ees  Bulk Edit  Presets -
PSU-IP-Address 19212123.32

Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZE_CEC_FB_UNC_ALPHA_LIE_OTP_R... / 11. Intermediary API's... / 9. GetTransact... [Eﬂ Save v oog f =
GET i {{API_BASE_URI}}/gateway/corefrestfapifaccounts/OTP/XO45XS/{{internalConsentld}}/transactions ?dateFrom=2022-08-01&dateTo=2 m

Params @ Authorization e Headers (7) Body Pre-request Script Tests e Settings Cookies
Query Params
KEY VALUE DESCRIPTION ees  Bulk Edit
dateFrom 2022-08-01

dateTo 2022-08-20

bookingStatus booked
Key Value Description
SmartAccounts_BT ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIE OTP_R... / 11. Intermediary API's... / 9. GetTransact... B save sem 2 El
GET ~ {{API_BASE_URI}}/gateway/core/rest/apifaccounts/OTP/X048XS/{{internalConsentld}}/transactions?dateFrom=2022-08-01&dateTo=2 “
Paramse  Authorization ®  Headers (7) Body  Pre-request Script  Testse  Settings Cookies

1 kcnst responselson = pm.response.jsoni); .
2 let next = responselson.payload.transactions.links;

3 if (next != null) {

4 postman.setEnvironmentVariable("next_page", next.next.href);

5 I

6  else {

7 postman. setEnvironmentVariable("next_page", null);

8 I

Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {1},
"transactions": {
"booked": [
{
"transactionId": "120963140",
"entryReference": null,
"endToEndId": null,
"bookingDate": "2017-12-18",
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"valueDate": "2017-12-18",

"executionDateTime": null,

"transactionAmount": {
"currency": "RON",
"amount": 40.0

}

"transactionType": null,

"exchangeRate": [],

"creditorName": null,

"creditorAccount": {
"iban": null

}

"debtorName": "internal",

"debtorAccount": {
"iban": ""

by

"remittanceInformationUnstructured": "Depunere numerar:

//447428373/MOLNAR ROBERT MOLNAR ROBERT",

"proprietaryBankTransactionCode": null,
"additionalInformation": null,
"transactionStatus": null,
"creditDebitIndicator": null

"transactionId": "144007637",
"entryReference": null,
"endToEndId": null,
"bookingDate": "2018-05-22",
"valueDate": "2018-05-22",
"executionDateTime": null,
"transactionAmount": {
"currency": "RON",
"amount": 1235.0
by
"transactionType": null,
"exchangeRate": [],
"creditorName": null,
"creditorAccount": {
"iban": null
by
"debtorName": "internal",
"debtorAccount": {
"iban": ""
by

"remittanceInformationUnstructured": "Incasare OP-

22313534/STRATOLYTICS SRL : SALAR 2018 Aprilie",

"proprietaryBankTransactionCode": null,
"additionalInformation": null,
"transactionStatus": null,

"creditDebitIndicator": null

num
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I
"pending": [],
"links": null

by

"balances": []

8 GetAccountDetails

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 11.Intermediary API's OTP / 10. GetAccountDetails

GET ~ {{API_BASE_URI}}fgateway/corefrest/api/accounts/OTP/X045XS/{{internzlConsentld}}/details

=

Params Authorization @ Headers (7) Body Pre-request Seript Tests Settings Cookies
Headers < 6 hidden
KEY VALUE DESCRIPTION eee  Bulk Edit Presets -
PSU-IP-Address 19212123.32
Key Value Descriptio
Response:
{
"status": 200,
"messageStatus": "Success",
"payload": {
"resourceId": "X045XSs",
"iban": "RO770TPV116000XXXXXXR0O01",
"currency": "RON",
"name": "CurrentRO1l",
"product": null,
"cashAccountType": null,
"status": null,
"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],
"sortCodeAccountNumber": null
}
}
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9 DeleteConsent

Headers < 6 hidden

KEY

PSU-IP-Address

Key

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 11. Intermediary API's OTP / 11 DeleteConsent

DELETE v {{API_BASE_URI}}/gateway/core/rest/api/deleteConsent/OTP/{{internalConsentld}}

Params Authorization e Headers (7) Body Pre-request Script Tests Settings

VALUE DESCRIPTION
192.12.123.32

Value Description

Cookies

eso  BulkEdit  Presets v

Response:

"status": 200,

"messageStatus": "Success",

"payload": {

"message": "Consent has been successfully revoked"

10 RefreshToken

Headers < 7 hidden

KEY

Params Authorization Headers (8) Body @ Pre-request Script Tests @

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 11. Intermediary API's OTP / 1.1 RefreshToken

POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken

Settings

VALUE DESCRIPTION
internalConsentld {{internalConsentld}}
access_token {{access_token}}
Key Value Description

Cookies

eec  Bulk Edit Presets v

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 11. Intermediary API's OTP / 1.1 RefreshToken

POST v {MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken
Params Authorization Headers (9) Body » Pre-request Script Tests ® Settings
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION
. refresh_token {{refresh_token}}
client_id {{client_id-partner}}
Key Value Description

Cookies

eeo  Bulk Edit
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SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 11.Intermediary API's OTP / 1.1 RefreshToken v os0 g B

POST ~ {MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send ~

Params  Authorization ~ Headers (9)  Bodye  Pre-request Script  Testse  Settings Cookies

}qal jsonData = JSON.parse(responseBody);
postman.setEnvironmentvariable("access_token", jsonData.payload.access_token);
postman.setEnvironmentVariable ("refresh_token", jsonData.payload.refresh_token);

BN e

postman.setEnvironmentVariable("internalConsentId”, jsonData.payload.internalConsentId);

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 116346,

"access token": "eyJhbGciOiJSUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI4alhJwWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi1INUUF4SEJXYml1xb2Z2JIn0.eyJ1leHAIOJE2NZUSMjgxMTUsImlhd
CI6MTY3NTkyNzgxNSwianRpIjoiZjzZhZjgxZDAtYzcwNiOONJdLlLTk4YjYtMzhlZ)JkZTUXY2Y5TiwiaXNz
Ijo0iaHROcDovL2tleWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyI
SImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TItYWFMZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXA101JCZWFyZXI1LCJIJhenAiO1J0ZXNOY2xpZW50djEiLCIZzZXNzaWIuX3NOYXR1ITIjoiNWZkODA1ZGUtLY
WNKNCOOYTZKLTgyZGYtOWIyYzlhYTIOMzB)IiwiYWNyIjoiMSIsImFsbG93ZWQtb3IpzZ2lucyIl6WyIvKidd
LCJyZWFsbVI9hY2N1c3MiOnsicm9sZXMiOlsib2ZmbGluzZVohY2N1c3MiLCI1bWFfYXV0aGOyaXphdGlvbiJd
dfSwicmVzb3VyY2VEYWN]ZXNzIjp7InR1c3RjbGl1bnR2MSI6eyJyb2xlcyIloWyJlbWFfcHIvdGVidGlvbi
JdfSwiYWNjb3VudCIeeydyb2xlcyI6WyJtYWS5hZ2UtYWNjb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtz I
iwidmlldylwem9maWx1I119fSwic2NvcGUi01iJzbWFydGEFjY291bnRzX2NvbnNlbnRfaWRfY2xhaWO6MTE2
MzQ2Iiwic21lhcnRhY2NvdW50c197b25z2ZW50X21kX2NsYW1tIjoiMTE2MzQ2TiwiY2xpZW50SWQi0iJ0ZXN
0Y2xpZW50djEiLCIjbGl1bnRID3NOIjoiMTAUMC4xNzYuMTg4IiwiZWlhaWxfdmVyaWZpZWQiOmZhbHN1LC
JwemVmZXJyZWREAXN1cmb5hbWUi01iJzZXJ2aWN1ILWFjY291bnQtdGVzdGNsaWVudHYxTiwiY2xpZW50QWRke
mvzeyI6IjEWLIAUMTc2LIE40CT9 . AlceYT1uwvBRNNYyBuyls1QiJ8S6zfqHgSd70dDPGeVaD0ZoWmMyY rXk
pUivyL46WS2e0GrXVymaWDI18K-1zf3fpss6CDUQ-voRAarHYcBYZ4Wo20NX2ZAcIe~
LORrximeEx15cWoY2cDSJI5TI1kATIwlFNMO£07vBbUS-MnGmdOpgFN61HKQXuhMwll C880TY-1j m-
xjex3sLCIterEOfbP7gSCFn2sNANubXRXksdHQgmIZ -
0D3Lg42z1d0OBgvXCOX1MFedn6BIPTDCQQGKXRby rRogt 2B3PYXa6UACDVOVMbIGo01t FyghN6PkYjA8V497
CZ4EVNYa5Ygb KGNcg",

"refresh token": "eyJhbGciOiJIUzI1INiIsInR5cCIgOiAiS1dUTIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjYS5NiOSNTcOODRmMYTU2ZDYifQ.eyJleHAIOjE20DM3MDE4NjgsImlhdCI6MTY3N
TkyNzgxNSwianRpIjoiY2EyYj1ljMTItNWYzNSOOOTNhLTkzNmUtNJUIMzIyNTJiNJYOIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAvYXV0aC9yZWFsbXMvc21lhcnRhY2NvdW50cyIsImF1ZCT
6Imh0dHAG6LY9rZX1jbG9%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNJb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2TItYWEFmMZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi01iJPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc21lvbl9zdGF0ZSI6IjVmMZDg3ZWRILWEFJZDOtNGE2ZCO04MmMRMLT11
MmMSYWEyNDMwYyIsInNjb3BlIjoic2lhcnRhY2NvdW50c19jb25zZW50X21kX2NsYW1tOJExXNIMONiJ9. 1T
sRNnELZpypXh5-9XtxmOxCqWs-YvD9Ggd—-1ihhAhxwU"

}

In case the "accessToken" expires, the response will have the following structure:

"status": 401,
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"messageStatus": "Unauthorized",
"moreDetails": {

"text": "Invalid access token"

12. Garanti BBVA - Flow

1. Authenticate

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 13.Intermediary API's GRT / 1. Authenticate v oo g B

POST ~  {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send ~

Params Authorization Headers (7} Body & Pre-request Script Tests @ Settings Cookies

none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION eee  Bulk Edit
client_id {{client_id-partner}}

Key Value Description

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 13.Intermediary API's GRT / 1. Authenticate v o s B

POST ~  {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send ~

Params Authorization Headers (7) Body e Pre-request Script Tests @ Settings Cookies

frai jsonData = JSON.parse(responseBody);
postman.setEnvironmentVariable("access_token", jsonData.payload.access_token);
postman.setEnvironmentvariable("refresh_token", jsonData.payload.refresh_token);

BowoR R

postman.setEnvironmentvariable("internalConsentId”, jsonData.payload.internalConsentId);

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 116428,

"access token": "eyJhbGciOiJSUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI4alhJwWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi INUUF4SEJXYmlxb2Z2JIn0.eyJ1leHAIOjE2NZzUSNDc1MzUsImlhd
CI6GMTY3NTkONzIzNSwianRpIjoiYjQwNzQ2MGUtOWMxNCOONWZMLWIzZNzgtYjAwZDk3NjU3YWMOIiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1lzZ2XJ2aWN10jgwODAVYXV0aCo9yZWEsbXMvc21lhecnRhY2NvdW50cyT
sImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11IOWEOLTQ2M2TItYWFmMZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXAi101iJCZWEFyZXIiLCJhenAiO1J0ZXNOY2xpZW50djEIiLCIZzZXNzaWIuX3NOYXR1ITIjoiYmUOY2EL1ZmELZ
JhmNyOONWU4LWIxXMDYtZDcyMmI4MzhmN2QwIiwiYWNyIjoiMSIsImFsbG93ZWQtb3JpZz2lucyI6WyIvKiJd
LCJyZWEsbV9hY2N1c3MiOnsicm9sZXMi01sib2ZmbGluzVohY2N1c3MiLCI1bWFfYXV0aG9yaXphdGlvbid
dfSwicmVzb3VyY2VEYWNIZXNzIjp7InR1c3RjbGL1bnR2MSI 6eyJIyb2xlcyI6WyJ1bWFEcHIvAGVIdGlvbi
JAESwiYWNib3VudCI6eyJyb2xlcyI6WyJtYWS5hZ2UtYWN jb3VudCIsImlhbmFnZS1hY2NvdWw50LWxpbmtz I
iwidmlldylwem9maWx1I119fSwic2NvcGUiO1iJzbWEFydGEFjY291bnRzX2NvbnN1bnRfaWREfY2xhaWO6MTE2
NDI4Tiwic21lhcnRhY2NvdW50c199b25z2ZW50X21kX2NsYW1ltIjoiMTE2NDI4TiwiY2xpZW50SWQi01J0ZXN
0Y2xpZW50diEiLCIIbGl1bnRIbL3NOIjoiMTAUMCAXxODMUMTQy IiwiZWlhaWkfdmVyaWzpZWQiomzhbHN1LC
JwenVmZXJyZWREAXN1cm5hbWUi01JzZXJ2aWN1LWEFjY291bnQtdGVzdGNsaWVudHYxTiwiY2xpZW50QWRkc
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mVzcyI6I§EWLJAUMTgzLIEOMiJ9.H 202TOCEECKA6RAlwbt 1RjrJ8jgYgcleiOlAoverWOLiR7g8wiHgs
sj3KgVGOHRaA3wHI1pAy2gY2nIc6lxMbmufjZGYXXSMWcPyZ7b3sym5ip4zHdoQiWVxoWKF1Ycrp7TOwWHKwH
Pw3A802TGB5d3hneqg64j9NkQCln6JG5zEEbHe jwzKnHwg8vu56FkiwzdoK198 -s4CjchF27VPcj-mD10OX~-
ULDXeYUBGI7Bg]YU6mMIELG3Vg YoJdul uBggxlv-
w8H6XHf16bp4EnbIMeozOcRFO4Lk6aGul021MAGxZYY6GPy8bMxrOxXxXKJWAYF8YP 1-XNV4AmrOwk8ZG5A",
"refresh token": "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiS1dUTIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjYS5NiOSNTcOODRmMYTU2ZDYifQ.eyJleHAIOjE20DM3MiMyMzUsImlhdCI6MTY3N
TkONzIzNiwianRpIjoiY¥TclYjdkNmItZDIxXMCOOZTRILWJIIMWQtODY2M2MxMDhiYWZhIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAvYXV0aC9yZWFsbXMvc21lhecnRhY2NvdW50cyIsImF1ZCT
6Imh0dHAG6LY9rZX1jbG9%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNJb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2ItYWEFmMZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi01iJPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc2lvbl9zdGFO0ZSI6ImJIINGNhNWZhLWY4ZjctNDVIOCLIiMTA2LWQ3
MjJiODM4Z3jdkMCIsInNjb3BlIjoic21hcnRhY2NvdW50c19jb252ZW50X21kX2NsYW1tOJjExXNjQyOCJ9.CG
Nx2VQTE1XrFYv5zFBM-RhmeQrg6aqUo-JB670iV1I"

}

2. initConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 13.Intermediary API's GRT / 4.InitConsent s S
POST v {{API_BASE_URI}}/gateway/core/rest/api/initConsent/{{internalConsentid}} Send el
Params Authorization e Headers (11) Body ® Pre-request Script Tests Settings Cookies
Headers © 8hidden
KEY VALUE DESCRIPTION occ  BulkEdit Presets v
Content-Type application/json
PSU-IP-Address 19212.110.32
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 13.Intermediary API's GRT / 4.InitConsent [a Save v woe / =
POST v {{API_BASE_URI}}/gateway/core/rest/api/initConsent/{{internalConsentld}} Send ~
Params Authorization e Headers (11) Body @ Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v Beautify
1 f |
2 "codeBank": "GRT",
3 “periodOfvalid”: %@,
4 “psuEmail"”: "aaaa@itsmartsystems.eu”,
5 "psulntermediarId”: "324567",
6 "redirectURL": "https://google.com”,
7 "TCaccepted": true
R |
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "RECEIVED",
"consentId": null,
" links": {

"scaOAuth": {
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"href": "https://api.sandboxaccounts.smartfintech.eu/gateway/core/r
est/api/confirmation?response type=code&client id=jf9uzXRwWOnBkUc48Ax5&scope=openid
&redirect uri=https://www.TPPurl.com&id=092bb590-968a-43c8-91d3~
47e2cobdbcfestype=cé&state=eyJ1lbmMiOiIBMTI4Q0JDLUNTMJU2IiwiYWxnIjoiZGlyIiwiY3R5Ij0oiS
1dUIn0..QLzvozGoH53Ue7Y17ANN9g.HOD -
BzR7tQIpPTgGk8980n8s1E7xhZs0icuQKPsZHYJOwe2GTU082J1x4fVHBOUMI6Ccx9gaylmgS2G5 -
q9Wh6heKgqFKUhwoLTh1v1RB41Z8Rz3jJIdrHSGIQREHVNU3 Yg4jP2E06xZsErE5v14ecx9Bn2I4X 5wKSno
_badZKiauFJQ2aXViIYoahlY7rdtL91 HYyD-
ralg3I9ncUy3pmCr5097ntRrTagA2Z2dPF5EbaqiuzLNz200BQZBMANUF4E1omNGEV1Vj4500iNDs 06nKx4
eSuEwXxSaXCrsUlsryLPZP5U mloOc9EewbSZvOXGpMkopnHAVPHVru-w22x—
xNSRxFukbuuwbCcukMbMTQIX0GWOfKx]j INOEw7pIBOW10Ix72rEMzubHhJ8T6B6AGES 5yET1hLcftSzoUOy
gYZN1KkwSeDnmTty7h-
vEwvViV6Pkt fASGSWuHNNntLgTFknOKeIvIndTmsH5MagZSxZ1or2Rw8xiWz25G6s0EBv]YOVGMCmb5spADXX
esNRVYX-41eMYNdyCd3-QH RnnIWHX902nYnwJgDvfj0zq70ApFO-
812bo34QpfwgawzaGOfQ7woy5DUuBvgDs8D39XLgQpdjm—
oSzt fHpmBtGzcYNZIwtwG8uiC4BCpTmjMkMWzXnrKrHpWUV8 pvubg7GQk kQpl3Jdjg9Wwe6l3-
LIwtQ5ImYxKKjkOX1Gf1YQyJ-AfmM4 ONdxnX HXaThWpD-YHIAY-
12GZ3LO0mNpIHCHtCr8DQCKYJfbc3kK1p3ELELO EM2gNb6h7INTRP1IOYKxg9YB-
XdV1Z2GeJTs9ZKzCKsrOXk4YI-wS061Gh9cT1WoR9dZUQZKEIS866YTp68Z3EJkKSTysEFxnHO3 -
dDU8v19r2pGx52FjBg8052ZEtf 6rg8i8t66VaTDy6b7c9QiBR4kvISbThzlbULVnWmKi36mg8EMychaRi -
USw9b NFB3Y4VaGJQgENFUS3ZTOwWMhRULzAzSwk51aBmBtYR1IhrRMuiZ-
9CELf8ktCYIVIDQenhb0UuPnSdo21w38IUxf0s9bGK6jc3 mh6f5wUxz.xgq7-aHWl39¢czVNzw5cyQQ"

}

2.1 initCosentin SANDBOX — in SANDBOX environment GRT does not redirect into bank's front-
end

2.1 initConsent in PROD —the example below shows how the PSU will interact with bank's internet
banking application

$tGaranti BBVA

Login
Please enter your customer number and password.

Customer number

Password

LOGIN

| don't know my password
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Name and surname LUCIAN
Last login date  16/02/2023 14:18
Login method Login via Mobile Notification

Mobile Device  Samsung- 16/02/2023 14:18

Session information  TACTICAL

16/02/2023 14:19:32
Google Chrome

2% Toapprove the mobile notification 39 seconds left.

SEND NOTIFICATION AGAIN

After approving mobile notification, PSU will be redirected to the established page.

3. GetConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 13.Intermediary API's GRT / 5. GetConsent

GET ~ {{API_BASE_URI}}/gateway/corefrest/api/consent/GRT/{{internalConsent|d}}

Params Authorization e Headers (8) Body Pre-request Script Tests Settings

Headers © 6 hidden

Cookies

KEY VALUE DESCRIPTION ese  BulkEdit Presets v
PSU-IP-Address 192.12.110.32
Content-Type application/json
Key Value Description
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"access": {
"accounts": [1],
"balances": [],
"transactions": [],
"availableAccounts": "allAccounts"
by
"consentStatus": "valid",
"frequencyPerDay": 3,
"lastActionDate": null,
"validUntil": "2019-10-10",
"recurringIndicator": true,
"combinedServiceIndicator": null,

"creationDate": null
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4. GetConsentStatus

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.... / 13.Intermediary API's G... / 6. GetConsentStat... ~ so0 / =
GET ~ {{API_BASE_URI}}/gateway/corefrest/api/consent/GRT/{{internalConsent|d}}/status SQ'ld'l'g...
Params Authorization e Headers (7) Body Pre-request Script Tests Settings Cookies

Headers © 6 hidden
KEY VALUE DESCRIPTION esc  BulkEdit Presets v
PSU-IP-Address 192.12.110.32
Key Value Description
Response:
"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "valid"
5. GetAccounts
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 13. Intermediary API's GRT / 7. GetAccounts Eﬂ Save v o0 / =
GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/GRT/{{internalConsentld}} Send ~
Params Authorization e Headers (7) Body Pre-request Script Tests Settings Cookies
Headers © 6 hidden
KEY VALUE DESCRIPTION coc  Bulk Edit Presets v
PSU-IP-Address 192.12123.32
Key Value Description
Response:

"status": 200,

"messageStatus": "Success",

"payload": [

{

"resourceId": "Uk8yM1VHQkkwMDAwWMDEyYMDEyNzI4Uk90O",
"iban": "RO22UGBI0O000012012728RON",
"currency": "RON",
"name": "RON Account",
"product": null,
"cashAccountType": "CACC",
"status": "enabled",
"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,

"accountUsage": null,
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"workingBalance": null,

"onlineActualBalance": null,
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 0.26
by
"balanceType": "openingBooked",
"referenceDate": "2019-02-23",
"creditLimitIncluded": "false",

"creditDebitIndicator": null

1y

"sortCodeAccountNumber": null

"resourceId": "Uk8ONFVHQkkwMDAwMDEyMDMOMzEyUk9O",

"iban": "RO44UGBIO000012034312RON",
"currency": "RON",
"name": "RON Account",

"product": null,
"cashAccountType": "CACC",
"status": "enabled",

"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,

"workingBalance": null,

"onlineActualBalance": null,
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 3.0
by
"balanceType": "openingBooked",
"referenceDate": "2017-12-22",
"creditLimitIncluded": "false",

"creditDebitIndicator": null

1y

"sortCodeAccountNumber": null
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6. GetBalances

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 13. Intermediary API's GRT / 8. GetBalances hd wor / =
GET v~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/GRT/Uk8yMIVHQkkwMDAwWMDEYMDEyYNzI4Uk90/{{internalConsentld}}/balances Send ~

Params Authorization & Headers (7) Body Pre-request Script Tests Settings Cookies

Headers < 6 hidden

KEY VALUE DESCRIPTION esc  BulkEdit Presets v
PSU-IP-Address 192.12123.32
Key Value

Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "RO22UGBI0000012012728RON"

o
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 0.26
by
"balanceType": "openingBooked",
"referenceDate": "2019-02-23",
"creditLimitIncluded": "false",
"creditDebitIndicator": null,
"lastChangeDateTime": "2019-02-23-04.37.26.177236",
"lastCommittedTransaction": null,
"transactionStatus": null
}
]

7. GetTransactions

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... / 13. Intermediary API's G... / 9.GetTransactio... B Save v @00 / =
GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/GRT/Uk8yMIVHQkkwMDAwWMDEYMDEyNzl4Uk90/{{internalConsentld}}/transactions?dateFrom=20 Send v

Params e Authorization e Headers (7} Body Pre-request Script Tests e Settings Cookies

Headers © 6 hidden

KEY VALUE DESCRIPTION oo BulkEdit Presets v
PSU-IP-Address 19212.123.32
Key Value Description
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SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... / 13.Intermediary API's G... |/ 9. GetTransactio... Eﬂ Save v o0 / =
GET ~  {{API_BASE _URI}}/gateway/core/rest/api/accounts/GRT/Uk8yMIVHQkkwMDAwWMDEYMDEyNzI4Uk90/{{internalConsentld}}/transactions?dateFrom=20 Send v
Params » Autherization ® Headers (7) Body Pre-request Script Tests @ Settings Cookies

Query Params
KEY VALUE DESCRIPTION ose  Bulk Edit
dateFrom 2023-01-01
dateTo 2023-02-08
bookingStatus booked
Key Value Description
SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... / 13. Intermediary API's G... | 9. GetTransactio. [a Save v @00 / =
GET ~ {{AP|_BASE_URI}}/gateway/core/rest/api/accounts/GRT/Uk8yMIVHQkkwMDAWMDEYMDEyYNzI4Uk80/{{internalConsentld}}/transactions?dateFrom=20 Send v
Params e  Authorizatione  Headers (7) Body  Pre-request Script ~ Testse  Settings Cookies
1 const responselson = pm.Iesponse.json(); p
2 let next = responselson.payload.transactions.links;
3 if (next != null) §
4 postman.setEnvironmentVariable("next_page", next.next.href);
5 %
6 else § I
7 postman.setEnvironmentvariable ("next_page", null);
o T
Response:

"status": 200,
"messageStatus":
"payload": {
"account": {
"iban":
by

"transaction

"booked":

{

"Success",

"RO22UGBI0O000012012728RON"

s": |

—

"transactionId": "20190126083235988627",

"entryReference": "2019-01-26-08.32.35.983153",
"endToEndId": null,

"bookingDate": "2019-01-26",

"2019-01-28",

null,

"transactionAmount": {

"RON",

1.0

"valueDate":

"executionDateTime":

"currency":

"amount":
}I
"transactionType":

[l

"Creditor Name",

null,
"exchangeRate":
"creditorName":
"creditorAccount": {

"iban": "RO22UGBI0O000012012728RON"
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1y

}y
"debtorName": "Debtor Name",
"debtorAccount": {

"iban": "RO22UGBI0O000012012728RON"
}y
"remittanceInformationUnstructured": null,
"proprietaryBankTransactionCode": null,
"additionalInformation": null,
"smartRemittance": null,
"transactionStatus": null,
"creditDebitIndicator": null

"transactionId": "20190223043726177236",

"entryReference": "2019-02-23-04.37.26.173240",

"endToEndId": null,
"bookingDate": "2019-02-23",
"valueDate": "2019-02-25",

"executionDateTime": null,

"transactionAmount": {
"currency": "RON",
"amount": 1.0

by

"transactionType": null,

"exchangeRate": [],
"creditorName": "Creditor Name",
"creditorAccount": {

"iban": "RO22UGBI0000012012728RON"
b

"debtorName": "Debtor Name",
"debtorAccount": {
"iban": "R0O22UGBI0000012012728RON"

1y

"remittanceInformationUnstructured": null,
"proprietaryBankTransactionCode": null,
"additionalInformation": null,
"smartRemittance": null,
"transactionStatus": null,

"creditDebitIndicator": null

"pending": [],

"links": null
by
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 0.26
I
"balanceType": "openingBooked",
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"referenceDate": "2019-02-23",

"creditLimitIncluded": "false",

"creditDebitIndicator": null,

"lastChangeDateTime": "2019-02-23-04.37.26.177236",
"lastCommittedTransaction": "2019-02-23-04.37.26.173240",

"transactionStatus": null

8. GetTransactionsDetails

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_G... /| 13. Intermediary API's ... |/ 10. GetTransactionsDet. B Save v @o0 f &)
GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/GRT/Uk8yMIVHQkkwMDAwMDEYMDEyYNzI4Uk90/{{internalConsentld}}/transactions/20180126083 Send ~

Params Authorization e Headers (7) Body Pre-request Script Tests Settings Cookies

Headers © 6 hidden

KEY VALUE DESCRIPTION oo BulkEdit  Presets v
PSU-IP-Address 192.12.123.32

Key Value Description

Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"transactionId": "20190126083235988627",
"entryReference": "2019-01-26-08.32.35.983153",
"endToEndId": null,
"bookingDate": "2019-01-26",
"valueDate": "2019-09-23",
"transactionAmount": {
"currency": "RON",
"amount": 1.0
by
"transactionType": null,
"creditorName": "Creditor Name",
"creditorAccount": {
"iban": "RO22UGBI0O000012012728RON"
by
"debtorName": "Debtor NAME",
"debtorAccount": {
"iban": "RO22UGBIO000012012728RON"
by
"remittanceInformationUnstructured": null,

"executionDateTime": null
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9. GetAccountDetails

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT... / 13.Intermediary API's G... / 11. GetAccountDeta... hd aad 7 B
GET ~ {{API_BASE_URI}}/gateway/core/rest/api/accounts/GRT/Uk8yMIVHQkkwMDAwWMDEYMDEyNzI4Uk90/{{internalConsentld}}/details Send v
Params Authorization & Headers (7) Body Pre-request Script Tests Settings Cookies

Headers < 6 hidden
KEY VALUE DESCRIPTION ese  BulkEdit Presets v
PSU-IP-Address 19212.123.32
Key Value Description
Response:

"status": 200,

"messageStatus": "Success",

"payload": {
"resourceId": "Uk8yM1VHQkkwMDAwWMDEYMDEyNzI4UkS0O",
"iban": "RO22UGBI0000012012728RON",
"currency": "RON",
"name": "Main Account",
"product": null,
"cashAccountType": "CACC",
"status": "enabled",
"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,

"balances": [

{
"balanceAmount": {
"currency": "RON",
"amount": 0.26
by
"balanceType": "openingBooked",
"referenceDate": "2019-02-23",
"creditLimitIncluded": "false",
"creditDebitIndicator": null
}

1,

"sortCodeAccountNumber": null
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10. DeleteConsent

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v... / 13.Intermediary API's G... | 12 DeleteConse... ~ son / =
DELETE v {{API_BASE_URI}}/gateway/core/rest/api/deleteConsent/GRT/{{internalCcnsentld}} Send
Params  Authorizatione  Headers (7) Body  Pre-request Script ~ Tests  Settings Cookies
Headers < 6 hidden
KEY VALUE DESCRIPTION 000 Bulk Edit  Presets v
PSU-IP-Address 192.12123.32
Key Value Description
Response:
"status": 200,

"messageStatus": "Success",
"payload": {

"message": "Consent has been successfully revoked"

11. RefreshToken

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 13. Intermediary API's GRT / 1.1 RefreshToken

POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken
Params Authorization Headers (9) Body @ Pre-request Script Tests @ Settings Cookies
Headers < 7 hidden
KEY VALUE DESCRIPTION o00 Bulk Edit  Presets v
internalConsentld {{internalConsentid}}
access_token {{access_token}}
Key Value Description

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 13. Intermediary API's GRT / 1.1 RefreshToken

POST ~  {({IMTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send v
Params Authorization Headers (9) Body @ Pre-request Script Tests @ Settings Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION sea  Bulk Edit

refresh_token {{refresh_token}}

client_id

[ <

{{client_id-partner}}

Key Value Description
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SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 13. Intermediary API's GRT / 1.1 RefreshToken v o0 / ]
POST ~  {{IMTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send ~
Params Authorization Headers (9) Body @ Pre-request Script Tests @ Settings Cookies
1 Par jsonData = JSON.parse(responseBody); ¢

2 postman.setEnvironmentvariable ("access_token", jsonData.payload.access_token);
3 postman.setEnvironmentvariable("refresh_token", jsonData.payload.refresh_token);
4 postman.setEnvironmentvariable("internalConsentId”, jsonData.payload.internalConsentId);

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 116428,

"access token": "eyJhbGciOiJSUzIINiIsInR5cCIgOiAiS1dUTIiwiaZ2lkIiA6ICI4alhJwWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi INUUF4SEJXYmlxb2Z2JIn0.eyJleHAIOJE2NZUSNTYyMzksImlhd
CIGMTY3NTkINTkzOSwianRpIjoiMjdkZDOxOWQtYzEyOCO0MdiLWI3NWELYmYwOWZ)ZIM4AN Mz IiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1lzZ2XJ2aWN10jgwODAVYXV0aCo9yZWEFsbXMvc2lhecnRhY2NvdW50cyT
sImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TItYWFmMZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXAi101iJCZWEFyZXIiLCJhenAiO1J0ZXNOY2xpZW50djEIiLCIZzZXNzaWIuX3NOYXR1TIjoiYmUOY2EL1ZmELZ
JhmNyOONWU4LWIxXMDYtZDcyMmI4MzhmN20wIiwiYWNyIjoiMSIsImFsbG93ZWQtb3JpZz2lucyI6WyIvKiJd
LCJyZWFsbV9hY2N1c3MiOnsicm9sZXMi01sib2ZmbGluzVohY2N1c3MiLCIJ1bWEFEYXV0aG9yaXphdGlvbid
dfSwicmVzb3VyY2VEYWNIZXNzIjp7InR1c3RjbGL1bnR2MSI 6eyJIyb2xlcyI6WyJ1bWFEcHIvAGVIdGlvbi
JAESwiYWNib3VudCI6eyJyb2xlcyI6WyJtYWS5hZ2UtYWN jb3VudCIsImlhbmFnZS1hY2NvdWw50LWxpbmtz I
iwidmlldylwem9maWx1I119fSwic2NvcGUiO1iJzbWEFydGEFjY291bnRzX2NvbnN1bnRfaWREfY2xhaWO6MTE2
NDI4Tiwic21lhcnRhY2NvdW50c197b25zZ2W50X21kX2NsYW1tIjoiMTE2NDI4TiwiY2xpZW50SWQi0iJ0ZXN
0Y2xpZW50djEiLCIIbGl1bnRIbL3NOI joiMTAUMCAXODMUMTQy IiwiZWlhaWk fdmVyaWZpZWQi0mzhbHN1LC
JwenVmZXJyZWREAXN1cm5hbWUi01JzZXJ2aWN1LWEjY291bnQtdGVzdGNsaWVudHYxTiwiY2xpZW50QWRkc
mVzcyI6IJEWLIJAUMTgzLIEOMiJ9 . KvOfITIpc7EVNzk7CpOO0Rx0zxzdJsZt36UcT -
zcDAgzDyeAATexptf fEAWTQVgAPVNSEE4MgIS5YdtU-

RHFQ50vOAP4x8IJRPALV GV6ONE 187PgGH1FzJCYU yXBSRP8h21 BIZp WG8GifjXxcTJS20P2CXazt’c
-F1N4ZcUuX4M-DEQ9-wvkVQZ7su~-
S5YbalA5SNOlksgc8Qoi7mMTr7QHeWOCI2HzxX yDuhO7gEEwmlylie swdPXGKm4COMBSKND18JncncJzyc3
q7KsV77Jr4Tygp soRiXDJjIdE1QYQ95709DVUgAImIGuUB3IXF nD45aSv6cLX6JjdspoQA",

"refresh token": "eyJhbGciOiJIUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjY5NiOS5NTcOODRmMYTU2ZDYifQ.eyJleHAIOjE20DM3MiMyMzYsImlhdCI6MTY3N
TkINTkzOSwianRpIjoiMGViYTkyZGYtYzEIMSO0ZWQOLTg4MIAtMMO2NDIwMmYwNWImIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1zZ2XJ2aWN10jgwODAVYXV0aCO9yZWEFsbXMvc21lhcnRhY2NvdW50cyIsImF1ZCT
6Imh0dHA6LY9rZX1ibGohaylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJI0YWNjb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2ItYWFmMZ11mOTc4MTU2NDCc3ZDMiLCIJ0eXAi0iJPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc2lvbl9zdGFO0ZSI6ImJIINGNhNWZhLWY4ZjctNDV1IOCIiMTA2LWQ3
MjJiODM4ZjdkMCISINNib3B1lIjoic21lhcnRhY2NvAW50c19b2522W50X21kX2NsYW1t0JExXNIQyOCJ9. hu
UMBkOhPtcSghubrHblcJYH4Yglc8 dhiE23B8TiNs"

}

In case the "accessToken" expires, the response will have the following structure:

"status": 401,

"messageStatus": "Unauthorized",
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"moreDetails": {

"text": "Invalid access token"

13. Libra - Flow

1. Authenticate

POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/token Send v
Params Authorization Headers (7) Body e Pre-request Script Tests @ Settings ® Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL
Key Value Description eeo  Bulk Edit
& clientiid {{client_id-f
Key Value Description

Response:

"status": 200,
"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 118352,

"access token": "eyJhbGciOiJSUzI1INiIsInR5cCIgOiAiSldUIiwia2lkIiA6ICI4alhJwWs
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi1INUUF4SEJXYmlxb2Z2JIn0.eyJ1leHAIOJE20DA2NZzc20TQOsImlhd
CI6MTY4MDY3NzM5MywianRpIjoiOWVhZWIyOTktMzUON1iOOYZzAyLTg4ZDKktMGN]YWNIMMEWOTRmIiwiaXNz
IjoiaHROcDovL2tleWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyT
SImF1ZCI6ImFjY291bnQiLlCIzdWIiOiI2NmE2ZTIyMC11OWEOLTQ2M2TtYWFmMZ1i1mOTc4MTU2NDc3ZDMiLC
J0eXA101JCZWFyZXI1LCJIJhenAiO1J0ZXNOY2xpZW50djEiLCIZzZXNzaWIuX3NOYXRITIjoiMT1kMWQ3Y2ELN
TMzOSOONWQWLWEMZDItYjQzMTBmZmYyNWZkIiwiYWNyIjoiMSIsImFsbGO3ZWOtb3JpZ2lucyIl6WyIvKiJd
LCJIyZWFsbVI9hY2N1c3MiOnsicm9sZXMiOlsib2ZmbGluzZVohY2N1c3MiLCI1bWFEYXV0aGOyaXphdGlvbiJd
dfSwicmVzb3VyY2VEYWNJZXNzIjp7InR1c3RjbGl1bnR2MSI6eyJyb2xlcyIoWyJlbWFfcHIvdGVidGlvbi
JdfSwiYWNijb3VudCIeeydyb2xlcyI6WyJtYWS5hZ2UtYWNjb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtz I
iwidmlldylwem9maWx1I119£fSwic2NvcGUiO1JzbWEFydGFjY291bnRzX2NvbnNlbnRfaWRfY2xhaWO6MTE4
MzUyIiwic21lhcnRhY2NvdW50c193b25zZW50X21kX2NsYW1ltIjoiMTE4MzUyIiwiY2xpZW50SWQ1i01J0ZXN
0Y2xpZW50djEiLCIjbGl1bnRIB3NOIjoiMTAUMC4xNzguMTcyIliwiZWlhaWxfdmVyaWZpZWQiOmZhbHN1LC
JwemVmZXJyZWREAXN1cmbhbWUi01iJzZXJ2aWNILWFjY291bnQtdGVzdGNsaWVudHYxIiwiY2xpZW50QWRke
mVzcyI6IjEwWLJAUMTc4LjE3M1J9.MkCnWjd0dmogIJWLze9yL18E§8jUS5cxwBNyIXN1IXWObBgpvAwaoY0Ae
rrn0g69 1p907VY¥mx1fRiDV—
9bCNaguoeHGbpoNky52pVM1IbCCKRBGlctLy20X2kRufol8 puSjgEfYkdPovNZe-
PCN8RT2tt6]jb7j1tZRSA0Ltx0QmM73kKUBQ C3MfxKNrnuyhleuT9W wWNaEETp6-
c2d0zSHzj ZCNXVTDi 6B3EExS0jC63gPmciyEn1dmtNNSVTVBuonLOgGGHyFPLtRMnhOlicHd1pNyXKytoN6
1sb078M179yUkni-EJ9dfW1Cc8ImXwN3ESWpRkL23G aSEbGE1Qw",

"refresh token": "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmM11kMjk3LTQOYWItYjYS5NiOSNTcOODRmMYTU2ZDYifQ.eyJleHAIOJE20DgONTMzOTMsImlhdCI6MTY4M
DY3NzM5NCwianRpIjoiNWJkNjIwODEtLYjZhYyOOYWOXLTkxMmYtZTBiYzgxMGY4ZTI1TIiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aC9yZWFsbXMvc21lhecnRhY2NvdW50cyIsImF1ZCT
6Imh0dHAG6LY9rZ2X1jbG%haylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJO0YWNjb3VudHMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2TItYWEFmMZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi01iJPZmZsaW51TiwiyY

185



XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc2lvbl9zdGF0ZSI6IJESZDFkN2NhLTUzMzktNDVKkMC1hZmQyLWIO
MzEwZmZmMjVmZCIsInNjb3B1lIjoic21lhcnRhY2NvdW50c195b25z2ZW50X21kX2NsYW1tOJEXODMIMiJY. w
cB94x8cWuMggNwPqgj Z-2ECAZ7ITK--aFMpedQHfCc"

}

2. initConsent

POST v {{API_BASE_URI}}/gateway/core/rest/api/initConsent/{{internalConsentid}} Send v
Params Authorization e Headers (11) Body @ Pre-request Script Tests Settings Cookies
Headers © 8hidden
Key Value Description oo Bulk Edit Presets v
Content-Type application/json
PSU-IP-Address 192.12.110.32
PSU-ID-Type ALL
Key Value Description
POST v {{API_BASE_URI}}/gateway/core/rest/api/initConsent/{{internalConsentlid}} Send v
Params Authorization e Headers (11) Body ® Pre-request Script Tests Settings Cookies
¥ none form-data x-www-form-urlencoded @ raw binary @ GraphQL JSON v Beautify
1 f |
2 "codeBank": "LIB",
3 "periodofvalid”: 90,
4 "psuEmail": "aaaa@itsmartsystems.eu",
5 "psulntermediarId”: "324567",
6 "redirectURL": "https://google.com",
7 "TCaccepted”: - true
s g |
Response:

"status": 200,
"messageStatus": "Success",
"payload": {

"consentStatus": "RECEIVED",

"consentId": null,

" links": {

"scaOAuth": {
"href": "https://api.sandboxaccounts.smartfintech.eu/gateway/core/r

est/api/authorization?internalConsentId=118352&bankRedirectUri=https://is-
test.librabank.ro:9443/oauth2/authorize?state%3DeyJ1lbmMiOiJBMTI4Q0JDLUNTMIU2IiwiYWx
nIjoiZGlyIiwi¥Y3R5Ij0iS1dUIn0. .ohuTyMtcKoi4Iwbdp9jQLg.v40z GNQEsXCpDNQON1gOyvvin7ZvNe
wQURhRITI1Vtz1lnNv7Exb4YzWqrAtrBXMVuB71NfrIMxgX5xBhcuz3lc4rlmeYdDIPE6UZ20 -
CmnzPxkab5clT-MIrEm69BLWCOiptZcoO8fwFP-u90xCpleXjs7-vagQYBFOtAXAFrixgqQWfzRidbv0zic8-
slup]62vYgAbdrltQw8CQOhKIslwVr2WOIuKRr0TMX-AVZ-5l0ocwShNyKQKtHfnSM2 3L-
251Wxn6vm9VOygDRsRC4VqI0MtIJ8onPELtGwubUdeJ5 sS4jx6Wb geGwrlwwShxncrPCuhAxkOR4nzz 7N -
t02Ka41iQGw590CGBtKnNgpa60J wMxpRekjggYwYNk1X3TbdwUYJYFKz9Lg]jgopkVMTvs nuErbKP5vhijJ
XRxDZDAL-yAENVtd0Z427vwYJ51ZLTBBJ7VnoGzuxIponMgemnUhg—
kL5kxCgutNt1lWB1l0ptVgx92SINlpedAwkrwlwiWfioZWb8ZEDNLOHPeDXvcOtcul74aX32E56Zc0gjc3nGrl
aZazyWidhZuftVYSbDok2NWYIN97T4X73PjRnzgXk613InZDPkbBy2JpAmutCkrbzrIJVE-pGw2Yf48a—-
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304zFAdeCeOFkEpwyMg9SrxXhWe f IKBCEIfsPnMMAejg3hY7HRbE8ns2foYfCtPdYBzt JARrGwwPTAOWRNB
6X2eqwRuBcYpwypMf3QZVEMWNCYPNS5jhk78uu HbvjTKKb9g83bb2g95rw2FsRFNMEESEPAKQhGC7x02DdAG
zw21PNglvg-
hBBU259GkQ7M2HyqgyzD4 STglQOnze9DzP47vpHZfHsP 4ygM E9ySdAEbIN8ZLpwMxg03DA5SnbciQBfaSHQ
JjVayvn-p3zngmI 6NHsgeEN7fR4P6R3tcocSIsgDG67Jpo6x2shVrg9Calng0o46549 -
1TQZpzV2ED2rUY7ui SWpqfI5BiwdsjwVkbzntmZz3aqsxICHSWOTHGHSG rMZSJFTDxO4RcxzOsVjv -
nIrZsCLxaRwTIZ2KZ0P1£fDVG024.Dx29U4g0DWr12dFWSmFO0kQ%26response type%3Dcodes26client i
d%3Dn4IWgJHYT0dOqGuzckXyVyX7440a%26redirect uri%3Dhttps://api.sandboxaccounts.smart
fintech.eu/gateway/core/rest/api/confirmation%26scope$3DAIS:5c%9aef20-80b8-4053~
a2db-b22£d70393c6"

}

2.1 initCosentin SANDBOX —the example below shows how the developer will interact with bank's
internet banking application

LIBRA (B e

Conectare la Libra Internet Bank

BGE1659277000

sesssssscscene

LIBRA (B asover

Autentificare prin SM$S

Vei primi codul de logare prin SMS la numarul 004072******15

Retrimite
codul

Renunta f Valideaza

123
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LIBRA (B s

@ Smartaccounts solicita acces la conturile tale.

Selecteaza conturile pentru care oferi acces:

v | Selectati toate

v/ RO20BREL
Cont online business 978.43 RON

Permisiuni acces informatii cont:
IBAN Sold Tranzactii

v | RO51
Cont Online Cont Online 1.000001E7 RON

Permisiuni acces informatii cont:
IBAN Sold Tranzactii

LIBRA (B e

© Ati oferit acces la:

RO20BREL
RON

Permisiuni acces informatii cont:

v IBAN V| Sold v Tranzactii

RO51BREL
RON

Permisiuni acces informatii cont:
v IBAN Vv Sold V' Tranzacti

Continua

After selecting accounts and pressing "Continua", thus authorising the consent for selected
account, developer will be redirected to the established page.
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2.2 initConsent in PROD —the example below shows how the PSU will interact with bank's internet

banking application

LIBRA (® &5
Conectare la Libra Internet Bank
Id utilizator / Alias
Parola

Renunta

LIBRA (B &

ﬂ Smart Fintech solicita acces la conturile tale.

Selecteaza conturile pentru care oferi acces:

Selectati toate

RO
Cont Curent Persoane Fizice

Permisiuni acces informatii cont:
IBAN Sold Tranzactii

Renunta

42 RON

LIBRA (B) ate=
o Ati oferit acces la:

RO3 100
RON

Permisiuni acces informatii cont:
| IBAN | Sold || Tranzactii

Continua
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LIBRA (B) s

Confirma autentificarea

Deschide aplicatia Libra Mobile Banking pentru a
confirma autentificarea

Renunta Vreau sa ma autentific cu sms

3. GET Consent

GET v {{API_BASE_URI}}/gateway/core/rest/api/consent/LIB/{{internalConsentld}}

Params Authorization e Headers (8) Body Pre-request Script Tests Settings

Headers © 6 hidden
Key
PSU-IP-Address

Content-Type

Value Description
19212.110.32

application/json

000

Bulk Edit

Send v

Cookies

Presets v

Response:

"status": 200,

"messageStatus": "Success",

"payload": {

"access": {

"accounts": [

{
"iban": "ROOOBREL0O000000000000000",
"currency": "RON"
}
1,
"balances": [
{

"iban": "ROOOBREL0O0O00000000000000",
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"currency": "RON"

}
1,
"transactions": [
{
"iban": "ROOOBREL0O000000000000000",
"currency": "RON"
}
1,

"availableAccounts": null
3y
"consentStatus": "valid",
"frequencyPerDay": 4,
"lastActionDate": "2023-04-05",
"validUntil": "2023-07-03",
"recurringIndicator": true,
"combinedServiceIndicator": false,

"creationDate": null

4. GET ConsentStatus

GET v {{API_BASE_URI}}/gateway/core/rest/api/consent/LIB/{{internalConsentld}}/status Send 2
Params Authorization e Headers (7) Body Pre-request Script Tests Settings Cookies
Headers © 6hidden
Key Value Description oo BulkEdit Presets v
PSU-IP-Address 19212.110.32
Key Value
Response:
"status": 200,
"messageStatus": "Success",
"payload": {
"consentStatus": "VALID"
5. GET Accounts
GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/LIB/{{internalConsentld}} Send v
Params Authorization e Headers (7) Body Pre-request Script Tests Settings Cookies
Headers © 6 hidden
Key Value Description oo BulkEdit Presets v
PSU-IP-Address 19212123.32
Key Value
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Response:

"status": 200,

"messageStatus": "Success",

"payload": [

{

"resourceId": "1000000000000",
"iban": "ROOOBRELO0O00000000000000",
"currency": "RON",
"name": "ABC S.R.L.",
"product": "ABC S.R.L.",
"cashAccountType": null,
"status": null,
"bic": null,
"accountOfficerDescription": null,
"openingDate": null,
"customerSector": null,
"customerType": null,
"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null

6. GET Balances

GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/LIB/1000000000000/{{internalConsentld}}/balances Send v
Params Authorization ¢ Headers (7) Body Pre-request Script Tests Settings Cookies
Headers © 6 hidden
Key Value Description oco  BulkEdit Presets v
@ PSU-IP-Address 19212.123.32
Key Value Description
Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "ROOOBRELO000000000000000"
by
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 978.43
by
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"balanceType": "expected",

"referenceDate": "2023-04-05",
"creditLimitIncluded": null,
"creditDebitIndicator": null,
"lastChangeDateTime": "2023-04-05 09:59:12",
"lastCommittedTransaction": null,

"transactionStatus": null

7. GET Transactions

GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/LIB/1000000000000/{{internalConsentld}}/transactions?dateFrom=2023-02-01&8dateTo=2023-0
Params e Authorization ® Headers (7) Body Pre-request Script Tests ® Settings Cookies

Query Params

Key Value Description ooo  Bulk Edit
dateFrom 2023-02-01
dateTo 2023-04-05
Key Value
GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/LIB/1000000000000/{{internalConsentld}}/transactions?dateFrom=2023-02-01&dateTo=2023-0 Send v
Params o Authorization @ Headers (7) Body Pre-request Script Tests ® Settings Cookies
Headers © 6hidden
Key Value Description e Bulk Edit Presets v
PSU-IP-Address 192.12.123.32

Key

Response:

"status": 200,
"messageStatus": "Success",
"payload": {
"account": {
"iban": "ROOOBRELO0O00000000000000"
by
"transactions": {
"booked": [
{
"transactionId": "FT000000ZPVZ",
"entryReference": null,
"endToEndId": null,
"bookingDate": "2023-01-27",
"valueDate": "2023-01-27",
"executionDateTime": null,
"transactionAmount": {

"currency": "RON",

193




"amount": -4.0
by

"transactionType":
[l
null,

{t,

null,
"exchangeRate":
"creditorName":
"creditorAccount":
"debtorName": null,
{1,

"debtorAccount":

"remittanceInformationUnstructured": "Speze transfer",
"proprietaryBankTransactionCode": null,
"merchantDetails": null,
"additionalInformation": null,
"smartRemittance": null,
"transactionStatus": null,
"creditDebitIndicator": null
}
I
"pending": [1,
"links": null
} 4
"balances": []
}
8. GET Accounts Details
GET v {{API_BASE_URI}}/gateway/core/rest/api/accounts/LIB/1000000000000/{internalConsentld}}/details Send v
Params Authorization e Headers (7) Body Pre-request Script Tests Settings Cookies
Headers © 6 hidden
Key Value Description oo Bulk Edit Presets v
PSU-IP-Address 192.12.123.32
Key
Response:
"status": 200,

"messageStatus": "Success",
"payload": {

"resourceId": "1000000000000",
"ROOOBREL0O0O00000000000000",

"RON" ,

"iban":
"currency":
"name": "account alias 2",
null,
"cashAccountType": null,
"enabled",

null,
"accountOfficerDescription":
null,
"customerSector": null,
null,

"product":

"status":
"bic":
null,

"openingDate":

"customerType":
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"accountUsage": null,
"workingBalance": null,
"onlineActualBalance": null,
"balances": [],

"sortCodeAccountNumber": null

9. Delete Consent

DELETE v {{API_BASE_URI}}/gateway/core/rest/api/deleteConsent/LIB/{{internalConsentld}} Send v
Params Authorization e Headers (7) Body Pre-request Script Tests Settings Cookies
Headers © 6 hidden

Key Value Description occ  BulkEdit Presets v

PSU-IP-Address 19212.123.32

Key Value Description
Response:
"status": 200,
"messageStatus": "Success",
"payload": {
"message": "Consent has been successfully revoked"
10. RefreshToken
POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send v
Params Authorization Headers (9) Body e Pre-request Script Tests ® Settings Cookies
Headers © 7 hidden
Key Value Description oco  BulkEdit Presets v
internalConsentld {{internalConsentid}}

a access_token {{access_token}}

Key Value Description
POST v {{MTLS_BASE_URI}}/gateway/authenticate/rest/api/refreshToken Send 5

Params Authorization Headers (9) Body ® Pre-request Script Tests @ Settings Cookies

2 none @ form-data x-www-form-urlencoded @ raw binary GraphQL

Key Value Description oo Bulk Edit
refresh_token {{refresh_token}}
client_id {{client_id-partner}}

Key Value

Response:

"status": 200,
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"messageStatus": "SUCCESS",
"payload": {

"internalConsentId": 118352,

"access token": "eyJhbGciOiJSUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI4alhJws
1YbUhFQOIONkZBckhZSzUOQndGYXFiMi1INUUF4SEJXYmlxb2Z2JIn0.eyJ1leHAIOjE20DA20DEONjgsImlhd
CI6GMTY4MDY4MTE20CwianRpIjoiOWIOM2Q4NWItNjUxOSOONWIZLWI3MDMtODEOMTVIYWEWMjFhIiwiaXNz
IjoiaHROcDovL2t1leWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhecnRhY2NvdW50cyT
SsImF1ZCI6ImFjY291bnQilCIzdWIiOiI2NmE2ZTIyMC11IOWEOLTQ2M2ItYWFMZi1mOTc4MTU2NDc3ZDMiLC
J0eXAi101JCZWFyZXIiLCJhenAiO1J0ZXNOY2xpZW50dJEIiLCIZzZXNzaWIuX3NOYXRITIjoiMT1kMWQ3Y2ELN
TMzOSOONWQWLWFmZDItYjQzMTBmZmYyNWZkIiwiYWNyIjoiMSIsImFsbG93ZWQtb3Jpz2lucyIl6oWyIvKiJd
LCIyZWEFsbV9hY2N1c3MiOnsicm9sZXMiOlsib2ZmbGluzZVohY2N1c3MiLCI1bWFfYXV0aGOyaXphdGlvbiJd
dfSwicmVzb3VyY2VEYWNIZXNzIjp7InR1c3RJbGL1bnR2MSI 6eyJIyb2xlceyI6WyJ1bWFfcHIvAGVIdGlvbi
JdfSwiYWNijb3VudCIeeydyb2xlcyIoWyJtYWS5hZ2UtYWNjb3VudCIsImlhbmFnZS1hY2NvdW50LWxpbmtz I
iwidmlldylwem9maWx1I119£fSwic2NvceGUiO1JzbWEFydGFjY291bnRzX2NvbnNl1bnRfaWRfY2xhaWO6MTE4
MzUyIiwic2lhcnRhY2NvdW50c193b25z2ZW50X21kX2NsYW1tIjoiMTE4AMzUyIiwiY2xpZW50SWQi01iJ0ZXN
0Y2xpZW50djEiLCIjbGl1bnRIbL3NOI§0iMTAUMCAxNzguMTcyIiwiZWlhaWx fdnVyaWZzpZWQiomZhbHNILC
JwemVmZXJyZWREAXN1cmb5hbWUi01iJzZXJ2aWNLILWEFjY291bnQtdGVzdGNsaWVudHYxTIiwiY2xpZW50QWRke
mVzcyI6IjEwLIAUMTC4LIE3MiJ9. fD08B5NUse m73540qLRtwrxjijvHWh4kEK]gzcawMKd1tNTDRzZ14C
8NJVObhNY1bR alJBcuGcMSdS943k7Z29viJSnaKvs-

NKctLgphAN JrbntgS7IYbUXGc CjXCcyih8pYbGpTHiCgN5nbtMiSbxZ9sE DcOHdRmvzexzOyrpWXn7B1
wFF1dR20Yhgj1lVsTVv nyzjexcgeCembbpHkpXnO0EhyLRC8vdALE9d5JI0boNJHY9nx6ruTn8nlkPPhvEy08
4xWV606EO0] 7TWMaNg4ns8mZoIAx RJI2J-jgHLacNsMt 6WNwpGmZOBwFu3ypTQEXWRP7LtOeeY1Y6201g",

"refresh token": "eyJhbGciOiJIUzI1INiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICI30OWNhY
2RmMi1kMjk3LTQOYWItYJY5NiO5NTcOODRmMYTU2ZDYifQ.eyJ1leHAIOjE20DgONTMzOTQOsImlhdCI6MTY4M
DY4MTE20CwianRpIjoiYWY20DQ5Z2TctYWQWNSOOY2YWLWEYNWYENTQxXxMDk4YmESYTQ4TiwiaXNzIjoiaHRO
cDovL2t1eWNsb2FrLWFwcC1lzZXJ2aWN10jgwODAVYXV0aCO9yZWEsbXMvc21lhcnRhY2NvdW50cyIsImF1ZCT
6Imh0dHA6LyY9rZX1ibGohaylhcHAtc2VydmljZTo4MDgwL2F1dGgvemVhbGlzL3NtYXJI0YWNjb3VudHAMiLC
JzdWIiOiI2NmE2ZTIyMCL1OWEOLTQ2M2TtYWFmMmZ11mOTc4MTU2NDc3ZDMiLCIJ0eXAi0iJPZmZsaW51TiwiyY
XpwIjoidGVzdGNsaWVudHYxIiwic2Vzc21lvbl9zdGFO0ZSI6IJESZDFKN2NhLTUZzMzktNDVKMC1hZmQyLWIO
MzEwZmZmMjVmZCIsInNjb3B1lIjoic21lhcnRhY2NvdAW50c19b2522ZW50X21kX2NsYW1t0JEXODMIMiJ9 . gK
-ZcyWH2gKvd58bHnOHTra-oFN3LFPpTIDCOMX2VBw"

}

In case the "accessToken" expires, the response will have the following structure:

"status": 401,

"messageStatus": "Unauthorized",
"moreDetails": ({
"text": "Invalid access token"
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7. Generic APIs (available in all banks' flows)

For every bank there will be a GET "Banks" and a POST "CheckEmail" calls. These APIs can be
called after the authentication of the TPP — (POST) "Authenticate".

1. Banks

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 1.Intermediary API's BT / 2. Banks [a Save v L Ve =
GET ~  {{API_BASE_URI}}/gateway/core/rest/api/banks Send v

Params  Authorization e  Headers (7)  Body  Pre-request Script ~ Testse  Settings Cookies

Headers © 6 hidden

KEY VALUE DESCRIPTION eec  BulkEdit Presets v
Content-Type application/json
Response:
midn: 1,

"code": "BT",

"name": "Banca Transilvania",

"logo": ".."

"active": true,

"bic": "BTRL",

"requiredParameters": {
"requiresPSUIdType": false,
"requiresPSUId": false,

"requiresIban": false

"id": 2,

"code": "ING",

"name": "ING Bank",

"logo": ".."

"active": true,

"bic": "INGB",

"requiredParameters": {
"requiresPSUIdType": false,
"requiresPSUId": false,

"requiresIban": false

"id": 3,
"code": "BRD",

"name": "BRD Group Societe Generale",
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"logo": ".."

"active": true,

"bic": "BRDE",

"requiredParameters": {
"requiresPSUIdType": true,

"requiresPSUId": true,

"requiresIban": false
}
"id": 4,
"code": "BCR",
"name": "BCR Bank",
"logo": ".."
"active": true,
"bic": "RNCB",
"requiredParameters": {

"requiresPSUIdType": false,
"requiresPSUId": false,

"requiresIban": false

}
"id": 5,
"code". "RZBH

. 4
"name": "Raiffeisen Bank SA",
" logo " : ll"-"
"active": true,
"biC" . "RZBRH

. ’
"requiredParameters": {

"requiresPSUIdType": false,
"requiresPSUId": true,

"requiresIban": true

"id": 6,

"code": "CEC",

"name": "CEC Bank SA",
"logo": ".."

"active": true,

"bic": "CECE",
"requiredParameters": {

"requiresPSUIdType": false,
"requiresPSUId": false,

"requiresIban": false

nigv. 7,

"code": "FB",
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"name": "First Bank SA",

"logo": ".."

"active": true,

"bic": "PIRB",

"requiredParameters": {
"requiresPSUIdType": false,

"requiresPSUId": false,

"requiresIban": false
}
"id": 8,
"code": "UNC",
"name": "UniCredit Bank SA",
"logo": ".."
"active": true,
"bic": "BACX",
"requiredParameters": {

"requiresPSUIdType": false,
"requiresPSUId": false,

"requiresIban": false

"id": 9,

"code": "ALPH",

"name": "Alpha Bank",
"logo": ".."

"active": true,

"bic": "BUCU",
"requiredParameters": {

"requiresPSUIdType": false,
"requiresPSUId": false,

"requiresIban": false

"id": 10,

"code": "LIB",

"name": "Libra Bank",

"logo": ".."

"active": true,

"bic": "BREL",

"requiredParameters": {
"requiresPSUIdType": false,
"requiresPSUId": false,

"requiresIban": false

"idv: 11,
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"code": "REV",

"name": "Revolut LTD",

"logo": ".."

"active": true,

"bic": "REVO",

"requiredParameters": {
"requiresPSUIdType": false,
"requiresPSUId": false,

"requiresIban": false

}
o
{
"id": 12,
"code": "OTP",
"name": "OTP Bank",
"logo": ".."
"active": true,
"pic": "...",
"requiredParameters": {
"requiresPSUIdType": false,
"requiresPSUId": true,
"requiresIban": true
}
by
{
"id": 13,
"code": "GRT",
"name": "Garanti Bank",
"logo": ".."
"active": true,
"bic": "...",
"requiredParameters": {
"requiresPSUIdType": false,
"requiresPSUId": false,
"requiresIban": false
}
}

2. CheckEmail

SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 1.Intermediary API's BT / 3. CheckEmail B Save v 000 g B
POST v {{API_BASE_URI}}/gateway/core/rest/api/checkPsuEmail Send ~

Params Authorization e Headers (9) Body Pre-request Script Tests Settings Cookies

Headers < 8hidden

KEY VALUE DESCRIPTION oo Bulk Edit Presets v
Content-Type application/json
Key Value
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SmartAccounts_BT_ING_BCR_BRD_RZB_CEC_FB_UNC_ALPHA_LIB_OTP_REV_GRT.v0.1 / 1. Intermediary API's BT / 3. CheckEmail B Save v 000 /
POST {{AP|_BASE_URI}}/gateway/core/rest/api/checkPsuEmail Send ~
Params Authorization e Headers (9) Body = Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v Beautify
1 ff i
2 "psuEmail”:"bogdan.gurita@itsmartsystems.eu”
R T
Response:
{
"status": 200,
"messageStatus": "Success",
"payload": {
"existingAccount": true,
"message": "Sunt de acord cu Termenii si Conditiile Smart Fintech",
"t&c": "https://www.smartfintech.eu/terms-and-conditions-for-smart-
accounts"
}
}
The "false" response should have the following structure:
{
"status": 200,
"messageStatus": "Success",
"payload": {
"existingAccount": false,
"message": "Sunt de acord cu Termenii si Conditiile Smart Fintech si cu
crearea unui cont utilizand adresa de email bogdan.gurita@itsmartsystems.eu",
"tge": "https://www.smartfintech.eu/terms-and-conditions-for-smart-
accounts"
}
}
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8. Error mapping & handling linked to a consent's status
Each bank raises a different error and with different error messages (or even responds with

success) on every APl when a consent is not valid.

When a consent expired, was overwritten, or deleted from bank's app (where applicable):

Error group #1: GetConsent and GetConsentStatus will all respond as following:

"status": 401,

"messageStatus": "Unauthorized",
"source": "Bank",
"moreDetails": {
"text": "UNAUTHORIZED" OR "EXPIRED" OR "TERMINATEDBYTPP" OR "REVOKEDBYPSU"

Error group #2: GetAccounts, GetBalances, GetTransactions, GetAccountDetails and
GetTransactionDetails, DeleteConsent will all respond as following:

{
"status": 401,

"messageStatus": "Unauthorized",
"source": "Bank",
"moreDetails": {

"text": "UNAUTHORIZED" OR "EXPIRED"

When vyou receive errors mentioned for APIs in Error group #2 (moreDetails.text:
"UNAUTHORIZED" / "EXPIRED" / "TERMINATEDBYTPP" / "REVOKEDBYPSU") coupled with errors
mentioned for APIs in Error group #1 (moreDetails.text: "UNAUTHORIZED" / "EXPIRED"), then this
means that a new consent must be initiated because the previous consent is not valid anymore.

202



	1. Scope
	2. Glossary
	3. Postman Setup
	4. Integrated banks
	5. Account Information Consent flow
	6. Banks flow
	1. Banca Transilvania - Flow
	2. ING Bank – Flow
	3. Banca Comerciala Romana - Flow
	4. BRD PJ (corporate) - Flow
	5. BRD PF (individuals) - Flow
	6. Raiffeisen Bank - Flow
	7. CEC Bank - Flow
	8. First Bank - Flow
	9. UniCredit Bank - Flow
	10. Revolut - Flow
	11. OTP Bank - Flow
	12. Garanti BBVA – Flow
	13. Libra – Flow

	7. Generic APIs (available in all banks' flows)
	1. Banks
	2. CheckEmail

	8. Error mapping & handling linked to a consent's status

